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1. BBegeHune

OnncaHns komaHz B JaHHOM PYKOBOACTBE OCHOBaHbI Ha nporpamMmmHom obecneyveHumn sepcum 1.00.
MepeyvncneHHsbIn 30ech CNMCOK KOMaH SIBNSIeTCA NOATPYNMNON KoMaHA, NoaAepKnBaeMbIX KOMMYTaTopamm
cepum DGS-3130.

PykoBoacTteo nonb3osatens (CLI) npegHasHavyeHO npenMyLLIECTBEHHO AN agMUHUCTPATOPOB CETU U APYTnx
npodeccuoHanos | T-nHAYCTpUN, OTBETCTBEHHbIX 3a yNpaBieHne KOMMYTaToOpoOM C NOMOLLBIO MHTEpdenca
komaHgHow ctpoku (CLI). HTepdeinc komaHOHOW CTPOKM ABMSETCH OCHOBHbLIM UHTEpdencom ans
ynpasneHusa kommyTtatopom cepum DGS-3130, B ganbHenemMm uMeHyeMbiM NPOCTO "KOMMYyTaTop" B JaHHOM
pykoBoacTBe. [laHHOe pyKOBOACTBO noApasyMeBaeT Y untaTens Hanuime HeobxoamMMoro onbita v 3HaHUN
npuHumnoB paboTel Ethernet, coBpemMeHHbIx ceTen n LAN.

YcnoBHble 0603HavYeHUus

YcnoBHoe o603HauYeHue OnucaHue

MonyXupHbIK WpUdT KomaHgbl, onuum kKomaHzg 1 kniodyeBble crnosa. KnioyeBble crioBa B
KOMaHHOW CTPOKe HeoBX0aMMO BBOAWUTb UMEHHO TakK, Kak OHU OTODpaKeHsbl.

KYPCUB 3ATTIABHbIMU lMapameTpbl UNK 3Ha4YeHNs1, KOTopble HEOOXOAMMO yKa3aTb.
lMapameTpbl B KOMAHOHOM CTPOKE HEOOXOAMMO 3aMEHUTDL XenaeMbIMU.

KBagpatHble ckobku [ ] [lononHuTenbHoe 3Ha4YeHne nnn Habop AOMONTHUTENBbHBIX apryMEHTOB

durypHele ckobku { } AnbTepHaTVBHbIE KIOYEBbIE CMOBA, pa3fefieHHble BEPTUKANbHbIMU
NMHMAMK. Kak npaBuio, 0gHO U3 KIoYEBLIX CMOB B pasfderbHbIX Cnnckax
MOXeET BbITb BbIOpaHO.

BepTukanbHasa nuHus [ononHuTenbHble 3HaYeHUs UM apryMeHThbl 3aKroYalTes B KBagpaTHble
CKOOKU 1 pasgensaiTcsl BepTuKanbHOW nNnuHuen. Kak npaBunio, ogHo nnm
bornee 3HayeHWe NN aprymeHT B pa3genbHbIX CNIMCKax MOXET ObiTb
BblGpaHo.

Tosy©on mpudT Courier |BQKpaH KOHCOMW, BKMOYas NpuMepbl BBEOAEHHbIX KOMaH C
COOTBETCTBYIOLLMM BbIBOAOM. Bce npymepbl B JaHHOM pyKOBOACTBE
OCHOBaHbl Ha kommyTaTope DGS-3130-30TS n3 cepum DGS-3130.

MpepynpexaeHus

Hwxe npenctaeneHbl NpUMepbl TPeX TUMOB NpeaynpeXaeHnii, KOTopble MOTyT UCMOMNb30BaTbCs B
pykoBogcTBe. Npuv ynpaBneHu KOMMyTaToOpOM C MOMOLLbI0 JAaHHOIO AOKYMeHTa HeobxoanMo obpaliaTtb
BHYMaHMWE Ha 3TV NpeaynpexaeHus.

MpumeyaHue: BaxxHaa MHGOPMALUS, KOTOpasi MOXET MOMOYb B UCMOMNb30BaHUM
YCTpOWCTBA.

BHuMaHue: nidopmaumst o noTeHumanbHol yrpose yCTPOMCTBY UMK O noTepe
AaHHbIX, a TaKkke cnocobbl 3T0 NPeaoTBPaTUTL.
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MpeaynpexaeHue: nHdopmauus 0 NOTEHUMASBHON Yyrpo3e YCTPOUCTBY M
3[0pOBbIO.

OnucaHua KomaHpg,

NHgopmauus o Kaxkaol komaHae B JaHHOM pyKOBOACTBE NpeAcTaBreHa C MOMOLLbIO CriefyoLmnx Noneil:

* OnwucaHune — KkpaTkoe onmcaHue yHKLMOHana KomaHasbl.

« CuHTakcuc — TouHaa dhopma KomaHabl U NpaBuna ee HanucaHus.

« MapameTpbl — Tabnuua ¢ KpaTKUM ONUCaHUEM Onuuii Unu TpebyeMbix NapaMeTpoB 1 UX
MCMonb3oBaHWEM B KOMaHAe.

+ Tlo ymonuaHuIo — ecnv komaHZa 3a4aeT HOBOe 3HauYeHne KoH(Urypaumm Unm cocTosiHue
KoMMyTaTopa (HanpumMep, OTIIMYHOEe OT UCMOoSb3yeMoro), aTo ByaeT nokasaHo B JaHHOM rone.

* Pexum BBOAA KOMaHAbl — PEXVM, B KOTOPOM BO3MOXHO MCMNOSb30BaHNE KoMaHabl. Pexumbl
onvcaHbl B pasgerne «PexumMbl BBooa KoMaHgy.

*  YpoBeHb KOMaHAbI MO YMOJYaHUIO — YPOBEHb NPUBUIIETMM MONb30BaTENs, HeoGXoAUMbIN Ans
MCMONb30BaHNs KOMaHAbI.

*  Wcnonb3oBaHue kKOMaHAbI — AeTanbHOE onMcaHue KoMaHAbl U pasrMyHbIX CLeHapueB ee
NCMOMb30BaHuS.

* TMpumep — NpyMep UCMOMb30BaHUA KOMaHbl B NOAXOASALLEM CLIeHapU.

Pexxumbl BBoga KomaHpa,

[ocTynHO HECKONBbKO PEXMMOB BBOAA KOMaHA B uHTepdence komaHaHowm ctpokm (CLI). Habop komang,
[OOCTYMHbIX NOMNb30BaTENO, 3aBUCUT OT PEXMMa U OT YPOBHS nNpusuneruun. B kaxagom cnyvae nonb3oBarternb
CMOXeET BUAETb BCE KOMaHbIl, JOCTYMNHbIE B ONpeaerieHHOM pexume, BBEAS BONPOCUTENbHLIN 3HAK (?) B
CUCTEMHYIO MOACKA3KY.

WHTepdenc KomaHaHOM CTPOKM NOAAEPKUBAET NATb YPOBHEN NPUBUIIETNN:

* Basic User — 1 ypoBeHb npusuneruun. [JaHHbI ypoOBEHb YYETHOW 3anncu Nosnb3oBaTens umeet
HU3LLMI NPUOPUTET Cpean YHeTHbIX 3anucen. Ha gaHHOM ypoBHE BO3MOXHO NOMNyYnUTb JOCTYM K
©a3oBon MHOpMaLmMmM O CUCTEME.

* Advanced User — 3 yposeHb npusunernn. Ha gaHHoOM ypoBHe y4eTHOW 3anncu nonb3oBartens
[OCTYMHO ynpaeneHne TepMuHanom. lNMonb3oBaTten MOXET NOMyYnTb AOCTYN K OrpaHNYeHHOM
MHdOpPMaLUnK, He OTHOCcsALLEeNncs kK 6e3onacHoOCTu.

* Power User — 8 ypoBeHb npusunerui. Ha gaHHOM ypoBHE y4eTHOWN 3anncy Nonb3oBaTens
[OCTYMHO MeHbLLEee YMCno KomaHa, YeM B ypoBHe Operator, Bknovas KomaHabl KOHUrypaumm,
OTNMNYHbIE OT KOMaHS ypoBHst Operator u Administrator.

* Operator — 12 ypoBeHb npusunernn. Ha gaHHOM ypOoBHe y4eTHOW 3anucu nonb3oBaTens MoXHO
N3MEHATb JTOKarbHble 1 rmobanbHble HAaCTPOWMKK, He OTHOcsLMeCs K 6e3onacHocTy (Hanpumep,
HaCTPOWKM YYETHBIX 3anncen nonb3oBaTenen, y4eTHbix 3anncen SNMP u T.40.

* Administrator — 15 ypoBeHb npuBuneruun. YyetHas 3anvcb nonb3osatend ypoBHs Administrator
UMeeT AOCTyN KO BCer MHopMauum o cUCTEME U CUCTEMHBLIM HACTPOMKaMm, AOCTYMHbLIM B AaHHOM
PyKOBOACTBE.

B nHTepdence komaHOHOM CTPOKU JOCTYMNHO HECKONBKO PEXMMOB. Tpn 6a30BbIX pexuma:
* User EXEC Mode (lMonb3oBaTenbCKuin pexum)
*  Privileged EXEC Mode (Mp1BunerMpoBaHHbIN PeXnm)
* Global Configuration Mode (Pexum rno6anbHou koHdurypauum)

Pexxumbl cneumndpmyeckon koHdurypaumm goctynHel Yepe3 Global Configuration Mode.
Mpun BxoOe B ynpaBneHne KOMMyTaTOpoOM YPOBEHb AOCTYMNa nonb3oBaTtens onpeaensieT pexnm BBoga

KoMaHp, KoTopble ByaeT BBOANTb Nonb3oBaTenb. MoxHO ocylecTButb Bxoa nubo B pexum User EXEC
Mode, nu6o B Privileged EXEC Mode.
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DGS-3130 Pykoseodcmeo nosnib3oeamernsi (CLI) 0ns ynpaensemo2o cmekupyemo2o KoMMmymamopa 3 ypogHsi

* [lonb3oBartenu ¢ 6a3oBbIM ypOBHEM AOCTyna basic user 6yayT ocyLlecTBnATL BXxog B pexum User
EXEC Mode.

» [lonb3oBaTenu c pacwmMpeHHbIM YypoBHEM focTyna: advanced user, power-user, operator u
administrator 6yaoyT ocywecTtensaTb Bxoa B pexum Privileged EXEC Mode.

CooTtBeTtcTBeHHO, pexxum User EXEC Mode aBnsetcsa 6a3oBbim ans basic user, a Privileged EXEC Mode
npepoctaenseT yHKUMN ypoBHS advanced user, power user, operator n administrator. Bxog B Global
Configuration Mode goctyneH Tonbko nonb3oBaTensM ypoBHs operator unu administrator

PexumMbl cneundunyeckon KoHGUrypaumm 4oCTymnHbI TONbKO Nosib3oBaTensM, obrnaaatowmnmM npuBunerusivmm
CaMoro BbICOKOIO YpOBHsi 6e3onacHoCTM Ha ypoBHe administrator.

B Tabnumue KpaTko NpeacTaBreHbl CIMCKU AOCTYMHbIX PEXMMOB. [epeuncreHbl Tonbko 6a30Bble peXxXumbl U
HeKoTopble U3 CreLmMdUYEcKnX, OHM paccMaTpuBaloTCs ganee B criedyolmx rnaeax. OnucaHms ocTanbHbIX
cneumnUIeckmx peXxxmMmoB He NpeacTasneHsbl B AaHHOM pasaene. [ns nonyYyeHus AononHUTensHowm
MHOPMAaLIMM O AOMOMNHUTENbHBIX PEXMMAaX HACTPONKN HYXXHO 0GpaTUTLCSA K rmaBam, OTHOCALLMMCS K 3TUM

PYHKUNAM.

Pexum BBOga komaHp, /
YpoBeHb AocTyna

OnucaHnwue

User EXEC Mode /
YposeHb Basic User

CambIln HA3KMIA YPOBEHb NPUOPUTETA M3 YMCTIa NONb30BaTENbCKMX
yYeTHbIX 3anuncen. EcTb gocTyn K HekoTopon nHdopmaumm ob
YCTPOWNCTBE.

Privileged EXEC Mode /
YposeHb Advanced User

Ha gaHHOM ypoBHe ecTb JOCTYN K HAacTpoMKam TepMuHana.
lMonb3oBaTenb MOXeT NoNyYnTb AOCTYN K OrpaHUyeHHON nHdopmauuu,
He OTHocsLencs K 6esonacHoCTy.

Privileged EXEC Mode /
YposeHb Power User

MeHbLUee Yncno KoMaHga, Yem B ypoBHe Operator, Bkntovasi KOMaHabl
‘config'.

Privileged EXEC Mode /
YpoBeHb Operator

M3ameHeHne nokanbHbIX 1 rmobdanbHbIX TepMUHalbHbIX HACTPOEK,
ynpaeneHne n BbINOJTHEHNE HEKOTOPbIX 3agady agMUHUCTpaTopa.
WckntoveHa nHdopmMaums, oTHocALWasca K 6e3onacHocTu.

Privileged EXEC Mode /
YpoBeHb Administrator

Te e npasa, 4YTo 1 B yposHe Operator, HO NOMb30BaTerb TAKKE MOXET
npocMaTpueaTh U U3MEHSATL HACTPOVKM 6e30MacHOCTH.

MobanbHble HAaCTPOWKK, NCKMYas HacTponkn 6esonacHoCTH, Ha BECb
KommyTatop. Takke npegocTasnseTca 4OCTyn K ApyruM
crneunuyeckum pexvmam.

Global Configuration Mode /
YpoeHb Operator

MobanbHble HaCTPOWKN Ha BeCb KOMMyTaTop. Takke
npegocTasnsaeTca AOCTYN K APYrMM cneumnuyeckum pexmma.

Global Configuration Mode /
YpoBeHb Administrator

Interface Configuration HacTpoliku nHtepdenca.

Mode / YposeHb Administrator

VLAN Interface
Configuration Mode

Hactpoviku nHtepcenca VLAN.

User EXEC Mode ¢ 6a3oBbIM ypoBHeM goctyna Basic User

EcTb goctyn K HekoTopon 6a3oBon nHoOpMaLMM O HAacTporkax. B AaHHbIN pexnm MOXXHO BOWTU C Y4ETHOM
3anuceto Basic User.

Privileged EXEC Mode ¢ pacwumpeHHbIM ypoBHeM aoctyna Advanced User

EcTb goctyn k 6a30BbIM HAaCTpoOMKamM CUCTEMbI, MO3BOSSAIOLLMIA NOMb30BATENAM OCYLLECTBNATL HACTPOWKM
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CceaHca TepMuHana u BbINONHATL 6a30BYy0 NPOBEPKY CeTEBLIX MOAKMOYEHUN. [onb3oBaTens He MOXET
nony4nTb AOCTYN K MHOpPMaLMK, OTHOCALLENCSA K 6e3onacHOCTU. B AaHHbIN pexmMM MOXHO BOWTU Npu
ypoBHe gocTyna Advanced User.

Privileged EXEC Mode ¢ ypoBHemMm goctyna Power User

[ocTyn K MeHbLUeMyY Yncny kKoMaHz, YeM y nonb3osatens Operator, Bkntoyasa komaHabl ‘config', OTnnyHbIE OT
komaHp yposHst Operator un yposHs Administrator. Bxog B AaHHbIN peXnM MOXHO NOMy4UTb, UMes 8 ypOBEHb
npusuneruu.

Privileged EXEC Mode ¢ ypoBHeM pgoctyna Operator

HocTtyn k rmobanbHbIM 1 NoKanbHbIM TEPMUHAMNBLHBIM HACTponKam. KOHTponb 1 BbiNOMHEHWE 3a4aq
agMUHUCTPUPOBaHMS (MCKITtoYas nHdopMaLmio 0 HacTporikax 6esonacHocTn). Bxoa B AaHHbIV pexnm
MOXXHO MONy4YnTb, Mes 12 ypoBEHb NpUBUNETUM.

Privileged EXEC Mode ¢ ypoBHeM goctyna Administrator

Bxopf B AaHHbIN peXnm MOXHO Nony4nTb, Med 15 ypoBeHb npusunierun. KoHTporsb 1 ynpasneHue Bcemn
MHopMaumel o cucteMe 1 HacTporkax. [onb3oBaTtenb Takke MOXET NpocMaTpmBaTh U U3MEHSATL JtoOble
HaCTPOWKM 6Ge30MacHOCTMW.

Global Configuration Mode

OTOT pexum No3BONAET BHOCUTL rnobanbHble M3MeHeHns B KoHdurypauuo ycrponcTsa. [loctyn kK gaHHOMY
pexunmy A0CTyneH ¢ ydeTHbiMK 3anmucsamm Advanced User, Power User, Operator u Administrator. HacTtpowiku
Be3onacHOCTM HeQOCTYMHbI Ans yy4eTHbIX 3anucen Advanced User, Power User, Operator. Takke B 4aHHOM
pexume AOCTYMHbI cneuunduryeckme pexxumbl. [Ins Bxoaa B pexum rnobanbHon koHdpurypaumm Heobxoammo
U3 NpMBUNEMMPOBAHHOIO peXuMa BbINONHUTL KoMmaHay configure terminal.

B cneaytoliem npumMepe nonb3oBartenlb MMEET YPOBEHb AOCTyNa agMuHUcTpaTopa B pexume Privileged
EXEC v ncnonbayet komaHay configure terminal ans goctyna k pexvmy rinobanesHow KoHurypaumu:

Switch# configure terminal

Switch{config)#

KomaHpga exit ucnonbsyetcs ans Bbixoga U3 pexvma rnobanbHOoN KoHUrypauum n BO3BpaLLEHUs K pexmmy
Privileged EXEC.

Switchi{config)f exit

Switech#

Mopsgok gencTeuin ans Bxoda B cneunguyeckme pexumsl NpeacTasneH B AanbHENLMX rnaBax
pyKkoBOACTBa. PexvMbl KOMaHA NCNOMNb3YTCA ANns KOHUrypauum oTaenbHbIX (PyHKUNNA.

Interface Configuration Mode (Pexxum koHcpurypauum natepcenca)

Pexuvm koHdurypaunmn nHtepdeinca ncnonb3yetcsa Ana HacTporku napameTpoB HTepdenca nnm
HeCKOnbkux nHTepdencos. VIHTepdencom MoxeT bbiTb dmnsnyeckmun nopT, VLAN mnnm gpyron BupTyanbHbIn
nHTepdenc. Pexxnm kKoHpUrypauumn nHtepgenca MoXxeT pasnuyatbCsa B 3aBUCUMOCTM OT Tuna uHTepdenca.
KomaHabl 4ns kaXxgoro U3 TMnoB MHTEPdENCOB HEMHOTO pasnnyatoTcs.
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VLAN Interface Configuration Mode (Pexum koHdurypaumm nitepdenca
VLAN)

Pexum koHurypauumm nHtepderica VLAN aBRsieTca 0gHUM U3 AOCTYMHbIX PEXUMOB U MCMONb3yeTcs A4S
HacTponkn napameTpoB nHTepderica VLAN.

Ons goctyna k pexumy koHdpurypaumm nntepderica VLAN HeoOxoanmo Mcnonb3oBaTth CReayoLLyto
KOMaHAy B pexume rnobanbHom KoHUrypaumm:

Switch{config)# i1nterface wlan 1

Switch{config-1f)#

Co3aaHue nonb3oBaTeNbCKOU YY€THOM 3anucu

Mo ymonuyaHuio Ha yCTPOMCTBE HET YYETHOWM 3anncu nonb3oatens. M3 coobpaxkeHnn 6e3onacHoCTH
pekomMeHAayeTCs co3gaTh YYETHYIO 3anvcb AN ynpaBneHns MHTepgencomMm KommyTaTopa. 3ToT pasgen
NMOMOXeT NOMb30BaTemNo CO34aTh YYETHYHO 3anuchb C MOMOLLIbIO MHTepdenca KOMaHaHON CTPOKM.

PaccmoTpum crieayowuii npumvep.

Switch# enable

Switch# configure terminal

Switchi{contfig)#f username admin password admin
Switch{config)# username admin privilege 12
Switchi{contfig)#f line consocle
Switchi{config-line)# login local
Switch{config-line)#

B oaHHOM npmnmepe Mbl nony4nnn OoCTyn K KoMaHge username.

* B pexume User EXEC Mode BBeaeHa komaHaa enable ans goctyna k Privileged EXEC Mode.

* [anee BeBegeHa komaHaa configure terminal gna goctyna k Global Configuration Mode. KomaHnga
username MOXeT UCMONb30BaTh B AAHHOM pexume.

* Komanga username admin password admin co3gaet y4eTHyI0 3an1cb NOMb3oBaTens C UMEHEM
admin 1 naponem admin

« KomaHga username admin privilege 15 HasHa4aeT ypoBeHb npusunernn 15 ans yyeTHom 3anucu
admin.

* KomaHnpga line console obecneunBaeT JOCTYN K pEXMMY KOHPUrypaumm CTpoku nHtepdeiica.

* KomaHnga login local 06bsaBnIsieT koMMyTaTopy, UTO NONb30BaTEN0 HEOOXOAMMO FOKarbHO BBECTU
OaHHbIE YYETHOW 3anmcu, YToObl NONYyYMTb AOCTYN K MHTEPENCY KOHCOMMW.

CoxpanuTe running configuration B start-up configuration. 3To o3HauyaeT coxpaHeHne nameHeHui, YToObI Npm
nepesarpyske KOMMyTaTopa OHU He Gbinu yTepsiHbl. Creayowuii NpyuMep NokasbliBaeT, KakuM 06pasom
MOXHO COXpaHuTb running configuration B start-up configuration.

Switch# copy running-config startup-config
Destinaticn filename startup-config? [y/n]: W
Saving all configurations to NV-BAM.......... Donae.
Switch#
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Mocre nepesarpysky KOMMyTaToOpa UM BbIXOAA NONb30BaTENs M3 YYETHOM 3anucy 3agaHHble UMS
nosib3oBaTernsi U Naporib AOMKHbI ObiTe BBEAEHbI AN 4OCTYNa K MHTEpPdency KoMaHOHOW CTPOKU, Kak
MoKasaHo HuxXe.

DES-3130-30TS Gigabit Ethernet Switch
Command Line Interface
Firmware: Build 1.00.001
Copyright {C) 2017 D-Link Corporation. Rl]l rights reserwved.

User Access Verification

Username :admin

Fassword:***+*=*

Switch#

HasHauyeHue nHTepdenca
Mpu koHUrypaumm usndeckmx NnopToB KOMMyTaTopa UCMNoNb3yeTcst 0coboe 0bo3HaYeHue.

B cnegytolem npumepe Mbl BXOAMM B pexxum rnodansHon koHdurypaumm Global Configuration Mode,
hanee B pexum koHdurypaumm nHtepdgeinca Interface Configuration Mode, ncnonsayst o6osHaveHne 1/0/1.
Mocne Bxoga B pexum Interface Configuration Mode gnst nopta 1 mMbl U3aMeHMM ckopocTb Ha 1 ouT/c,
ncnonb3ys komangy speed 1000.

Switch# configure terminal
Switchi{config)# interface ethernset 1/0/1
Switchi{config-if)# spesd 1000
Switch{config-1£f)#

B npuBeneHHoM npumMepe 6bino ucnonb3oBaHo ob6o3HayveHne 1/0/1. TepMmMHONOMMA KaXxgoro napameTpa:
e Unit ID untepdoenca / Slot ID nHtepdeica / ID nopta

Unit ID nHTepdenca ykasbiBaeT Ha HOMep KOMMyTaTopa B CTeke. Ecnu cTeknpoBaHue OTKMAOYEHO Unn
HacTpanBaeMbIil KOMMYTATOP Ha BKIOYEH B CTEK, TO AaHHbIN NapaMeTp He nMmeeT 3HadveHud. Slot ID
nHTepdpenca — aTo naeHTUMKaTop Moayns, NOAKNHOYEHHOTO K CNOTY pacumpeHns. KommyTtatopsl cepun
DGS-3130 He noaaepKmBatoT CNoThl pacLUMpPEHUst, NOSTOMY AaHHbIN NnapameTp Bcerga 6yaet 0. ID nopTta —
3TO HOMEP KOHUIypupyemoro pmandeckoro nopTa.

MpuBeaeHHbIN Bbille NpUMepP HAaCTPOWKN MO3BONSET CKOHUIypupoBaTb CTEKUpyeMbIn kommyTaTop ¢ ID 1,
cnotom 0 n Homepom cmamyeckoro nopta 1.

CoobOuweHuna o6 ownbke

Ecnun koMmMyTaTop He pacnosHaeT BBeAeHHY0 KomaHay, NoABATCA coobLueHUs 06 ownbke ¢ OCHOBHOM
nHcpopMaumeii o npobreme. CNNCoK BO3MOXHbIX OLLIMGOK AOCTYNEH B TabNMLIE HUXeE.

Coob6LieHue 06 ownbke OnucaHue

Ambiguous command BBegeHo HegOCTaTOMHO KMYEBbLIX CMOB 4S8 pacno3HaBaHUSA KOMaHAabl.
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Incomplete command BBeneHbl He Bce Tpebyemble KMoYeBble CrioBa Ans BbINOMHEHUS
KOMaHAbl.

Invalid input detected at “marker | KommaHga BBeaeHa HEKOPPEKTHO.

Hwxecnegyowmn npumep nokasbiBaeT, KakuMm 06pa3om reHepupyeTcs coobuieHme o6 owmbke Ambiguous

command.
Switch# show v
Ambiguous command
Switch#

Hwxecnegytolwmin npymep NokasbiBaeT, KakuM 0b6pasomM reHepupyeTcs cooblleHne 06 olwmnbke Incomplete

command.
Switch# show
Incomplete command
Switch#

Hwxecnegyowmin npuMmep nokasblBaeT, KakuMm 06pa3om reHepupyeTcs cooblueHre 06 owmnbke Invalid input

detected.
Switch# show wverbk
Invalid input detected at “marker
Switch#

PYHKLMM pepakTUpoBaHUA

MHTepd)eIZC KOMaHOHOMN CTPOKM KOMMYTaTOpa noaaep>xmeaet crnenyLline Knasuln ana peaaktupoBaHuA.

KnaBuwa OnucaHue

Backspace YpansieT cMMBOS CrieBa OT Kypcopa M nepeMeLLlaeT OCTaBLUYHCS YacTb CTPOKU
BMEBO.

Crpenka BneBso MepemeLyaeT Kypcop BNeBO.

Crpenka BrnpaBo MepemeLyaeT Kypcop BNpaso.

CTRL+R BkntoyaeT n oTknovaeT yHKLUMIO BCTaBKN TeKCTa. [1pn BKNIOYEHUN TEKCT MOXHO

BCTaBWUTb B CTPOKY, @ OCTaBLUAsCs YacTb TekcTa OyaeT nepemelleHa Bnpaeo. [pu
BbIKIMIOMEHMWN TEKCT MOXXHO BCTaBUTb B CTPOKY, @ CTapbIii TEKCT aBTOMAaTUYECKM
OyaeT 3aMeHEH HOBbIM. .

Return MpoKpyyYMBaET BHU3 Ha CrieayroLLyo CTPOKY Uin UCNonb3yeTcs Ans BBoaa
KOMaHabl.

Mpoben lMpokpy4mBaeT BHU3 Ha CNeayoLLyio CTPaHWLY.

ESC Bbixog 13 otobpaxkaemoin cTpaHuLbl.

MoaudukaTopbl oTOOpaxeHus pe3ynbTaToB BbiBOAA

OTobpakaemMble pe3ynbTaTbl MOXHO (OUMLTPOBATb C NMOMOLLb0 KoMaHabl show no crieayowmnm
napameTpam:

* begin FILTER-STRING — paHHbI napaMeTp UCMonb3yeTcs AN 0TobpaKeHUs nepBON CTPOKMU,
KoTopasa CoBnagaeT Co CTPOKOW ounbTpa.
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* include FILTER-STRING — paHHbIi napaMeTp MCNonb3yeTcs AN 0ToOpaXeHus BCEX CTPOK,

coBrnagaroLLmMx Co CTpokon dunbTpa.
e exclude FILTER-STRING — paHHbI napaMeTp UCMOoNb3yeTcsa AN UCKITHYEHNST BCEX CTPOK,

coBMagarnLLMX CO CTPOKOW unbTpa.
Ha npumepax Huxe nokasaHo ucnonb3oBaHue napametpa begin FILTER-STRING B komaHae show.

Switch#show running-ceonfig | begin # DEVICE
# LDEWVICE
coenfigure terminal

end

configure terminal
# ARR STERRT

no aaa new-model

# ARM END

end

Switch#

Ha npumepax Hmxe nokasaHo ucnonb3opaHue napametpa include FILTER-STRING B komaHae show.

Switch#show running-cenfig | include # LCEVICE

# DEVICE

Switch#

Ha npumepax Hmxe nokasaHo ucnonb3oBaHue napametpa exclude FILTER-STRING B komaHge show.
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Switch#show running-config | exclude § DEVICE

Building cenfiguration

Current configuraticn : 30689 bytes

H- _______________________________________________________________________________
# DES-3130-30TS Gigabit Ethernet Switch

# Configuratien

#

# Firmware: Build 1.00.001

i Copyright{C) 2017 D-Link Corporaticn. All rights reserved.

H- _______________________________________________________________________________
# STACK

end

# ADR

configure terminal
# ARR START
ne aaa new-model

CTRL+C ESC g Quit SPACE n Next Page ENTEE Next Entry a All

2. ba3oBble KOMaHAbl MHTepdielica KOMaHAHOW CTPOKU

2-1 help

[aHHas komaHga ucnonb3yeTcs Ansa oTobpaxkeHNsa KpaTKOM CnpaBoYHOM MHGopMauuun. Mcnoneaynte
komaHgy help B ntobom pexunme.

help
MapameTpbl
Het
Mo ymonyaHuto
Het
Pexnm BBoga KoMmaHAbl

User/Privileged EXEC Mode
JTio6on pexxum KoHdmrypauum

YPOBEHbKOMaHAbIHoyMOﬂanMm
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YpoBeHb 1
Ucnonb3oBaHue KOMaHAbl

KomaHga help ncnonbayertcs ons otobpaxkeHnsi KpaTKo CnpaBoYHOM MHbopMaLumm, BKIOYaEeT cneayowme
dyHKUUK:

e Y100bI NepeuncnuTb Bce AOCTYMNHbIE KOMaHAbl AN onpeaeneHHoro pexnva, BBeante
BOMPOCUTENbHbIN 3HAK (?) B CUCTEMHYHO NOACKa3KYy.

e Y100bI NONYYNTb CMNCOK KOMaHZ, HAYMHAKLWMXCH C OnpeaesieHHOW CTPOKM CMMBOJSIOB, BBEAUTE
COKpaLLleHHY0 KOMaHAay, CreayoLLyo cpasy 3a BONpocUTENbHbIM 3HaKoM (?). Takas chopma
Ha3blBaeTca word help, NOTOMy YTO OHa COAEPXUT TOMBKO KMoYeBblE COBa UMW apryMeHThl,
HauMHaoLWMecs ¢ BBEOEHHOIO COKpaLleHus!.

*  YT00bI NEpEeUNCNUTL KIOYEBbLIE CMOBA M apryMeHTbI, CBA3aHHbIE C KOMaHAoN, BBeAMTE
BONPOCUTENbHbIN 3HaK (?) HA MECTO KNYeBOro CrioBa Unu aprymeHTa B KoMaHOHoOW cTpoke. Takas
¢opma HasbiBaeTcss command syntax help, noToMy 4To oHa cogepXuT CNMCOK KMYEBBLIX CNOB UMK
aprymMeHToB, NPMMEHSIEMbIX HA OCHOBE Y)Xe BBEOEHHOWN KOMaHAbl, KINOYEBOro CrioBa umm
aprymMeHTOB.

Mpumep

B naHHOM npyvMepe nokasaHo ucrnons3oBaHue koMaHabl help ons oToGpaxeHusi KpaTkoro onMcaHus
CUCTEMbI MOMOLLI.

Switch#help

The switch CLI provides advanced help feature.

1. Help is awvailable when you are ready to enter a command
argument {e.g. 'show ?') and want to know each possibkle
available opticns.

2. Help is provided when an abbreviated argument is entered
and yvou want te know what arguments match the inputi{e.g. 'show wve?'.).
If nothing matches, the help list will be empty and you must backup
until entering a '?' shows the available eptiocns.

3. Fer completing a partial command name could enter the abbreviated

command name immediately followed by a <Tab> key.

Note:
Since the character '7?' iz used for help purpose, to enter
the character '?' in a string argument, press ctrl+v immediately

followed by the character '7'.
Switch#

Cneayowuin npumep nokasbiBaeT ncnonb3oBaHne word help ans otobpaxeHus komaHg pexuma Privileged
EXEC, HaunHatoLmxca ¢ «re». byksbl, BBeAeHHbIE NOcne BONPOCUMTENBHOMO 3Haka (?) oTnevaTaHbl Ha
crnepnyloLlen KOMaHoHOW CTPOKe, YTOObI MO3BOMNUTL MONb30BATESNO NPOAOIPKUTE BBOA KOMaHZAbI.

Switch#re?

raeboot renamea renaw resat
Switchfre

Cne/:l,yrou.l,mﬁ npuMep nokasbiBaeT UCNosnb3oBaHne KoOMaHabl command syntax help ana 0T06pa>|<eH|/1;|
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CreflytoLLero aprymeHTa 4acT1YHO 3anofHeHHo komaHTbl stack. 3Haku, BBeeHHble nocre
BOMPOCUTENBHOIO 3HaKa (?), MOSIBMSATCA Ha CreaytoLell KoMaHOHOW CTpoke, YToBbl MO3BONMUTL
nonb3oBaTernto NPOAOIMKUTL BBOA, KOMaHAbI.

Switchistack ?
<1-9= Specifies current box ID
bandwidth BStacking port bandwidth
preaempt Freempt the master role play
<or
Switch#stack
2-2 enable

[aHHaa komanga ncnonb3yeTcs Ans U3MEHeHUs YPOBHA NPUBUMErn akTMBHON Ceccum.
enable [PRIVILEGE-LEVEL]

MapameTpbl

PRIVILEGE-LEVEL (OnumoHanbHo) YKasbiBaeT ypoBeHb Npusunernn. [nanasoH ot 1 go 15,
Ecnu He ykasaHo, 6yaeT ncnonb3oBaTtbCs ypoBeHb 15.

Mo ymonyaHuto

Het

Pexxum BBoAa KkoMaHAbl
User/Privileged EXEC Mode
YpoBeHb KOMaHAbI MO yMOM4YaHUIo
YpoBeHb 1

Mcnonb3oBaHue KOMaHAbI

Ecnn I'IpI/IBVIJ'IerI/IpOBaHHbIﬁ YPOBEHb Tpe6yeT napornd, BBeEgUTe ero B npegocrtaBiieHHOM Mnone. PaspemeHo
TONbKO 3 NOMbITKK. |_|pl/l Heyada4YHOM BBOE NoJib3oBaTesib 6yD,ET BO3BpaLleH K TeKyLlemMy YPOBHH.

Mpumep

B gaHHOM npumepe nokasaHo M3MEeHeHne ypOBHS npvBunerun aktmeHom ceccum CLI Ha 15 ypoBeHb.
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Switch# show privilege
Current privilege level iz 2
Switch# enable 135
PASSWOrd* ¥ ***

Switch# show privilege
Current privilege level 15 13
Switch#

2-3 disable

[daHHas komaHda ncnonb3yeTcs Anst UBMEHEHNS YPOBHS MPUBUIENN akTUBHOW ceccumn yyeTHou 3anmcm CLI
Ha 6onee HU3KWUN.

disable [PRIVILEGE-LEVEL]

MapameTpbl

PRIVILEGE-LEVEL (OnumoHanbHo) YkasbiBaeT ypoBeHb npusunernn. [nanasoH ot 1 go 15,
Ecnu He yka3aHo, BygeT ncnonb3oBatbCs ypoBeHb 1.

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI
User/Privileged EXEC Mode
YpoBeHb KOMaHAbI N0 YMOM4aHUIo
YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

[aHHas komaHga ncnonb3yeTcsl Ans U3SMEHEHUS YPOBHS NPUBUMErMM akTUBHON ceccum ydeTHow 3anucu CLI
Ha bornee HU3KUN.

Mpumep

B gaHHOM npumepe nokasaHo M3MEeHeHue ypOBHS npuBunerun aktmeHom ceccum CLI Ha 1 ypoBeHb.
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Switch# show privilege
Current privilege level is 15
Switch# disable 1

Switeh> sheow privilege
Current privilege lewel iz 1
Switch>

2-4 configure terminal

[aHHas kKomaHga ucnonb3yeTcs Ansa Bxoda B pexum rnobansHon koHdurypauumn (Global Configuration
Mode)

configure terminal
MapameTpbl
Het
Mo ymonyaHuto
Het
Pexxum BBOOA KOMaHAbI
Privileged EXEC Mode
YpoBeHb KOMaHAbl MO yMON4aHUIo
YpoBeHb 12
Ucnonb3oBaHne KOMaHAbI
[aHHas KomaHga ucnonb3yeTcs AN1s BXoAa B PeXumM rnobanbHom KoHdurypaumu.
Mpumep
B gaHHOM npumepe nokasaH npouecc BxoAa B pexuM rnobanbHOnM KoHUrypauum.

Switeh# configure terminal

Switch{cenfig)#

2-5 login (EXEC)
D,aHHaﬂ KOMaHga ncnonb3dyeTcda ona HaCTpOIZKI/I MMEHU NoJib30BaTes4.
login

MapameTpbl
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Het

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbI

User/Privileged EXEC Mode

YpoBeHb KoMaHAbI MO YMONM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

[aHHas komaHga ucnonb3yeTcs ANa n3aMeHeHUs UMEHU Nornb3oBaTens y4eTHoun 3anucu. PaspeweHo 3
nonbITKM BXoAa B nHTepderic kommyTtaTopa. [pu ncnonesosaHum Telnet, ecnv Bce nonbITKy OyayT
HeydavHbIMK, JOCTYyN OyaeT Bo3BpaLLeH kK KOMaHOHOW CTpoke. Ecnin He BBegeHa HUKakasa MHpopmMauus B
TeueHue 60 cekyH, ceccus BepHETCS B COCTOSIHME BbiXoAa 13 y4ETHOW 3anucu.

Mpumep

B oaHHOM npmnmMepe nokasaH npouecc Bxoda B y4eTHYH 3anncb C MMeHeM noJib3oBaTenA «usert».

Switch# login
Username: userl
FPassword: :axxxx
Switch#

2-6 login (Line)

[aHHasa komaHga ncnonb3yeTca ona HaCTpOIZKI/I MeTOda BXO4a B CTPOKY. |/|CI'IOJ'Ib3yl71Te d)opmy no ansa
OTKJTHO4EHNA BO3MOXHOCTU BXOAaA.

login [local]
no login
MapameTpbl
local (OnumoHanbHO) YkaxuTe, 4TOObI MeToA BXxoAa Obin NokanbHbIM.

Mo ymonyaHuto

Mo ymonyaHuio ansa cTpokn console He YCTaHOBIEH METO BXOAa B CUCTEMY.
Mo ymonuanwuio ansa ctpokn Telnet HacTpoeH meToq Bxoga (C napornem).

Mo ymonuanwuio ansa ctpokn SSH HacTpoeH meTtog Bxoga (C naponem).
Pexxum BBoa komaHbl

Line Configuration Mode

YPOBeHb KOMaHAbl NO yMon4aHuro
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YpoBeHb 15
Ucnonb3oBaHne KOMaHAbI

Onsa poctyna k koHconu u telnet, npu BkntodeHun AAA, cTpoka UCNonb3yeT NpaBuna, CKOHUrypmpoBaHHble
moaynem AAA. Bes ncnonb3oBaHns AAA, cTpoka Ucnonb3yeT creaytollme npasvna ayTeHTugurkaumm:

* bBe3 BO3MOXHOCTM BxOAa B YYETHYIO 3annCb NONb30BaTENb MOXET BONTU TOMbKO Ha ypoBHe 1.

* [pwn BbIGOPE onunmn by password nocne BBoAa TOro Xe napons, 4To B KoMaHae password,
nonb3oBaTernb BOWAET B CTPOKY Ha ypoBHe 1. Ecnn naponb He 6bin ckoHdurypupoBaH, byaet
oTobpakeHO coobuieHne 06 owmnbke n ceccusa bygeT 3aBepLueHa.

* [lpu BbIGOpe onumm username and password, BBeanTe UMs NonNb3oBaTens U Naporsb,
CKOH(UryprpOBaHHbIE KOMaHOoW username.

Ons goctyna no SSH cywecTtsyeT 3 Tuna ayteHTUdmKaumm:

e  OTKpbITbIN KMoy SSH
* ayTeHTUMKaums Ha OCHOBE y3ra
e ayTeHTUdMKaUWs C NOMOLLBIO Naposs

K Tnam ayteHTnduKaLumMm ¢ NOMOLLbI OTKPLITOrO Krto4a M Ha OCHOBE Y3ria yKasaHHble HuKe NpaBuna He
NMPUMEHSIIOTCS, B OTNNYME OT ayTeHTUGUKALMM C MOMOLLbIO Napons, Anst KOTOPOW HEOBX0AMMO YYUTbIBATb
crnepyloLwime npaeuna:

*  [lpu BkrtodeHnn AAA ucnonbsyetcsa Mmoayrnbs AAA.
e [lpu BbikntoveHnn AAA ncnonb3yTes cneayoLline npasuna:
- Ecnn Bo3aMOXHOCTE BXOZA OTKIIOYEHA, UMS MONb30BATENSA U Naposb UrHopupytoTcs. Beoa aetanen

Ha ypoBHe 1.

- Ecnn BbIGpaHa onuusa username and password, BBeaMTe UMs Nosfb3oBaTenst U Naposib,
CKOH(OUrypmpoBaHHble KOMaHOOoW username.

- Mpw BbIGOPE ONUUK password, NS NoNb30BaTENs UTHOPMPYETCH, HO TpebyeTcst BBOA Napons,
NCMNOnb30BaHHOIo B KoMaHae password, Ans Bxoda B CTPOKY Ha ypoBHe 1

Mpumep

B naHHOM nprvmMepe nokasaH npoLlecc BxoAa B pexum koHdurypauum ctpoku Line Configuration Mode ans
c03aHus Naporns s CTPOoKM nonb3oBaTtens. OTOT naposb byaeT AeAcTBOBaTb TOMBKO Koraa
COOTBETCTBYIOLLAs CTpOKa OyaeT 3agaHa Ang Bxoaa.

Switch# configure terminal

Switch{config)# line conscle
Switchi{config-line)f password loginpassword
Switchi{config-line)#

B gaHHOM npumepe nokasaH npouecc KoHurypaumm Metoga Bxoga B CTPOKY KOHconM B Buae «loginy.

Switch# configure terminal
Switchi{config)f line conscle
Switch{config-line)# login
Switchi{config-line)#

B gaHHOM npumepe nokasaH npouecc BBoAa KoMaHAbl login. YCTpoNCTBO NpoBepuT AOCTYN Nonb3osaTtens ¢
nomMoLpblo KomaHasl password create. Npu BepHoM BBOAE, Nonb3osarterns byaeT nMeTb 4OCTYN
onpeaeneHHoro ypoBHs.
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Switch#login

Pr'i'i":wi.‘-'].'ii'*************

Switch#

B naHHOM nprvmMepe nokasaH npoLuecc co3gaHua UMeHU nonb3oBaTens «useraccount» ¢ naponem «pass123»
n npusunerven 12.

Switeh# configure terminal
Switeh{config)#4 username useraccount privilege 12 password 0 passl23

Switchi{config)#

B naHHOM nprmMepe nokasaH npouecc KoHurypaumm metoga sxoaa login local.

Switch# configure terminal
Switchi{config)$# line conscle
Switchi{config-line)# legin loecal

Switchi{ceonfig-line)#

2-7 logout

[daHHas komaHaa ucnonb3yeTcs Ans 3aKkpbITUA akTUBHOW Ceccun Ans Bbixoga 13 KoMMmyTartopa.
logout

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbl

User/Privileged EXEC Mode

YpoBeHb kKOMaHAbI MO YMONM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbI

[daHHas komaHaa ucnonb3yeTcs Ans 3aKkpbITUA akTUBHOW Ceccun Ans Bbixoga 13 KoMMmyTaTopa.

Mpumep

B oaHHOM nprMepe nokasaH Npouecc Bbixoaa.

Switch# disable

Switeh# legeut
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2-8 end

HaHHas komaHaa ucnonb3yetca ans Beixoga u3 Current Configuration Mode v BosBpalleHus K BbiCcLLEMY
pexunmy B nepapxum pexxumon CLI, koTopbiMm ByaeT nubo User EXEC Mode, nnéo Privileged EXEC Mode.

end
MapameTpbl
Het
Mo ymonyaHuto
Het
Pexxum BBOAA KOMaHAbl

User/Privileged EXEC Mode
JTioBGon pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOMN4YaHuIo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbI

[daHHas komaHaa ncnonb3yeTcs Ans BO3BpaLLEeHUs K BbiCLLEMY pexumy B nepapxum pexvmon CLI.
Mpumep

B oaHHOM nNpumepe nokasaH NpoLecc OKOHYaHus paboTbl B pexume KoHurypaumm nHtepdenca Interface
Configuration Mode un Bo3BpalLeHue B pexum Privileged EXEC Mode.

Switch# configure terminal
Switchi{config)# interface ethernet 1/1
Switchi{config-if) fend
Switch#

2-9 exit

[aHHas komaHaa ncnonb3yeTcs Ans BbixoAa U3 pexvmMa KoHdUrypauum 1 Bo3spaLleHus K nocrnegHemy
pexumy. Ecnn Tekywmnm pexxumom asnsetca User EXEC Mode wnm Privileged EXEC Mode, BbinonHeHue
KOMaHAbl exit N03BONUT BbINTU U3 TEKYLLEN CECCUM.

exit
MapameTpbl

Het

Mo ymonyaHuto
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

Het
Pexxum BBoga KomaHAabl

User/Privileged EXEC Mode
JTrobon pexkum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

[aHHas komaHaa ncnonb3yeTcs Ans Bbixoga U3 pexkuMma KOHMUrypauumn 1 Bo3BpaLleHus K nocneaHemy
pexunmy. Ecnn tekywmum pexumom sinsaetcs User EXEC Mode nnum Privileged EXEC Mode, BbinonHeHne
KOMaHAbl exit N0O3BONUT BbINTU N3 TEKYLLIEN CECCUMN.

Mpumep

B naHHOM nprvmMepe nokasaH npouecc Bo3BpalleHust U3 pexmnma KoHdurypauumn nHrepgenca Interface
Configuration Mode B pexwum rnobansHon koHdurypaumm Global Configuration Mode.

Switch# configure terminal
Switchi{cenfig) interface ethernet 1/0/1
Switch{config-if)f#exit

Switch{config)#

2-10 show history

[aHHasa komaHga ncnonb3yeTca onA OTO6pa)KeHVIﬂ CrnncKa KomaHg, BBe€EHHbIX B TeKyLlJ,eVI CecCumn pexmma
EXEC.

show history
MapameTpbl
Het
Mo ymonyaHuto
HeTt
Pexxum BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTiobon pexxum koHdurypaumm

YPOBeHb KOMaHAbl N0 yMon4aHuUO
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbI

BBeaeHHble kOMaHAbl COXpaHATCS B cucteme. BBeaeHHble koMaHAbl MOXHO NPOCMOTPETb, HaxaB CTRL+P
unu ucnonb3sys knasuwy Beepx. bBydep orpaHnyen 20 komaHgamu.

Haswurauma no komaHgam B MCTOPWUK BbINOJTHAETCA crieayrwnmm KOMOUHaUNAMW KNaBuLL:
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DGS-3130 Pykoeodcmeo nonb3ogeamernsi (CLI) dnsi ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypo8Hs

e CTRL+*P unu knasuwa BBepx — npocMoTp koMaH B Oydepe NCTopun, Ha4YnmHasi ¢ cambIx
nocnegHux. MNMoBTopuTe HaxaTue Ans NpocMoTpa 6onee paHHMX KOMaHA.

e CTRL*N mnu knasvwa BHu3 — Bo3BpalleHune k 6onee no3gHMM komaHgam B Oydbepe nctopum nocne
BblBOAA KOMaHz. MNoBTopuTE HaXxkaTue AN BO3BpaLleHus K bonee no3gHUM KoMaHgam.

Mpumep

B aaHHOM npumepe nokasaH npouecc Bbi3oBa Bydepa ncropumu.

Switch# show history
help

history

Switch#

2-11 password-recovery

[JaHHas komaHga ncnonb3yeTcs Ans BOCCTaHOBNEHUst HAaCTpoek napons. Mcnonb3ayinte AaHHy0 KOMaHay B
pexumme cbpoca koHpurypaumm (Reset Configuration Mode).

password-recovery
MapameTpbl
Het
Mo ymonyaHuto
Het
Pexxum BBOOa KomaHAabl
Reset Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHuUIo
YpoBeHb 15
Ucnonb3oBaHMe KOMaHAbI
B HeKkoTOpbIX CUTyauusax agMMHUCTPATopy HEO6X0AMMO OBHOBUTL YYETHYHO 3anUCb MONb30BaTENd, NOTOMY
YTO Maporb ANns y4ETHOM 3anucuy Obi noTepsiH. [Ansg aToro agMMHUCTPaTOp AOIMKEH BONTU B pexum Reset

Configuration Mode. [1ns Bxoga B JaHHbIA PEXUM CBSPKUTECH C NMPEACTaBUTENEM TEXHNYECKOW NOSOEPXKKN.

Mocne Bxoaa B pexum cbpoca kKoHUrypaumm Heobxoaumo Ucnonb3oBaTb kKOMaHay password-recovery u
cnepoBaTb COOOLLEHMIO O NOATBEPXKAEHUM AN BOCCTAHOBMNEHMS HACTPOEK Napons.

BocctaHoBneHue naponsa ocyuwlecTBsndeT cnegywuine neuncTBus:

*  OGHOBIEHWE CYLLECTBYIOLLEN YY4ETHOI 3anncu Nonb3oBaTens nyTemM BBOAA CYLLECTBYIOLLENo UMEHM
nosib30BaTerNsi U ero HOBOIO Napors, Unn AobaBreHne HOBOW YYETHON 3anucy ¢ NpUBUIErnen
ypoBHs 15. HoBas y4yeTHasi 3anmck He MOXeT BbITb CO30aHa, eCrnn NPeBbILLEHO MakcuMarnbHoe
YMCIO NOMb30BaTENbCKUX YYETHbIX 3anucen.

https://tm.by
L $To0E WNHTepHeT-mMarasuH



DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onist yripasrnsiemMoeo cmeKupyemMoeao KoMMymamopa 3 ypoeHs!

*  OO6HoBneHve gencTByloLLEro napons Ansa yposHs npusunerun Administrator.
e OtknoyeHne pyHkumm AAA ons BO3MOXHOCTW NOKanbHON ayTeHTUMUKaL MM CUCTEMBI.

OGHoBMEHHbIE HAacTpoVikn ByayT coxpaHeHbl B TekyLleM dainne koHdurypaumm. lNepen nepesarpyskom
KOMMYTaTop NPeAnoXuT aaMMHUCTPAToOpy NOATBEPAUTL COXpaHeHMe TekyLulern KoHdurypauum (Running
Configuration) B kauecTBe koHdUrypaumm npu 3arpyake (Startup Configuration).

Mpumep

B maHHOM npmnmMepe nokasaH npouecc ncnofib3oBaHUA (*)yHKLI,VII/I BOCCTaHOBJ1EHUA Naponsa.

Switch{reset-config)f password-recovery

This command will guide vou te de the passwoerd recovery procedure.

De you want to update the user acceunt? {y/n) [na]y

FPlease input user account: userl

Flease input user password:

De you want to update the enable password for privilege lewvel 157 (yfn) [a]y

Flease input privilege level 15 enable password:

Do you want to disable AXAR functicn te let the system do the lecal authenticatien? (y/n) [n]
Switchi{reset-config)#

2-12 show environment

[laHHas komaHZa ncnonb3yeTcs Ans oTobpaxeHus nHpopMaumm 06 oxnaxaeHun, TemnepaType, NMMTaHum 1
COCTOSIHWM.

show environment [fan | power | temperature]

MapameTpbl

fan (OnumoHanbHo) OToOpaxeHue getanbHOM NMHPOPMAaLMK O COCTOSIHUN BEHTUNATOPOB.
power (OnumoHanbHo) OTobpaXkeHne aetanbHOW NHGPOPMAaLMK O NMUTAHUM,

temperature (OnumoHanbHo) OTobOpaxeHne geTanbHOW MHOpMaLmMKn o0 TemnepaType.

Mo ymonyaHuto

Het

Pexum BBOAA KOMaHAbl

User/Privileged EXEC Mode
JTrobon pexxum koHdurypaumm

ypOBEHI: KOMaHAbl N0 yMOn4aHUO

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI
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DGS-3130 Pykoeodcmeo nonib3ogamerns (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

Ecnu He ykasaH onpegeneHHbin Tun, otobpaxaTbca byayT Bce Tvnbl MHpopmauun.
Mpumep

B gaHHOM npumepe nokasaHo oTobpakeHne MHPOPMaLMM O COCTOSHUN BEHTUNATOPOB, TemMnepaType u
NnUTaHUM yCTPONCTBA.

Switch#show envirocnment

Detail Temperature Status:
Unit Temperature Descr/ID Current/Threshold Range

1 Central Temperature/1 24C/0~45C

Status code: * temperature is out of thresheld range

Detail Fan Status:

Unit 1:
FRight Fan 1 ({QK) FRight Fan 2 (QK)

Detail Fower Status:

Unit Fowar Module Fower Status
1 Fower 1 in-operaticn
1 Fower 2 empty
Switch#

OToGpaxxeHne napameTpoB

Power Module Power 1: nutaHue nepemeHHbIM TokoM (AC).
Power 2: nutaHue ot pesepBHoro ncrodHuka (RPS).

Power Status in-operation: NCTOYHUK NUTaHUA paboTaeT HOpManbHO.
empty: UICTOYHWK MUTaHNSA He NOAKMIOYEH.

2-13 show unit

[aHHas komaHga ucnonb3yeTcs Ans otobpakeHnsa nHopmMaLmm o cMcTeMHbix Moaynax (Units).
show unit [UNIT-ID]

MapameTpbl

UNIT-ID (OnuuoHanbHo) YkaxuTte UNIT-ID ona otobpaxeHus.

Mo ymonyaHuto
Het

Pexxum BBOOa KomaHAabl
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DGS-3130 Pykoseodcmeo nosib3osameris (CLI) Onst yripaensiemMo2o cmeKupyemMoeao KoMMymamopa 3 ypoeHs

User/Privileged EXEC Mode
JTrobown pexum koHpurypaumm

YpoBeHb kOMaHAbI MO YMON4YaHUIo
YposeHb 1
Mcnonb3oBaHue KOMaHAbI

[aHHas KomaHga ucnonb3yeTcsa Ans otobpaxeHns nHgopmaLmm o cucteMHbix mogynsax (Units). Ecnu
napameTp He ykasaH, oTobpaxartbcsa 6yaet nHdopmauna 060 scex Units.

Mpumep
B gaHHOM npumepe nokasaHo oTobpaxkeHne MHOPMaLMK O CUCTEMHBLIX Mogynsax (Units).

Switch#show unit

Unit Model Descr Model MHame

I 24P 10710071000 with 4P Combo 4B SEEE oes-3Lm0=agms
Unit Serial-Humber Status Up Time

1 oesswsoiozesn T ooroeamce

Unit Mamory Total Usead Frea

1 omm l04ssT6x 3TIAI K 671263 K

1 FLARSH 1039872 K 45812 K 994060 K

Switch#

2-14 show cpu utilization

[laHHasi KomaHga No3BonsAeT y3HaTbh MHpopmaumo 06 ncnonb3osanun CPU.
show cpu utilization

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexum BBOAa KOMaHAbI

User/Privileged EXEC Mode
Tro6own pexunm koHurypaumm

YDOBeHb KOMaHAbl MO YMOJTYaHUIO
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

YpoBeHb 1
Ucnonb3oBaHne KomaHAabI

[daHHas komaHaa ncnonb3yeTcs Ans otobpaxeHus nHgopmauumn o6 ncnons3osanmm CPU 3a nHtepsansl 5
cekyHa, 1 MUHYTY U 5 MUHYT.

Mpumep

B naHHOM npuMepe nokasaHo oTobpaxeHue Hdopmauum 06 nucrnonb3osaHum CPU.

Switch#show cpu utilization

CPU Utilizatien

Five seconds - 21 % One minute - 22 3§ Fiwve minutes - 22
Switch#

2-15 show version

JaHHas koMaHaa No3BonseT y3HaTb MHPOPMALMIO O KOMMYTaTOpE.
show version

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexvm BBOAa KOMaHAbI

User/Privileged EXEC Mode
TTrobon pexxum koHdurypaumm

YpoBeHb KOMaHAbI MO YMONM4YaHUo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAabI

[aHHas komaHOa no3BondeT y3HaTb UHPOPMaLIMIO O KOMMYyTaTopeE.
Mpumep

B naHHOM npuMepe nokasaHo oTobpakeHne MHdopmauum 0 KOMMyTaTope.
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DGS-3130 Pykosodcmeo nonb3oeamersi (CLI) Onsa yrnipasnsemozo cmekupyemo2o KoMMymamopa 3 ypoeHs

Switch#show wersion
System MAC Address: FO-T7D-68-36-30-00
Unit ID Module Hame Varsions
1 DES-3130-30TS H/W:Aal
Boot loader:1.00.001
Runtime:1.00.001
Switch#

2-16 snmp-server enable traps environment

[aHHas KomaHga No3BoNAeT Nosfy4vaTtb Tpanbl O COCTOAHUM NMUTaHWS, TeMnepaType N COCTOAHUMN
BEHTUNATOPOB. [1Nsi OTKMOYEHNS AaHHOW KOMaHAbl UCNonb3ynTe hopmMy no.

snmp-server enable traps environment [fan] [power] [ temperature]
no snmp-server enable traps environment [fan | power | temperature]

MapameTpbl

fan (OnuuoHanbHO) YKkaxunTe Ans UCnonb30BaHUS TpanoB O COCTOSAHWUN BEHTUMNSTOPOB,
4YTOBLI NONy4YaTh NPeaynpexaeHns 0 cobbITUAX (OCTaHOBKa BEHTUNATOPA UMK
BOCCTaHOBMNeHWe paboTbl BEHTUNSATOPA).

power (OnumoHarnbHO) YKaxuTe AN UCrnosnb3oBaHUS TParnoB O COCTOSIHUN MUTaHWs, YToObI
nonyyaTtb NpeaynpexaeHnsi o cobbITUAX (0TKa3 MMTaHUsA M BOCCTaHOBMNEHNE
nNUTaHus). OTK Tparbl MOXHO OTMNPaBMATb TOMNbLKO Yepes nopTbl 10G.

temperature (OnuuoHarnbHO) YKaxuTe Ans UCNonb30BaHUSA TpanoB O COCTOAHMU TeMnepaTypsl,

YTOObI nony4yartb npeagynpexaeHune o cobbITHAX (ﬂpeBbILIJeHI/Ie 00nyCTUMbIX
napameTpoB TeMnepaTtypbl UM BOCCTaHOBI1EHNE TeMﬂepaTypbl).

Mo ymonyaHuto

Mo ymon4yaHuio BCe Tparbl OTKIHOYEHbI

Pexxum BBoa kKomaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAabI

[JaHHasa komaHaa Nno3BonseT nonyyatb Tpanbl 0 COObITUAX COCTOSIHUA NMUTaHNUs, TemnepaTypbl 1
BEHTUNATOPOB. Ecnn He ykasaH kakon-To onpeaeneHHbI napameTp, BKITHOYEHbI UMW OTKITIOYEHbI OyayT Bce

Tpan.l.

Mpumep
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

B gaHHOM npmnmepe nokasaH npouecc BKIIOYEHNA Tpanos.

Switch# configure terminal
Switchi{config)# snmp-server enable traps environment
Switchi{config)#

2-17 environment temperature threshold

[aHHasa komaHaa No3BONSET HACTPOUTL NMOPOroBblE 3HAYEHUST AN TeMnepaTypbl ycTporcTtea. MNpu
NCMonb30BaHNM hopMbl NO KOMaHAa BEPHETCSI B HACTPOWKM MO YMOSYaHUIO.

environment temperature threshold unit UN/T-ID thermal THERMAL-ID [high VALUE] [low

VALUE]

no environment temperature threshold unit UNIT-ID thermal THERMAL-ID [high] [low]
MapameTpbl
unit UNIT-ID Ykaxute UNIT-ID.

thermal THERMAL-ID YxaxuTe ngeHtudpukaTop TepmMmoceHcopa.

high (OnumoHanbHO) YKkaxuTe BEPXHIO rpaHuly Temnepatypbl B rpagycax Lenbcus.
HoctyneHn grnanasoH ot -100 go 200.

low (OnumoHaneHo) YKaxnte HUXKHIOW rpaHuLy TeMmnepaTypbl B rpagycax Llenbcus.
HoctyneHn guana3soH ot -100 go 200. HmxHSa rpaHuua He MoXeT ObITb Bbille
BEPXHEN rpaHnLibl.

Mo ymonyaHuto

Mo ymonyaHmio HopMarnbHbIM SIBSIETCA TOT XXe AManas3oH, YTo ykasaH B paboyen Temneparype.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[daHHas komaHaa No3BoMnseT HACTPOUTL NMOPOroBblE 3HAYEHUS NS TeMnepaTypbl YCTPOUCTBA,
COOTBETCTBYIOLIME HOPMAnbHOMY Auana3oHy paboyer TemnepaTtypbl, onpegensaemMon ceHCcopoM. HmkHas
rpaHuua He MoXeT BbITb Bbllle BepXHen rpaHuubl. HacTpoeHHbIN Auana3oH AormkeH BbiTb B npegenax
MUHUMYMa U MaKCMMyMa paspeLLeHHbIX TeMnepaTtyp, onpeaensiembix ceHCopoM. Mpu npesbileHnn nopora
OyoeT oTnpaBneHo yBe4oOMIIEHUE.

Mpumep

B naHHOM npyvMepe nokasaH NpoLecc HacTPOMKM AvanasoHa TeMnepaTypbl ons TepmoceHcopa ID 1 ons
Unit 1.
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onist yripasrnsiemMoeo cmeKupyemMoao KoMMymamopa 3 ypoeHs

Switch# configure terminal
Switeh{cenfig)# eavirocnment temperature thresheld unit 1 thermal 1 high 100 lew 20
Switchi{config)#

2-18 show privilege

[JaHHas komaHgda ncnonb3yeTcs Ans 0ToOOpaXeHUs TEKYLLEro YPOBHS NPUBUIIETUN.
show privilege

MapameTpbl

HeTt

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTrobon pexum KoHdurypauum

YpoBeHb KOMaHAbI MO0 YMONYaHUo

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

[daHHas komaHada ucnomnb3yeTcd Anst 0TOOpakeHUs TEKYLLErO YPOBHS MPUBKIIETNN.
Mpumep

B paHHOM npumepe nokasaHa MHpopmMaLuus Ans 0TOOPaKeHUs TEKYLLErO YPOBHSI MPUBUIErUU.

Switchi#show privilege
Current privilege level is 15
Switch#

3. KomaHgbi 802.1X

3-1 clear dot1x counters

[aHHas komaHnga ucnonbsyetcs ansa obHyneHnst Bcex cyetymnkoB 802.1X (guarHoctuka, ctatucTvka u
cTaTUCTUKa ceccun).

clear dot1x counters {all | interface INTERFACE-ID [, | -1}
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onst ynpasnsiemMoeo cmekupyemMoao KoMMmymamopa 3 ypoeHs

MapameTpbl

all O6HyneHue cyetunkoB 802.1X (amnarHocTuka, CTaTUCTUKA U CTaTUCTUKA
ceccum) Ha Bcex HTepdencax.

interface INTERFACE-ID O6GHyneHune cyeTumnkoB 802.1X (gmMarHocTuka, CTaTUCTMKa U CTaTUCTMKa
ceccun) Ha onpegeneHHom nHTepdence. [JonycTuMbIMn MHTepdencamm
ABNATCA uanyeckne noptol (BkNtoyas tum, Unit ID n Homep nopra).

, (OnumoHankeHo) BeigeneHnune cepumn MHTEPMENCOB U pa3geneHne rpynnol
NMHTEpdEeNncoB oT npegpiayLlen. Npobenksl 4O 1 Nocne 3ansaTon
HeaonyCTUMBI.

- (OnumoHankeHo) Ykaxnte aManasoH nHTepdericos. Npobenbl 0o n nocne
Jedguca HegonycTUMBbI.

Mo ymonyaHuto

Het

Pexxum BBoga KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMONYaHUo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

HaHHas komaHga ucnonb3yeTca Anst 06HyneHms Bcex cyeTynkoB 802.1X (guarHocTuka, cTaTucTuka um
cTaTUCTUKa ceccun).

Mpumep

B gaHHOM npumepe nokasaH npouecc obHyneHus Bcex cyetynkoB 802.1X (guarHocTuka, ctaTucTuka u
cTtaTucTuka ceccum) Ha Ethernet 1/0/1.

Switchf# clear dotlx counters interface ethernet 1/0/1

Switch#f

3-2 dot1x control-direction

HaHHasa komaHga ncnonb3yeTcs AN HAaCTPOMKU HanpaBreHus Tpaduvka Ha NopTy Kak OAHOHaNpaBEHHOro
(in) unn geyHanpaeneHHoro (both). Micnone3oBaHne hopMbl NO NO3BOMNUT BEPHYTLCS K HACTPOMKam no
YMONYaHuto.

dot1x control-direction {both | in}
no dot1x control-direction

MapameTpbl
both BkntoueHve AByHanpaBneHHOro HanpaBneHusi NoToka Ans nopTa.
in BkntoueHve ogHoOHanNpaBneHHOro HanpaeneHusl NoToka Ans nopTa.

Mo ymonyaHuto
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DGS-3130 Pykosodcmeo ronb3ogamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMmymamopa 3 ypoeHsi

Mo ymonuyaHuio ncnonb3yeTcsa AByHaNpPaBieHHbIA PEXMM.

Pexnm BBoAa KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

[aHHas komaHOa MOXeT MCMNoMb30BaThCA TONBKO ANSA HAaCTPOMKM MHTepdenca usndeckoro nopta. Ecrm
ynpasrneHne noptom HacTpoeHo Ha force-authorized, nopT Henb3sa HacTpouTb Ha 0b6a HanpaeneHus. Ecnin
yrnpaBneHne NopToM HaCTpPOEHO Ha auto, Ansa AocTyna K ynpaBreHnto HanpaeneHmeM Heobxoaumo NponTn
ayTeHTudumkaumio. Ecnmn ynpaeneHne noptom HacTpoeHo Ha force-unauthorized, goctyn k ynpaeneHuto
HanpaBneHnem 3abrnokMpoBaH.

Mpeanonoxum, ynpaeneHve NopToM HacTpoeHo Ha auto. Ecnu HanpasneHue 3agaHo kak both, nopt moxeTt
npvHMMaTb 1 NepegaBaThb Tonbko nakeTsl EAPOL. Becb nonb3oBaTenbckuin Tpaduk 3abnoknpoBaH o
ayTeHTudmKauun. Ecnv HanpaBneHne 3agaHo Kak in, B JONONHEHME K NpueMy v nepegadve naketos EAPOL,
nopT MOXeET nepefaBaTh MOMb30BaTENLCKUA TpaduK, HO HE MOXET MonyyaTb ero o ayTeHTudukaumm.

Mpumep

B naHHOM npymepe nokasaH Npouecc HaCTPOMKKN HanpasneHust Tpaduka yepes untepdgenc Ethernet 1/0/1
KaK OgHOHanpaBJ1€HHOrO.

Switch# configure terminal

Switeh{config)# interface ethernet 1/0/1
Switch{config-if)# dotlx controel-directien in
Switch{config-1i£)§

3-3 dot1x default

HdaHHas komaHaa ucnonb3yeTcs Ans Bo3BpalleHusa napameTpos IEEE 802.1X onpegeneHHoro nopra K
HacTponKaM Nno yMomnyaHuio.

dot1x default
MapameTpbl
Het
Mo ymonyaHuto

AyteHTndukaumsa IEEE 802.1X oTknioveHa.
[ByHanpaBneHHbIN pexmMMm NnoToka.
YnpaBneHne nopToM aBToMaTUyeCKoe.
Forward PDU Ha nopTte OTKIo4eHo.
Makcumym 3anpocoB — 2 pasa.

Tanmep cepsepa — 30 cekyHA.

Tanmep 3anpoca — 30 cekyHf.

UHTepBan nepegayum — 30 cekyHa.
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

Pexxvum BBOAA KOMaHAbI

Interface Configuration Mode
YPOBeHbKOMaHAbInOyMOnHaHMw
YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

[aHHas komaHga ucnonb3yeTcsa Ans Bo3spaleHnsa napametpos IEEE 802.1X onpeaeneHHoro nopra K
HacTponkam no ymonyaHuio. KomaHga JocTynHa TonbKo Ans nHTepdencoB unsnyeckoro nopra.

Mpumep

B naHHOM npumepe nokasaHo kak copocuTtb napameTpbl IEEE 802.1X Ha nopty 1/0/1.

Switch# configure terminal
Switeh{config)# interface ethernet 1/0/1
Switchi{config-if)# dotlx default
Switch{config-if)#

3-4 dot1x port-control

[laHHas komMaHZa ncnonb3yeTcs A4S YNpaBneHnst COCTOsIHMEM aBTopu3aumm nopta. Mpu ncnonb3oBaHUM
dhopMbI NO AaHHAs KOMaHaa BEPHET BCe K 3HAYEHUAM MO YMOMYaHuIo.

dot1x port-control {auto | force-authorized | force-unauthorized}
no dot1x port-control

MapameTpbl
auto BkritoveHune ayteHtudmkaumm IEEE 802.1X gns nopra.
force-authorized MopT cuntaeTca NPUHYOUTENBHO aBTOPU3OBAHHBLIM.

force-unauthorized MopT cunTaeTcs NpMHyaNTENBHO HEABTOPU3OBAHHbLIM.

Mo ymonyaHuto

Mo ymonyaHuio AaHHas onumsa HacTpoeHa Kak auto.

Pexxum BBOAa KomaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUo

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

[aHHas komaHaa BCTynaeT B cuny Tornbko ecnu ayteHTudmkatop IEEE 802.1X PAE rnobansbHo BKIHOYEH

komaHgon dot1x system-auth-control 1 BkntoyeH ona onpegeneHHoro nopTa ¢ NOMOLLbIO
ayTteHTUnkatopa dot1x PAE.
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[aHHaa komaHga JoCTynHa TONBKO A8 KOHdUrypaumm nHtepdenca guamyeckoro nopTa.

Ecnu ynpaeneHne noptom HacTpoeHo kak force-authorized, nopT siBNsieTCA aBTOpM30BaHHbLIM B 060MX
HanpaBreHnsaXx.

Ecnu ynpaBneHne nopToM HaCTPOEHO Kak auto, MOPTOM MOXHO YNpaBnsiTb NOCNe ayTeHTUdMKaLmu.
Ecnu ynpaBneHue noptoMm HacTpoeHo kak force-unauthorized, ynpaBneHne noptom B ykazaHHOM
HanpasneHun 3abnoknpoBaHo.

Mpumep

B gaHHOM npumepe nokasaH npouecc 3anpeTa nwboro goctyna vepes Ethernet 1/0/1.

Switch# configure terminal
Switchi{config)# interface ethernet 1/0/1
Switch{config-if)# dotlx port-control force-unauthorized
Switch{config-1£f)#

3-5 dot1x forward-pdu

[aHHas komaHga ucnonb3yeTcs AN BKYEHUS BO3MOXHOCTM nponyckaTk dot1x PDU. Npu ncnons3osaHum
¢opMbl NO JaHHAsA KOMaHAa OTKMIYMT BO3MOXHOCTL nponyckaTb dot1x PDU.

dot1x forward-pdu
no dot1x forward-pdu

MapameTpsbl

Het

Mo ymonyaHuto

Mo ymonuyaHutio faHHast onNuus OTKIHOYEHa.

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Ucnonb3oBaHue koMaHAabI

[aHHas komaHga OoCTynHa TONbKO Ans KoHduUrypauumn nHrepdgenca duaundeckoro nopra. JaHHas komaHaa
paboTaeT, TonbKo ecnu ayTeHTUdmrkaums dot1x oTkntodyeHa Ha HacTpaneaemom nopTy. MpuHsaTele PDU
OyoyT nepeHanpasneHbl Mo ¢ TeroM, NMbo 6e3 Tera B 3aBUCUMOCTM OT HacTpoek VLAN.

Mpumep

B gaHHOM npumMepe nokasaH NpoLecc HaCTPOWKN BO3MOXHOCTM oTnpasnsaTb dot1x PDU.

Switch# configure terminal
Switch{config)# interface ethernet 1/0/1
Switchi{config-1£f)# dotlx forward-pdu
Switch{config-1£)#
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DGS-3130 Pykosodcmeo nonb3oeamernsi (CLI) Onsa yrnpaensemozo cmekupyemoao KoMMymamopa 3 ypoeHs

3-6 dot1x initialize

[aHHas komaHaa ucnonb3yeTcs ANs BKIYEHUS ayTeHTUuduKaTopa COCTOSHUA Ha onpeaeneHHoM nopTy uUnu
accounmnpoBaHHoOro ¢ onpegeneHHbiM MAC-agpecom.

dot1x initialize {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS}

MapameTpsbl

interface INTERFACE-ID MopT, Ha koTOpOM ByadeT MHMLMAanM3oBaHa ayTeHTUdMKaLmS.
JocTynHbIMU nHTEpdencamm SBNaTCA pusanyeckne NopTobl.

) (OnumnoHanbHO) BelgeneHne cepumn nHTepdencos nnu pasgeneHue
rpynnbel MHTepcencoB oT npeabiayLen. MNpobensl 4o 1 nocne 3anaTon
HeJonyCTUMBI.

- (OnumoHanbHO) YkaxuTe ananasoH nHtepdencos. Mpobenb! 4o 1
nocne gegwuca HegONyCTUMBI.

mac-address MAC-ADDRESS VYkasaHvne MAC-agpeca aons nHuumnanmnsaumm.

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

B pexxume multi-host ykaxute ID nHteppenca ana niuumanmsaumm onpeaeneHHoro nopa.
B pexxume multi-auth ykaxxute MAC-agpec aona nHuumanusauumn onpegeneHHoro MAC-agpeca.

Mpumep
B oaHHOM npuMepe nokasaH npouecc nHuunanusauum ayteHtudmkaTopa ansa Ethernet 1/0/1.

Switch# dotlx initialize interface ethernet 1/0/1

Switch#

3-7 dot1x max-req

[aHHas KkomaHga ucnonb3yeTcsa ANs HAaCTPOMKU MakCMMarbHOro KonmyecTBa nomnbITOK nepeaay 3anpoca
Extensive Authentication Protocol (EAP) Ha cepBep ayTeHTudUKaLun, Npexae Yem nepesanyctuTb NpoLece
ayTeHTudumkaummn. MNpn ncnonb3oBaHun popmMbl NO AaHHAA KOMaHAA BEPHET BCE 3HAYEHUSI MO YMOMYaHMIO.

dot1x max-req TIMES
no dot1x max-req

MapameTpbl
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DGS-3130 Pykosodcmeo nonb3oeamerisi (CLI) Ona yrnipasnsemozo crmekupyemoao KoMMymamopa 3 ypoeHs

TIMES KonuuecTBo 3anpocoB, B KOTOPbIX KOMMYTaTOp NOBTOPHO Nepefaet
kagp EAP, sanpalwuBatoLiemy yCTpoOMCTBY nepen nepesanyckom
npouecca ayteHTudukauun. AunanasoH ot 1 go 10.

Mo ymonyaHuto

Mo ymonuyaHuio ncnonb3syeTcs 3HadeHue 2.

Pexum BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

[aHHas komaHga OoCcTynHa TonbKo Ans KoHduUrypauumn nHrepdgenca gusmnyeckoro nopta. Ecnm Ha 3anpoc
ayTeHTUMKaLmMM HeT OTBETa B Te4eHUe nepuoaa oxuaaHua (ykasaHHoro komangon dot1x timeout tx-
period SECONDS), kommyTaTop 6yaeT NOBTOPHO nNepefaBaTth 3anpoc. [laHHasi KoMaHAa ucnonb3yeTcs Ans
yKa3aHus KONM4ecTBa NOBTOPHbIX NMOMbLITOK Nepeaayu.

Mpumep

B oaHHOM npuMepe nokasaH NpoLecc KoHUrypaumm MakcumanbHOro Ymicra nonbITok B konmdecTee 3 Ans
Ethernet 1/0/1.

Switch# configure terminal
Switch{config)# interface ethernet 1/0/1
Switch{config-if)# dotlx max-req 3
Switchi{config-1£)#

3-8 dot1x pae authenticator

HdaHHas komaHaa ncnonb3yeTcs Anst KOHUrypauum onpeaernieHHoro noprta B Ka4ecTse nopra
ayteHTudumkaumm IEEE 802.1X Access Entity (PAE). lNpu ucnonb3osaHmu popmbl no gaHHas KomaHaa
OTKNIOYMT ayTeHTUdUKauuio ¢ nomoLllbto nopta IEEE 802.1X.

dot1x pae authenticator
no dot1x pae authenticator

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonuyaHuto gaHHasi onumusa OTKIOYeHa.
Pexnm BBOAa KOMaHAbI

Interface Configuration Mode
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YpoBeHb kKOMaHAbI MO YMONM4YaHUIo
YposeHb 12
Ucnonb3oBaHne KomaHAbI

[daHHas komaHaa AOCTyNHa ToNbKO Ans KOHUrypauum nitepderica cunsmdeckoro nopta. Heobxognmo
rnobanbHO BKNIOUUTL ayTeHTudukaumto IEEE 802.1X Ha kommyTaTope ¢ nomousio komaHabl dot1x system-
auth-control. Ecnu ayteHtudukauma IEEE 802.1X BkntoyeHa, cuctema 6yaet ayteHTUmumpoBaTtb
nonb3oBaTens 802.1X Ha OCHOBe cnucka MeToAOoB, yKa3aHHbIX KoMaHaon aaa authentication dot1x
default.

Mpumep

B naHHOM npumepe nokasaH npouecc koHdurypaumm Ethernet 1/0/1 B kauecTBe ayTeHTudmkaTopa IEEE
802.1X PAE.

Switch# configure terminal
Switchi{config)# interface ethernet 1/0/1
Switch{config-1£f)# dotlx pae auvthenticator

Switchi{config-1£)#

B naHHOM nprvmMepe nokasaH npoLecc oTknioveHus ayteHtTucdukaumm IEEE 802.1X ana Ethernet 1/0/1.

Switch# configure terminal

Switchi{config)# interface ethernet 1/0/1
Switch{config-1if)# no dotlx pae authenticator
Switchi{config-1£)#

3-9 dot1x re-authenticate

[aHHas kKomaHga ucnonb3yeTcs A4S NOBTOPHOM ayTeHTUdMKaumm onpeaeneHHoro nopta unu MAC-agpeca.
dot1x re-authenticate {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS}

MapameTpbl

interface INTERFACE-ID YkasblBaeT nopT An5 NOBTOPHON ayTeHTUdUKaLmm. JoCTynHbIMK
MHTepdencamm aBnaTca Guandeckne nopTol.

, (OnumoHanbHO) BeigeneHne cepmm nHTepdencos nnm pasgeneHue
rpynnbl MHTepdencoB oT nNpeabiayLwen. MNMpobenbl 4o 1 Nocrne 3ansaTon
HeZonyCTUMBI.

- (OnumoHankeHo) Beigenenune gnanasoHa nHtepdencos. MNpobenbl 4o n
nocre geduca HegonyCcTUMbI.

mac-address MAC-ADDRESS YxasaHune MAC-agpeca ans noBTOPHOW ayTeHTUdUKaLNN.

Mo ymonyaHuto
HeTt
Pexxum BBOAa KomaHAbl

Privileged EXEC Mode
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DGS-3130 Pykoeodcmeo nonb3ogeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

[aHHas kKomaHga ucnonb3yeTcsa AN NOBTOPHOM ayTeHTudmrKaumm onpegeneHHoro nopta unu MAC-agpeca.
B pexxume multi-host ykaxute ID nHtepdenca ans noBTOpHON ayTeHTMdMKaLumn onpeaeneHHoro nopra.

B pexume multi-auth ykaxute MAC-agpec ang noBTopHon ayTeHTMdukaumm onpegenerHoro MAC-agpeca.
Mpumep

B oaHHOM NpuMepe nokasaH Npouecc BKIOYEHMS NOBTOPHOM ayTeHTudukaumm ana Ethernet 1/0/1.

Switch# detlx re-authenticate interface ethernet 1/0/1

Switch#

3-10 dot1x system-auth-control

[aHHas komaHnga ucnonb3yeTcs ans rnobanbHoro BkNoveHus ayteHtudmkaumm IEEE 802.1X Ha
kommyTaTope. [Npu ncnone3oBaHun opmbl NO AaHHas KOMaH4a OTKUUT ayTeHTudukaumo IEEE 802.1X.

dot1x system-auth-control
no dot1x system-auth-control

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonyaHuio gaHHas onums OTKIYeHa.

Pexxnm BBoga KOMaHAbl

Global Configuration Mode

YpoBeHb koMaHAbI MO YMOM4YaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

dyHkuma ayteHTMdukaumm IEEE 802.1X He no3BonseT HeaBTOPM30BaHHLIM y3rnam nosfy4vaTtb AOCTYN K CETU.
Wcnonb3ynte komaHay dot1x system-auth-control ansa rmo6ansHoro BkntoveHnsa ayteHtudmkaumm IEEE
802.1X. Ecnun ayteHTndmkaumsa IEEE 802.1X BkntoveHa, cuctema bygeT ayTeHTMdnumMpoBaTs Nonb3oBaTens
802.1X Ha ocHoBe cnuncka MeToAoB, Yka3aHHbIX kKoMaHdou aaa authentication dot1x default.

Mpumep

B oaHHOM npuMepe nokasaH Npouecc BKIOYeHUs rnobdansHon ayteHTugukaumm IEEE 802.1X.

Switch# configure terminal
Switch{config)# dotlx system-auth-control
Switchi{contig)#
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3-11 dot1x timeout

[aHHasa komaHaa ncnonb3yeTtcsa Ans HacTpomnku Tanvepos IEEE 802.1X. Mpu ncnonssosaHnn oopmbl no
AaHHasa KoMaH4a BEPHET BCe 3HAYEHMS MO YMOSYaHMIO.

dot1x timeout {server-timeout SECONDS | supp-timeout SECONDS | tx-period SECONDS}
no dot1x timeout {server-timeout | supp-timeout | tx-period}

MapameTpbl

server-timeout SECONDS Bpewmsi B cekyHAax, B Te4EHME KOTOPOro kommyTaTop byaeT xaatb
3anpoc ¢ cepeepa ayteHTudukaumn. No nctevyeHnn BpeMeHn oxXngaHus,
ayTeHTUumkaTop OTNpaBuT KNueHTy nakeT EAP-Request. [JoctyneH
AmanasoH 3Ha4veHun ot 1 oo 65535.

supp-timeout SECONDS Bpewmsi B cekyHOax, B Te4EHME KOTOPOro KoMMyTaTop OyaeT xaaTtb OoTBeT
OT 3anpalumBatoLLero ycTpoicTea. 1o ucteueHmmn BpeMeHn oXxmaaHmst Bce
coobLLEHNs OT 3anpalLMBalOLLErO YCTPOMCTBA, KPOME uaeHTUMKaTopa
3anpoca EAP request ID, 6ygoyT HegencTBuTenbHbIl. [JOCTyNeH ananas3oH
3Ha4yeHun ot 1 oo 65535.

tx-period SECONDS Bpemsi B cekyHOax, B Te4eHMe KOTOPOro kKomMmyTaTop byaeTt oxumaaTb
otBeT Ha EAP-Request/Identity oT 3anpalwumBatoLLero ycTponcTea nepeg
NOBTOPHOM OTNPaBKon 3anpoca. [JocTyneH gmManasoH 3HadeHnn ot 1 o
65535.

Mo ymonuyaHuio

3HaueHue server-timeout no ymonyanuio coctasnset 30 cekyHA.

3HaueHne supp-timeout no ymonyanmo coctaensieT 30 cekyHa.

3HaueHune tx-period no ymonuaHuto coctaensaet 30 cekyHa,.

Pexxum BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMOM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

[aHHaa komaHda QOCTyNHa TOMbKO A5 KoHdurypaumm nHtepdenca omsmyeckoro nopra.
Mpumep

B gaHHOM npuMepe nokasaH Npouecc KOHMUrypauum sHa4eH1s BpemMmeHu oxunaaHmsa ans cepseepa (15

cekyHf), 3anpalumsatoLlero ycrponctsa (15 cekyHa), a Takke Ans NnoBTOpHOW oTnpasku — Tx-period (10
cekyHn) ans Ethernet-nopta 1/0/1.
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Switch# configure terminal
Switchi{cenfig)# interface ethernet 1/0/1
Switchi{config-1f)# dotlx timecut server-timecut 15
Switch{config-if)# dotlx timeocut supp-timecut 15
Switch{config-if)# deotlx timecut tx-pericd 10
Switchi{config-1f)#

3-12 show dot1x

[aHHas komaHaa ncnonb3yeTcs anst otobpaxeHus rnobaneHow koHdurypaumm IEEE 802.1X vnu
KoHdUrypauumn nHtepdeinca.

show dot1x [interface INTERFACE-ID [, | -]]

MapameTpsbl

interface INTERFACE-ID (OnumoHaneHo) NHTepdenc nnu rpynna NHTepgencoBs, Ang KOTOpPbIX
Oynet oTobpaxatbest KoHdurypaums dot1x. Ecnm 3HaveHne He ykasaHo,
oTobpaxartbcs Oyaet rnobanbHas KoHurypauusi.

, (OnunoHankeHO) BelgeneHune cepun nHTEpgENcoB nnm pasgeneHme
rpynnbl MHTEpdENCOB OT NpeabiayLien. Mpobenbl 40 1 Nocne 3ansiTon
HeJoMnyCTUMBI.

- (OnumoHanbHO) BeigeneHne gnanasoHa nHtepdencos. Mpobenbt 4o 1
nocne gedwuca HegoNyCTUMBI.

Mo ymonyaHuto
Het
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTro6on pexxum koHdurypaumm

YPOBeHb KOMaHAbl N0 yMOn4aHuUro

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

[aHHas komaHaa ucnonb3yeTcs Ans 0TobpaxeHus rnobanbHoM KoHpUrypaumum unm KoHdurypauum
nHTepdeica. Ecnun BBegeHa komaHaa 6e3 napameTpoB, oTobpaxaTtscs 6yaeT rmobanbHas KoHurypauus. B
NMPOTMBHOM crly4ae oTobpaxaTtbecs byaeT KoHUrypaums onpeaeneHHoro nHTepdeinca.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKMYMTb 0TobpakeHne rnobansHon koHdurypaumm dot1X.
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Switch#show dotlx

802.1% : Enabled
Trap State : Enabled
Switch#

B oaHHOM npumepe nokasaHo, Kak BKM4YMTb 0ToOpaxeHue koHdurypaumm dot1X gns Ethernet 1/0/1.

Switch#show detlx interface ethernet 1/0/1
Interface : athl/0/1

FLE : Authenticator
Controel Directicn : Both

Fort Control : Auto

Tx Periocd : 30 sec
Supp Timeout : 30 sac
Server Timecut : 30 sec
Max-req : 2 times
Forward FDU : Enablea
Switch#

3-13 show dot1x diagnostics

HaHHas komaHaa ucnonb3yeTcs Anst otobpaxeHus napameTpoB auarHoctukn IEEE 802.1X.
show dot1x diagnostics [interface INTERFACE-ID [, | -1]

MapameTpbl

interface INTERFACE-ID (OnumoHaneHo) NHTepdenc nnu rpynna MHTepgencoB, Ang KOTOPbIX
OynyT oTobpaxaTbcs NapameTpbl AvarHocTukm dot1x. Ecnu 3HaveHne He
ykasaHo, oTobpaxaTbcs OyayT napameTpbl AUArHOCTUKM OIS BCEX
MHTEPdENCOB.

, (OnumoHankeHO) BelgeneHune cepun nHTEpPgENCcoB nnm pasgeneHme
rpynnbl MHTEpPdENCOB OT NpeabiayLien. Mpobenbl 40 1 Nocne 3ansiTon
HeJoMnyCTUMBI.

- (OnumoHanbHO) BeigeneHne gnanasoHa nHtepdencos. Mpobenb! 4o 1
nocne gedwuca HegoNyCTUMBI.

Mo ymonyaHuto
Het
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTrobon pexxum koHdurypaumm
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YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 1
Ucnonb3oBaHMe KOMaHAbI

HaHHas komaHaa ncnonb3yeTcs Anst otobpaxeHus napameTpos anarHoctukn IEEE 802.1X. Ecnv 3HadeHne
He yKa3aHo, oTobpaxaTbcs 6yayT napaMeTpbl ANarHOCTUKN AN BCEX MHTEPdENCOB.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKM4YMTb oTobpaxeHue napameTpoB gnarHoctukm dot1X ansa Ethernet-
nopta 1/0/1.

Switeh# show dotlx diagnostics interface ethernet 17071

ethl/0/1 detlx diagnostic informaticn are following:

EntersConnect ing : 20
EAF-LogoffsihileConnecting : 0
Entershuthenticating : 0
SuccessesWhilehuthenticating :
TimecutsWhileButhenticating : 0
FailsWhileluthenticating 0
ReauthsWhileluthenticating : 0
EAF-StartsWhilefuthenticating :
EaF-Logoffsihilehuthenticating : 0
ReauthsWhilefuthenticated : 0
ERFP-StartsWhileluthenticated : 0
EAP-LogoffsWhilehuthenticated : 0
BackendResponses : 0
BackendhccessChallenges : 0
BackendOtherRegquestsTeSupplicant 0
BackendNonNakResponsesFromSupplicant : 0
BackendhuthSuccesses : 0
BackendauthFails : 0

Switch#

3-14 show dot1x statistics

[aHHas kKomaHga ucnonb3yeTcs ans otobpaxxeHnsa aaHHbIX ctatuctukm IEEE 802.1X.
show dot1x statistics [interface INTERFACE-ID [, | -1

MapameTpbl

interface INTERFACE-ID (OnumoHanbHO) NHTepderic nnu rpynna nHTepdencos, 45s KOTOPbIX
OyneT oTobpaxaTtbesi ctatncTuka dot1x. Ecnm 3HayeHue He ykasaHo,
oTobpaxartbcsa byaeT nHdopmauusa ans BCex MHTepencoB.
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DGS-3130 Pykoeodcmeo nonib3ogamerisi (CLI) dnsi ynpaensemoao cmekupyemMoao KoMmymamopa 3 ypo8HsI

(OnumoHanbHo) BeigeneHnune cepumn MHTEPENCOB U pasgeneHme
rpynnbl MHTepdencoB oT npeabiayLen. MNMpobenbl 4o 1 nocne 3anaTon
HeLoMNyCTUMbI.

- (OnumoHanbHO) BeigeneHne gnanasoHa nHtepdencos. MNMpobenbt 4o 1
nocne aeduca HegonycTUMbI.

Mo ymonyaHuto
HeTt
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTiobon pexxum koHdurypaumm

YPOBeHbKOMaHAbInOyMOnHaHMw
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbl

HaHHas komaHaa ucnonb3yeTcs anst otobpaxeHus cratuctukn IEEE 802.1X. Ecnu 3HaveHne He ykasaHo,
oTobOpaxaTtbcs OygeT cTaTucTuKa Ansi BCex MHTepdencos.

Mpumep
B gaHHOM npumepe nokasaHo, Kak BKMYMTb oTobpaxeHue ctatuctukm dot1X gnsa Ethernet-nopta 1/0/1.

Switch# show dotlx statistics interface ethernet 1/0/1

ethl/0/1 dotlx statistics information:
EAFOL Framas BRX 1
EAFPOL Framas TX I
EAFOL-Start Frames RX : Q
EAPOL-Feg/ld Frames TX -
EAPOL-Logotf Frames BRX : 0
EAFDL-Feg Frames TX : 0
EAFDL-Resp/Id Frames RX : 0
EAFPOL-Eesp Frames RX : 0
Invalid EAPOL Frames RX : 0
EAF-ILength Error Frames RX I
Last EAFOL Frame Version :
Last EAFOL Frame Scurce : 00-10-28-00-13-78
Switch#

3-15 show dot1x session-statistics

[aHHas komaHga ucnonb3yeTcs Ansa oTobpaxeHnsa AaHHbIX cTaTUCTukm ceccum IEEE 802.1X.

show dot1x session-statistics [interface INTERFACE-ID [, | -1]
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DGS-3130 Pykoeodcmeo nonib3oeamerisi (CLI) dnsi ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHs

MapameTpbl

interface INTERFACE-ID (OnumnoHanbHO) NHTepderic nnu rpynna nHTepdencos, Ans KOTopbIX
OyneT oTobpaxkaTbCcsi cTaTUCTUKa ceccum dot1x. Ecnm 3HaveHue He
ykasaHo, oTobpaxaTbcsa byaeT nHhopmaumnsa ansg Bcex MHTepdencos.

, (OnumoHankeHo) BeigeneHnne cepumn MHTEpPENCOB UNn pasgeneHme
rpynnbl MHTepdericoB oT npeabiayLien. MNMpobenbl 40 1 Nocne 3ansToun
HeLoMyCTUMBI.

- (OnunoHankeHo) BeigeneHune ananasoHa nHtepdencos. Npobenbl 4o u
nocrie geduca HegonyCcTUMBI.

Mo ymonyaHuto
Het
Pexxum BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTioGon pexxum KoHdurypauum

YpoBeHb kKOMaHAbI MO YMONM4YaHUIo
YpoBeHb 1
Ucnonb3oBaHne KomaHAabI

[daHHas komaHaa ucnonb3yeTcs Ans otobpaxeHus cratnctukn ceccun IEEE 802.1X. Ecnu 3HaveHne He
yKkasaHo, otobpaxaTbcs byaeT nHdopmaLumsa ons Bcex UHTepdencos.

Mpumep

B naHHOM npumepe nokasaHo, Kak BKITHUMTb oTobpaxkeHne ctatuctukmn ceccum dot1X ans Ethernet-nopta
1/0/1.

Switch# show dotlx session-statistics interface ethernet 1/0/1

ethée/0/]1 sessien statistic counters are fellewing:
SessionDctetsRX : 0
SessionlctetsTH : 0
SessionFramesRX : 0
SessionFramesTX 0

Sessionld

SessicnAuthenticationMethod : Remote Authentication Serwver
SessionTime 0
SessionTerminateCause rSupplicant Logof £

SessionlserName :

Switch#

3-16 snmp-server enable traps dot1x
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DGS-3130 Pykoeodcmeo nonb3ogeamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

HaHHas komaHaa ncnonb3yeTcs Anst BKIYeHUs oTnpasku yBegomnenmn SNMP ansa ayTteHTudmkauum
802.1X. NMpu ucnonb3oBaHnn GopMbl NO JaHHAsA KOMaHAa OTKIIOYMT OoTrpaBky yBegomneHnin SNMP.

snmp-server enable traps dot1x
no snmp-server enable traps dot1x

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonuyaHuio gaHHasa pyHKUMSA OTKIHOYEHa.
Pexxvum BBOAA KOMaHAbI

Global Configuration Mode
YpoBeHb KOMaHAbI MO yMOM4YaHUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Het

Mpumep

B gaHHOM npuMepe nokasaH NpoLecc BKIOYEHWS OTNPaBKM TpanoB Ans ayteHTudukaumm 802.1X.

Switch# configure terminal
Switchiconfig)# snmp-server enable traps dotlx
Switchi{config)#

4. KomaHabl ACL (Cnncok ynpassieHUs1 4OCTYNoM)

4-1 access-list resequence

[aHHasa komaHaa ucnonb3yeTcs AN Toro, YTo6bl MOBTOPHO 3a4aTh HaYanbHbIA NOPSAKOBLIN HOMEpP U AN
yBENUYEHWs Yncna 3anncen B cnicke goctyna. Mpu ncnonb3oBaHum hopMbl NO KOMaHaa BepHeTCs K
3HAYEHUAM MO YMOMYaHMIO.

access-list resequence {NAME} STARTING-SEQUENCE-NUMBER INCREMENT
no access-list resequence

MapameTpbl

NAME Mmsa kKoHdurypupyemoro cnmcka goctyna. MoxeT cogepxaTb
Makcumym 32 cumBona.

STARTING-SEQUENCE-NUMBER  YkasblBaeT, 4YTO 3an1cu cnvucka goctyna OyayT neperpynnmpoBaHbl C
MCMONb30BaHNEM 3TOrO HA4YanbHOrO 3HaYeHUs. 3HavyeHme no
ymondanuto 10. JocTyneH AnanasoH 3HadeHun ot 1 go 65535.
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DGS-3130 Pykosodcmeo nornb3osameris (CLI) Onia yrnpasnssemo2o crmekupyemoeo KoMMymamopa 3 ypoeHs

INCREMENT 3apaeT war nopsaakoBbIX HOMepoB. 3HadyeHne no ymondaxuio 10.
Hanpumep, ecnu 3HaveHue wara 5, n HavanbHbI HoMep — 20,
nocrnegyowmmMmm yucnamm 6yayt 25, 30, 35, 40 u 1. o. JocTtyneH
AuanasoH 3Ha4yeHun oT 1 go 32.

Mo ymon4yaHuto

HavanbHbIv nopsaKoBbIn HOMep Mo ymonyaHuo — 10.
3HadeHwue wara no ymonyaxuio — 10.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMOM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas yHKUMA NO3BONSET NONb30BATENIO NOBTOPHO YNOPSA0YMTbL 3anncK YKasaHHOro crnmcka A4octyna ¢
HavanbHbIM NOPSAKOBLIM HOMEPOM 3anuncu, onpegensemsim napametTpom STARTING-SEQUENCE-
NUMBER, a 3Ha4veHuve Liara 3agaetcs ¢ nomoLlbto napametpa INCREMENT. Ecnu Hanbonbluee 3HavYeHne
NOpsiIKOBOro HoOMepa MpeBbILLIAeT MakCUManbHO BO3MOXHOE 3Ha4YeHue, TO CyLLEeCTBYIOLLME NOPSAKOBbIE
HOMepa He M3MEHSITCS.

Ecnu npaBuno cosgaHo 6e3 ykaszaHusi onpegeneHHoro nopsiakoBoro Homepa, oH byaeT npucBoeH
aBTomartumyecku. Ecnm ato nepsas 3anuck, To OyaeT NPUCBOEH HavasnbHbIA NOPAOKOBLIA HOMEP.
Mocneayrowmm 3anMcsam nNpaBuna HasHadaeTcs Homep, 6onbLIMA Ha 3HaYeHUe Lwara; a cambli 605bLLON
NnopsiaKOBbIN HOMEp B CMCKe AOCTyna ByaeT CTOATb B KOHLE.

[Mocne n3ameHeHns HavanbHOro NOPSIAKOBOrO HOMEepa UK 3HaYeHust Lwara, NopsiAKOBbIE HOMEpPa BCeX
npeabigyLmx npasun (BKoYas npasuna, HadHaveHHble nonb3oBaTtenem) OyayT N3MeHEHbI COrflacHO HOBbIM
HacTpomKam.

Mpumep

B naHHOM npumMepe nokasaH NpoLiecc N3MeHeHUsi MOPSAKOBOro Homepa cnucka goctyna IP-agpecos (IP
access-list) ¢ umeHem R&D.
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DGS-3130 Pykosodcmeo nonb3ogeamens (CLI) dns ynpaensemo2o cmeKkupyemMoao KoMmymamopa 3 ypoeHsi

Switch# configure terminal

Switch{config)# show access-list ip R&D

Extended IP access list R&eD(ID: 3552)
10 permit tep any 10.20.0.0 0.0,255, 255
20 permit tep any hest 10.100.1.2

30 permit icmp any any

Switch{config)#ip access-list extended RED
Switch{config-ip-ext-acl)# 5 permit tep any 10.30.0.0 0.0.255.255
Switch{config-ip-ext-acl)# exit

Switch{config)# show access-list ip R&D

Extended IF access list R&D({ID: 3552)
5 permit tcp any 10.30.0.0 0.0.255.255
10 permit tep any 10.20.0.0 0.0.255, 255
20 permit tep any hest 10.100.1.2

30 permit icmp any any

Switch{config)# access-list resequence RED 1 2

Switch{config)# show access-list ip R&D

Extended IF access list R&D{ID: 3552)
1 permit tep any 10.30.0.0 0.0.255.255
3 permit tep any 10.20.0.0 0.0.255.255
5 permit tep any hest 10.100.1.2

7 permit icmp any any

Switchi{config)#

4-2 action

[daHHas komaHaa ncnonb3yeTcs AN HaCTPOMKN AENCTBUM NPOABUXEHUS, OTOpackiBaHNS Unu
nepeagpecauuun ns sub-map B pexvme VLAN Access-map Sub-map Configuration Mode. NMpu
ncnonb3oBaHnM opMbl No JaHHAA KOMaH4a BEPHETCS K HACTpOrKam No YMOMYaHuIo.

action {forward | drop | redirect INTERFACE-ID}

no action
MapameTpbl
forward YkaxuTe Ana NnpoaBuxXeHNs naketa npy cCoBnageHuu.
drop YkaxuTte Ans otbpacbiBaHUs NakeTa Npu CoBNageHuu.
redirect INTERFACE-ID YkaxuTte ID nHtepcdenca ansa nepeHanpaBneHuns. YkasaTb MOXHO TOMNbKO

dusmyeckme nopThbl.
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DGS-3130 Pykoeodcmeo nonib3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMmymamopa 3 ypoeHsi

Mo ymonyaHuto

Mo ymonuaHuto nponssoautcs gerctene forward.

Pexxum BBOAia KOMaHAbI

VLAN Access-map Sub-map Configuration Mode

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbl

[ns ogHon sub-map gocTynHO ToONbKO OAHO AencTBue. [lencTeume, 3agaHHOe NO3Xe, 3aMEHUT NpeablayLlee.
VLAN access map MOXeT cogepkaTb HECKONbKO sub-map. NakeT, coBnagatowmmn ¢ sub-map (naker,
paspeLleHHbIN COOTBETCTBYIOLLMM CMIMCKOM JOCTyMa) NpMMET AeNCTBME, yKasaHHOe Ans sub-map.
HanbHelwas nposepka cnegyowmx sub-map npounssoanTbes He Byaet. Ecnu nakeT He coBnagaeT ¢
sub-map, npoBepsTbCA ByaeT cneaytouas sub-map.

Mpumep

B naHHOM npmumepe nokasaH npouecc KOH(bI/IpraLI,I/IM DEencTems Ha sub-map.

Switch# show vlan access-map

VLAN access-map vlian-map 20

match mac address: ext mac{ID: &854)
action: forward
Switch# configure terminal
Switch{config)# vlan access-map vlan-map 20
Switch {cenfig-access-map) # acticn redirect ethernet 17075
Switch{config-access-map) # end
Switch# show vlan access-map
VLAN access-map vlian-map 20
matech mac address: ext mac{ID: H854)
action: redirect ethl/0/5
Switch#

4-3 expert access-group

[aHHas kKomaHga ucnonb3yeTcs Ans NPMMEHEHUS yKa3aHHbIX CMMCKOB ynpaBneHus Joctynom expert (expert
ACL) k nHTepdericy. NMpn ncnonb3oBaHnmn opMbl NO KOMaHAA OTMEHUT NMPUMEHEHKE.

expert access-group {NAME | NUMBERY} [in | out]
no expert access-group [NAME | NUMBER] [in | out]

MapameTpbl

NAME Mmsa HacTpavBaeMoro cnucka ynpasneHna goctyrnom expert
(expert access-list). MakcumanbHoOe 4Mcno gonycTUMbIX
CUMBOJOB B UMEHU — 32.

NUMBER Homep HacTpamBaemoro cnvcka ynpasneHusi 4OCTynom expert

(expert access-list).
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in (OnumoHanbHO) ®MNbTpaumsa BXOAALLMX NAKETOB Ha HTEpdec.
Ecnu HanpaBneHne He ykasaHo, UCNONb3yeTcs 3HayeHue in.

out (OnumoHanbHO) dUNbTPaUUA NCXOOALLMX NaKeToB ANa nepeaayn
UHTepdency.

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb kOMaHAbl MO YMON4YaHUIo

YposeHb 12

Ucnonb3oBaHue KOMaHAbI

Ecnu rpynna goctyna expert (expert access group) y>ke HaCTpoeHa Ha uHTepgence, kKomaHaa,
npuMeHsieMas no3xe, nepesanuiieT npeablayLlne HacTporku. K kaxkgomy MHTepdency MOXHO NPUMEHUTL
TONBbKO OAUH CMMCOK AOCTYNa onpeaeneHHoro Tuna, Ho CNMCcKM JoCTyna pasfnnyHbiX TUMOB MOTyT ObITb
NMPUMEHEHbI K OOHOMY U TOMY >Xe UHTepPeENCy.

Mpumep

B naHHOM npumepe nokasaH npoLecc NpUMEHeHWs Cnncka ynpasneHns AoCTynom expert K uHTepdency.
MpumensieTca ACL exp_acl Ha nopTy 1/0/2 gns dounsTpauumn BXogsLwmnx NakeTos.

Switch# configure terminal
Switch{cenfig)# interface ethernet 17072
Switch {config-if)# expert access—-group exp acl in
Switchi{config-if)# end
Switch# show access-—-group interface ethernet 1/0/72
ethl/0/72:

Inbound expert access-list : exp acl{ID: 894949)

Switch#

4-4 expert access-list

[aHHas komaHga ucnonb3yeTcs Ansa co3ngaHnst UM M3MeHeHNsa paclUMPEHHOro Cnucka ynpasneHus
poctynom expert (extended expert ACL). icnonb3oBaHne faHHOW KOMaHAbl OCYLLECTBIISIET BXO, B PEXUM
Extended Expert Access-List Configuration Mode. Npu ucnonb3osaHumM opmMbl NO KOMaHAa yoanuT
paclIMpeHHbI cnncok goctyna Expert.

expert access-list extended NAME [NUMBER]
no expert access-list extended {NAME | NUMBER}

MapameTpbl

NAME Mg koHUryprpyemoro pacLumpeHHOro cnucka goctyna expert.
MakcnmansHoe Yncno A4onyCTUMbIX CUMBOSOB B UMEHN — 32.

NUMBER NoeHTndukaumonHbin Homep (ID number) akcnepTHoro cnucka

gocrtyna. Ons paclmnpeHHbIX CNUCKOB oCTyna expert aonyctmmo
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3Ha4yeHne ot 8000 oo 9999.

Mo ymonyaHuto

Het

Pexxum BBOAAa KOMaHAabI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

Wms kaxkgoro cnvcka JocTyna AOIMKHO ObiTh YHUKaNbHBIM. BCce cuMBOrbI, MCNOMb3yeMble B UMEHW,
YyBCTBUTENbHbI K pernctpy. Ecnn Homep cnvcka gocTtyna He ykasaH, aBToMaTnyecky BygeTt HasHayvyeH cambln
0OonbLLON HENCNONBb3YEMbIN HOMEP 13 Anana3oHa HOMEPOB Cnucka goctyna expert (expert access list
numbers).

Mpumep

B naHHOM npmumMmepe nokasaHo, Kak co3aaTtb paCLLII/IpeHHbIIZ CNnCOK ynpasrieHnA 4OCTYrnoM expert.

Switch#configure terminal
Switch{config) fexpert access-list extended exp acl
Switch{config-axp-nacl)#

4-5 ip access-group

HaHHasa komaHga ncnonb3yeTcs Ans ykasaHus cnvcka goctyna IP (IP access list), kotopbi 6yaet
NPUMEHSATLCS K MHTepdercy. Mpu ncnonb3oBaHMn OpMbl NO KOMaHAa yaanuT CAMCOK AOCTyna.

ip access-group {NAME} [in | out]
no ip access-group [NAME] [in | out]

MapameTpsbl

NAME Mmsa ncnonbsyemoro cnmcka goctyna IP. MakcumanbHoe Yvcno 4onycTumblx
CYMBOSOB B UMEHN — 32.

in (OnumoHanbHO) YkasbiBaeT, YTo cnucok goctyna IP Byaet npyumeHeH ans
MPOBEPKM NAaKeTOB BO BXOAsLLEM HanpasneHun. Ecnv HanpasneHve He yka3aHo,
mcnone3yeTcs in.

out (OnumoHanbHO) YkasbiBaeT, YTo cnucok goctyna IP Byaet npymeHeH ong

NPOBEPKM NaKeToB B NcxogdLem HanpaslieHun.

Mo ymonyaHuto
Het
Pexxum BBOoAa kKomaHAbl

Interface Configuration Mode
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YPOBeHb KOMaHAbl NO yMon4aHuro
YpoBeHb 12
Ucnonb3oBaHne KOMaHAbI

Ecnu rpynna goctyna IP (IP access group) ye HacTpoeHa Ha uHTepdeince, npuMeHeHHas nosgHee
KOMaH4a 3aMeHuUT npeablgyLime HacTporkn. K kaxaomy uHTepency MoxHO NPUMEHNTb TOMNbKO OauH
CNUCOK JOCTyna onpeaerneHHoro Tuna, Ho CrMCKU AOCTyNna pasnmyHbIX TUMOB MOTYT BbITb NPUMEHEHbI K
OfHOMY 1 TOMY Xe UHTepency.

MpuBs3ka rpynnbl gocTyna (access group) K MHTepdericy byaeT pacxogoBaTtb pecypchbl U3 3anncen
unbTpaumm kKommyTaTopa. Ecnm pecypcoB HegoCTaToOMHO AN akTMBauuyM KOMaHabl MOABUTCS COOBLLEeHMe
06 owmbke. Yncno noptos orpaHMyeHo. Ecnun npyMeHeHne KoMaHabl ncyepnaeT BbIbop AOCTYNHbLIX NOPTOB
nosiBUTCA coobLleHne o6 oLmnbke.

Mpumep

B gaHHOM npumepe nokasaH npouecc HacTpownku cnncka goctyna IP «Strict-Control» B kadecTBe rpynnbl
poctyna IP gnsa Ethernet 1/0/2.

Switch#configure terminal

Switch{cenfig)#interface ethernet 1/0/2

Switch{config-1if)#ip access-group Strict-Control

The remaining applicable IF related access entries are 1792, remaining range entries are 32,
Switch{config-1£)4

4-6 ip access-list

[daHHas komaHaa ucnonb3yeTca Ans cosfaHnsa unuv uameHeHns cnucka goctyna IP (IP access list). MNpu
Mcnonb3oBaHMM KoOMaHabl npousonaeT Bxof B pexum IP Access List Configuration Mode. MNpwu
MCronb30BaHNM hopmbl NO KOMaHAa yaanuT cnucok goctyna IP.

ip access-list [extended] NAME
no ip access-list [extended] {NAME}

MapameTpbl

extended (OnumoHanbHO) YKasblBaeT, 4To CnNUCoK Agoctyna IP aBnsetcsa pacluMpeHHbIM ClIMCKOM
poctyna IP (extended IP access list), 1 eCTb BO3MOXHOCTb MPUMEHUTL DonbLUe onuuii
dvnbTpaummn. Ecnu napameTp He ykasaH, Cnncok gocTtyna byaet cuntaTbes
CTaHOapTHbIM.

NAME HasHavaemoe nms cnucka goctyna IP. MakcnmansHoe 4ncno 4onycTMMbIX CUMBOSIOB B

MMeHn — 32.

Mo ymonyaHuto
Het
Pexum BBOAa KOMaHAbI

Global Configuration Mode
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DGS-3130 Pykosodcmeo nonb3oeamernsi (CLI) Onsa yrnpaensemozo cmekupyemoao KoMMymamopa 3 ypoeHs

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoOMaHAbI

YKkasaHHOe NMS JOIPKHO ObITb YHUKANbHLIM Cpean BCEX CMMCKOB AocTyna. Bce cumBonel, ucnonb3yemMblie B
WUMEHM, YyBCTBUTENbHbI K perncTpy. Ecrnim Homep cnucka goctyna He yka3aH, asTomatudeckun oyget
Ha3HayeH caMblii DOMbLLON HENCTNONb3YEMbIN HOMEP.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HAaCTPOMTb pacLUMPeEHHbIV cnncok goctyna IP ¢ umeHem «Strict-Control»
n cnucok goctyna IP ¢ umeHem «pim-srcfilter».

Switch# configure terminal

Switch{config)# 1p access-list extended Strict-Control
Switchi{config-ip-ext-acl)$# permit tep any 10.20.0.0 0.0.255.255
Switchi{config-ip-ext-acl)# exit

Switch{config)# 1p access-list pim-srctfilter
Switch{config-ip-acl)# permit heost 172.16.65.193 any
Switch{config-ip-acl) &

4-7 ipv6 access-group

[aHHas komaHnga ucnonb3yeTcs Ans npMMeHeHus cnmncka goctyna IPv6e (IPv6 access list) Ha nHtepdeiice.
Mpwn ncnonb3oBaHnM OpPMbI NO KOMaH4a yganuT cnucok goctyna IPve6.

ipv6 access-group {NAME} [in | out]
no ipv6 access-group [NAME] [in | out]

MapameTpbl

NAME YKaxuTe uMa Ncnonb3yemMoro cnmcka goctyna IPv6.

in (OnuuoHanbHO) YkasbiBaeT, 4To cnMcok goctyna IPv6 6yaeTt npumeHeH Ans npoBepku
nakeToB BO BXOASLLEM HanpasneHun. Ecnu HanpaeneHue He ykazaHo, UCMOSNb3YyeTCs
in.

out (OnumoHanbHO) YkasblBaeT, 4To CnNMCoK goctyna IPv6 OyaeT npMMmeHeH gnsi npoBEpKn

NnakeToB B ncxogsdallem HanpasieHun.

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI

Interface Configuration Mode
YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onst ynpasnsiemoeo cmekupyemMoao KoMMmymamopa 3 ypoeHs

K kaxxgomy MHTepdeicy MOXXHO NPUMEHUTb TONMbKO OAMH CMUCOK AOCTYMNa onpeaeneHHoro Tmna, Ho CrvcKu
[A0CTyna pasnuyHbIX TUMOB MOTYT BbiTb NPUMEHEHbI K ogHOMY UHTepdelicy. Mpuesska rpynnbl gocTyna
(access group) k UHTepdelicy byaeT pacxodoBaTb pecypchl U3 3anucen dunsTpauumn kommyTaTtopa. Ecnm
pecypcoB He4OCTaTOYHO AJ1S1 aKTMBaLMKN KOMaHbl NoSBUTCS coobLueHne o6 owmnbke.

Yucno nopToB orpaHnyeHo. Ecnv npumeHeHne koMaHabl McyepnaeT BbIGop AOCTYMNHbLIX NOPTOB NOSIBUTCS
cooOLeHne 06 owmnbke.

Mpumep

B AaHHOM npumepe nokasaHo, Kak NPUMeHUTbL cnncok goctyna IPv6 «ip6-control» B kayecTBe rpynnbl
poctyna IP ansa Ethernet 1/0/3.

Switch#configure terminal

Switch {config)#interface ethernet 1/0/3

Switch{coenfig-i1f)#1pvh access—-group 1pb-control in

The remaining applicable IFve related access entries are 448, remaining range entries are 32,
Switeh {config-1£)#

4-8 ipv6 access-list

[daHHas komaHaa ncnonb3yeTcs Ans co3gaHus nunvm nameHeHus cnucka goctyna IPv6 (IPv6 access list) Mpu
NCMNonb30BaHUM KoMaHAdbl Npon3onaeT Bxog B pexuMm IPv6 Access List Configuration Mode. MNpwu
ncnonb3oBaHUM opMbl o KOMaHAa yaanuT cnncok goctyna IPv6.

ipv6 access-list [extended] NAME
no ipv6 access-list [extended] {NAME}

MapameTpbl

extended (OnuuoHanbHO) YkasbiBaeT, 4To Cnucok goctyna IPv6 asnaeTcs paclumMpeHHbIM
cnuckom goctyna IPv6, n ecTb BO3MOXHOCTb NMPUMEHNTL 60rbLue onuuin unstpauumn.
Ecnu napameTp He ykasaH, cnucok goctyna IPv6 6ygeT cumtatbecsa cTaHO4apTHbLIM.

NAME HasHavyaeMoe nms cnucka goctyna IPv6. MakcumansHoe 4ncno gonycTuMblxX

CVMBOJIOB B UMEeHU — 32.

Mo ymonyaHuto

Het

Pexxum BBoa kKomaHAbl

Global Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHuIo
YposeHb 12

Ucnonb3oBaHue KoMaHAbI

YkazaHHOe MMS OIMKHO BbITh YHMKaNbHbLIM Cpean BCEX CNMCKOB AocTyna. Bce cuMBonbl, UCNOnb3yeMble B
MMEHW, YyBCTBUTENbHBI K perncTpy. Ecnv Homep cnucka goctyna He ykasaH, aBTomatuyecku byaoer
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

Ha3Ha4eH camblii DOMbLLION HEUCMNONb3YEMbIN HOMEP U3 Anana3oHa HOMEPOB CNUCKOB AocTyna IPv6.
Mpumep

B AaHHOM npumepe nokasaHo, Kak HAaCTPOMTb pacluMpeHHbIn cnncok goctyna IPv6e (IPv6 extended access
list), ¢ nmeHem «ip6-control».

Switch# configure terminal

Switch{config)# ipvé access-list extended ipé-control
Switch{config-ipvé-ext-acl)# permit tcp any 2002:£03::1/16
Switch{config-ipvé-ext-acl)#

B naHHOM npumepe nokasaHo, Kak HaCTpOUTb CTaHAAPTHbIM cnncok goctyna IPv6e (IPv6 standard access list)
C MeHeM «ip6-std-control».

Switch# configure terminal
Switchi{config)# ipvé access-list ipé-std-control
Switch{config-ipvé-acl)# permit any fe80::101:1 /54

Switeh{config-ipvé-acl)#

4-9 mac access-group

[daHHas komaHaa ucnonb3yeTca Ans npuMmeHeHus cnuckos ynpaeneHuns goctynom MAC (MAC access list) k
nHTepdgemncy. Npun ncnonesosaHUM GopMbl NO KOMaHAa yaanuT rpynny 4oCTyna ¢ uHTepgenca.

mac access-group {NAME} [in | out]
no mac access-group [NAME] [in | out]

MapameTpsbl

NAME YKaxuTe uMsi ucnonb3yemoro cnucka goctyna MAC.

in (OnumoHankbHo) YkasbiBaeT, 4To cnuncok goctyna MAC 6yget
npuMeHeH AnA NpoBEepKM NakeToB BO BXoALLEM HanpaBlieHUn.
Ecnun napameTp He ykasaH, UCNOnb3yeTcsi 3Ha4YeHue in.

out (OnumoHanbHo) YkasbiBaeT, 4To cnuncok goctyna MAC byget

NnpuMeHeH AnA NpoBepKn NakeToB B UCXogdAllemM HanpasieHnn.

Mo ymonyaHuto

Het

Pexxum BBoAa KOMaHAbI

Interface Configuration Mode
YpoBeHb KOMaHAbI MO yMOMN4YaHUIo
YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

Ecnu rpynna goctyna MAC (MAC access group) yXe HacTpoeHa Ha UHTepdelice, criegyolas komaHaa
nepesanuwieT npeabiaywme Hactponku. pynnbl goctyna MAC He npoBepsitoT |IP-nakeTol.
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DGS-3130 Pykosodcmeo nonb3oeamernsi (CLI) Onda yrnipasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

K kaxxgomy nHTepdecy MOXHO NPUMEHUTb TOSNbKO OAMH CUCOK JOCTYNa OnpeaeneHHoro Tuna, Ho Crmncku
[OCTyNa pasnnyHbIX TUNOB MOryT ObITb MPUMEHEHbBI K OQHOMY UHTEPENCY.

MpuBaA3ska rpynnbl 4ocTyna (access group) kK nHTepdency dyaeT pacxogoBaTb pecypchbl U3 3anuncemn
dunbTpaumm KommyTaTopa. Ecrnv pecypcoB He4OCTaTOUHO AN akTUBaLMWM KOMaHAbl NOSIBUTCS COOOLLeHMe
00 oLmnbKe.

Mpumep

B naHHOM npumepe nokasaHo, Kak npuMeHuTb cnncok goctyna MAC daily-profile k Ethernet 1/0/4.

Switchfconfigure terminal

Switch{config)#interface ethernet 1/0/4

Switch{config-if)#mac access-group daily-profile in

The remaining applicable MAC access entries are 896, remaining range entries are 32,
Switch{config-1£)#

4-10 mac access-list

[aHHas komaHga ucnonb3yeTcsa AN co3gaHust UM n3aMeHeHnsa cnuckoB ynpaeneHusa goctynom MAC (MAC
access list). KomaHga nossonsiet Bontu B pexxkum MAC Access List Configuration Mode. MNpn ncnons3osaHum
dopMbl no koMaHAa yaanuT cnucok goctyna MAC.

mac access-list extended NAME
no mac access-list extended {NAME}

MapameTpbl

NAME YkaxuTe nmsa cnucka ynpasneHus goctynom MAC (MAC access list). MakcumansHo
gonyctumas anvHa — 32 cumsorna.

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

Ucnonb3ynte gaHHyto komaHgy, 4Tobbl Bontu B pexum MAC Access-List Configuration Mode, 1 Beegute
kKomaHgy permit nnu deny, 4tobbl ykasaTb 3anncu. YkaszaHHOE UMS JOIDKHO ObITh YHMKAINbHBIM Cpean BCeX
cnuckoB gocTyna. Mimsa 4yBCTBUTENBHO K perncTpy. Ecnu HoMep cnvcka gocTtyna He ykasaH, aBToMaTuyecku

OyoeT HaszHa4yeH caMbli 6OMbLUOV HENCNONb3yEMbIN HOMEP 13 AMana3oHa HoMepoB cnvckoB goctyna MAC.

Mpumep
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DGS-3130 Pykoeodcmeo nosnib3o8amerisi (CLI) Onist yripaernsiemMoeo cmeKupyemMoeao KoMMymamopa 3 ypoeHs

B naHHOM npumepe nokasaHo, kak BonTu B pexxum MAC Access List Configuration Mode ans cnucka
poctyna MAC c umeHem «daily-profile».

Switch# configure terminal
Switch{config)# mac access-list extended daily-profile
Switchi{config-mac-ext-acl) #

4-11 match ip address

[aHHas komaHga ucnone3yeTcsa ANa conocTabneHus cnuncka goctyna IP ¢ HacTpanBaemon sub-map. MNMpu
NCMonb30BaHNM PopMbl NO KOMaHAa yaanuT coBnaaatoLLyto 3anmch.

match ip address {ACL-NAME}
no match ip address

MapameTpbl

ACL-NAME Ykaxute umsi cnmcka ynpaenenust goctynom (ACL access list). MakcumanbsHO
aonyctumas gnvHa — 32 cumeona.

Mo ymonyaHuto

Het

Pexxvum BBOAA KOMaHAbI

VLAN Access-map Sub-map Configuration Mode

YpoBeHb kOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Vcnonb3ynTe AaHHy0 KOMaHAy, YTobbl CONOCTaBUTbL CNMCOK AocTyna IP ¢ HacTpoeHHon sub-map. C ogHon
sub-map mMoxeT ObITb CONOCTaBMNEH TONbLKO o0aMH cnucok goctyna (IP access list, IPv6 access list unu MAC
access list). IP Sub-map npoeepseT Tonbko IP-nakeTol. [pn BBOAE HOBOWM KOMaHAbl Oonee ctapble
HacTpoWkK ByayT nepesanncaHsbl.

Mpumep

B naHHOM nprvmMmepe nokasaHo, Kak HaCTPOUTb CONOCTaBMNEHME COAEPXMMOro ¢ sub-map.
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DGS-3130 Pykoeodcmeo nonib3ogamerisi (CLI) dnsi ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypo8Hs

Switch# configure terminal
Switeh{cenfig)# vlan access-map vlan-map 20
Switchi{config-access-map)# match ip address spl

Switch{config-access-map)# end

Switch# show wlan access-map

VLAN access-map vlian-map 20
match ip access list: spl{ID: 1933)
action: forward

Switch#

4-12 match ipv6 address

[aHHasa komaHga ncnonb3yeTca Onsd conocrtaBiieHnA CNUCKOB O0CTyna IPv6 ¢ HacTpanBaemMbiMU sub-maps.
npl/l ncnonb3oBaHUn (bOprI Nno KOMaHA4a yaannT COOTBETCTBYHOLLYIO 3anuChb.

match ipv6 address {ACL-NAME}
no match ipv6 address

MapameTpbl

ACL-NAME YKaxuTe uMsa cnmcka ynpasrnenus goctynom IPv6 (IPve ACL). MakcumansHo
gonyctumas anuHa — 32 cumeona.

Mo ymonyaHuto

Het

Pexum BBOAA KOMaHAbI

VLAN Access-map Sub-map Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

Vcnonb3ynTe faHHyto komaHay, YToObl coONocTaBuTb CNMCOK Aoctyna IPv6 ¢ HacTpoeHHon sub-map. C
ofjHOM sub-map MoXeT ObITb COnocTaBneH ToNbKO oAuH cnucok goctyna (IP access list, IPv6 access list nnu
MAC access list). IPv6 sub-map npoBepsieT Tonbko IPv6-nakeTsl. Mpu BBOAE HOBOWM kOMaHAbl Gonee
cTapble HacTporku byayT nepesanncaHbi.

Mpumep

B naHHOM npyMepe nokasaHo, Kak HAacTPOWUTL CONOCTaBMEHNE COAEPXKMMOro ¢ sub-map.
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DGS-3130 Pykoeodcmeo nosnib3ogamernisi (CLI) dnsi ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHs

Switch# configure terminal
Switch{config)# vlan access—-map wvlan-map 20
Switch{config-access-map)# match ipvé address spl

Switch{config-access-map)# end

Switch# show wvlan access-map

VLAN access-map vlan-map 20
match ipwvé access list: =spl{ID: 1249399)
action: forward

Switch#

4-13 match mac address

[aHHas komaHga ucnonesyetca ansa conoctasneHus cnunckoB goctyna MAC (MAC access lists) ¢
HacTpauBaeMbliMK sub-maps. Mpu ncnonb3oBaHMn HOPMbI NO KOMaHAAa yaAanuT COOTBETCTBYIOLLYIO 3aMUCh.

match mac address {ACL-NAME}
no match mac address

MapameTpbl

ACL-NAME YkaxuTe nma cnmncka ynpasnenusa goctynom MAC (ACL MAC). MakcumaneHo
gonyctumas anuHa — 32 cumeona.

Mo ymonyaHuto

Het

Pexxum BBoAa KOMaHAbl

VLAN Access-map Sub-map Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Vcnonb3ynTe faHHyto komaHgy, 4Tobbl conoctaBuTb cnmcok goctyna MAC (MAC access list) ¢
HacTpanBaemown sub-map. C ogHol sub-map MoxeT ObITb CONOCTaBMEH TOMBKO 0AMH cnuncok goctyna (IP
access list, IPv6 access list unn MAC access list). MAC Sub-map He npoepsieT IP-nakeTsl. [pn BBOAE
HOBOW kOomaHabl 6onee cTapble HacTpoviku ByayT nepe3anucaHbi.

Mpumep

B naHHOM npuMepe nokasaHo, Kak HacTPOWUTL CONOCTaBMEHNE COAEPXXMMOro ¢ sub-map.
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DGS-3130 Pykosodcmeo nonb3oeamernsi (CLI) Onsa yrnipasnsemozo cmekupyemo2o KoMMymamopa 3 ypoeHs

Switch# configure terminal
Switchi{config)# wvlan access-map vlan-map 30
Switch{config-access-map)# match mac address ext mac
Switchi{config-access-map)# end
Switch# show wlan access-map
VLAN access-map vlan-map 20
match ip access list: spl{ID: 394949)
action: forward
VLAN access-map vlan-map 30
match mac access list: ext mac(ID: 794949)
action: forward
Switch#

4-14 permit | deny (expert access-list)

JaHHas komaHga ucnonbayeTes Ans obasneHns 3anucy paspellenust (permit) unu 3anpeta (deny). Mpu
1Crnonb3oBaHUK hopMbl NO KOMaHAa YAanuT 3anuchb.

PacwmpeHHbIM cnucok ynpaBneHus goctynom Expert (Extended Expert ACL):

[SEQUENCE-NUMBER] {permit | deny} PROTOCOL {SRC-IP-ADDR SRC-IP-WILDCARD | host
SRC-IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-IP-
ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host
DST-MAC-ADDR | any} [cos OUTER-COS [inner INNER-COS]] [{vlan OUTER-VLAN } [inner INNER-
VLAN]] [fragments] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-
NAME]

[SEQUENCE-NUMBER] {permit | deny} tcp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-
ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | It | gt | neq}
PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any}
{DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [{eq | It | gt | neq} PORT | range
MIN-PORT MAX-PORT] [TCP-FLAG] [cos OUTER-COS [inner INNER-COS]] [{vlan OUTER-VLAN} [inner
INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-
ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | It | gt | neq}
PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any}
{DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [{eq | It | gt | neq} PORT | range
MIN-PORT MAX-PORT] [cos OUTER-COS [inner INNER-COS]] [{vlan OUTER-VLAN} [inner INNER-
VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} icmp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-
ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-IP-ADDR
DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-
MAC-ADDR | any} [ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [cos OUTER-COS [inner INNER-
COS]] [{vlan OUTER-VLAN} [inner INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp
DSCP] [time-range PROFILE-NAME]

no SEQUENCE-NUMBER

MapameTpbl
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DGS-3130 Pykoseodcmeo nosnib3oeamernsi (CLI) Onsa ynpaensiemo2o cmekupyemo20 KoMMmymamopa 3 ypogHsi

M ONLINE STORE

SEQUENCE-NUMBER YkaxuTte nopsagkosbin Homep. [JocTyneH guanasoH oT 1 oo 65535. Hem
MeHbLLE HOMEp, TEM BbILLE NPUOpUTET Npasuna permit/deny.
PROTOCOL (OnuuoHanbHo) YkaxuTe ID IP-npoTokona unm ogHo u3 cnegyowmx

uMeH npoTtokona. [locTynHbl crnegyowme nmeHa: eigrp, esp, gre, igmp,
ospf, pim, vrrp, pcp v ipinip. Ecnu ID npotokona ykasaH, napameTp
MASK (0x0-0xff) sBnsieTca onuuoHansHbIM (HeobsidatenbHbIM). buT,
COOTBETCTBYIOLLUIA 3HaYeHuto 6uta 0, He ByaeT yunTtbiBaThCs. buT,
COOTBETCTBYIOLLUIA 3HaYeHuo buta 1, ByaeT NpoBepATLCS.

cos OUTER-COS

(OnuuoHanbHO) YkaxuTe 3HaveHue outer priority. locTyneH guanasoH
3HaveHun ot 0 oo 7.

inner INNER-COS

(OnuuoHanbHO) YkaxuTe 3HayeHue BHYTPeHHero npuoputeTa (inner
priority). [loctyneH agnanasoH 3HaveHui ot 0 o 7.

vlan OUTER-VLAN

(OnuuoHanbHo) YkaxuTe outer VLAN ID.

inner INNER-VLAN

(OnuuoHanbHo) Ykaxute inner VLAN ID.

any

YkaxuTte ansa ucnonb3osaHuna nioboro MAC-agpeca nctovHmka, nioboro
MAC-agpeca Ha3HadeHus1, ntoboro IP-agpeca nctodHmka unu nroodoro IP-
agpeca HasHa4eHus.

host SRC-MAC-ADDR

YkaxuTe onpeaeneHHoln MAC-agpec yana UCTOYHMKA.

SRC-MAC-ADDR SRC-MAC-
WILDCARD

Ykaxute rpynny MAC-agpecoB MCTOYHMKA, UCMOMb3yS 3HaYeHne
wildcard. BuT, cooTBeTCTBYIOLMI 3Ha4YeHUo buTa 1, He ByaeT
yuuTbiBaThCs. buT, cooTBETCTBYIOLWNIA 3HaYeHuo buTa 0, Oyget
npoBepsATbLCS.

host DST-MAC-ADDR Ykaxute onpeaeneHHbin MAC-agpec yana HazHayeHus!.
DST-MAC-ADDR DST-MAC- YkaxuTe rpynny MAC-agpecoB Ha3Ha4YeHUs, MICNOMb3ys 3Ha4YeHne
WILDCARD wildcard. BuT, cooTBeTCTBYIOLWMIA 3HAYeHU0 BuTa 1, He ByaeT

yyYnUTbIBaTLCS. BUT, COOTBETCTBYIOLLMIA 3HAYeHUIo BuTa 0, ByaeT
MPOBEPSTLCS.

host SRC-IP-ADDR

Ykaxute onpegeneHHbln IP-agpec y3na ncTouHuka.

SRC-IP-ADDR SRC-IP-

Ykaxute rpynny IP-agpecoB UCTOYHMKA, MCNONb3yHa 3Ha4veHue wildcard.

WILDCARD BuT, cooTBETCTBYHOLLNI 3HaYeHMIO OuTa 1, He ByaeT yuntbiBaTbes. bur,
COOTBETCTBYOLNI 3Ha4YeHuto 6uTa 0, 6yaeT npoBepATbCS.

host DST-IP-ADDR Ykaxute onpefeneHHbln IP-agpec y3na HasHavyeHus.

DST-IP-ADDR DST-IP- Ykaxute rpynny IP-agpecoB HasHayeHus, ncnonbaysi 3HadeHne wildcard.

WILDCARD BuT, cooTBETCTBYHOLLNIA 3HaYeHMIO OuTa 1, He ByaeT yuntbiBaTbCs. bur,

COOTBETCTBYIOLLNI 3Ha4YeHuto 6uTa 0, ByaeT npoBepATbCS.

precedence PRECEDENCE

(OnuuoHarnbHO) YKaxuTe, 4ToObl MakeTbl MO UNBTPOBATLCS MO
YPOBHI0 nNpuoputeTa (precedence). [locTynHbl 3HayeHus oT 0 go 7.

tos TOS

(OnuuoHanbHOo) YkaxuTe, 4TOObl MakeTbl MO UNLTPOBATLCS MO
ypoBHIo type of service. [locTynHbl 3Ha4eHus ot 0 go 15.

dscp DSCP

(OnumoHanbHo) Ykaxunte DSCP-kog ans coBnageHui ¢ 3aronoskom IP.
HoctyneHn gmuanasoH ot 0 go 63, unu BbiGop 13 cneagyowmx nmeH DSCP:
af11- 001010, af12 -001100, af13 -001110, af21 - 010010, af22 - 010100,
af23 - 010110, af31 - 011010, af32 - 011100, af33 - 011110, af41 -
100010, af42 - 100100, af43 - 100110, cs1 - 001000, cs2 - 010000, cs3 -
011000, cs4 - 100000, cs5 - 101000, cs6 — 110000, cs7 - 111000, default
(no ymonyanutio) - 000000, ef — 101110.

It PORT

(OnumoHanbHO) YKaxuTte Ansi CONocTaBneHus, ecny sHavyeHme
yKa3aHHOro noprta MeHbLUe.

gt PORT

(OnumoHanbHO) YKaxuTte Ansi CONOCTaBnNeHnsi, ecrny 3HavyeHne
ykasaHHOro nopta 6ornbLue.

https://tm.by
NHTepHeT-marasuH



DGS-3130 Pykoeodcmeo nosnib3oeamensi (CLI) 0nsa ynpaensemo2o cmekupyemo20 KoMMmymamopa 3 ypogHsi

M ONLINE STORE

eq PORT (OnumoHanbHO) YKaxunTte 4nsi CONOCTaBMNEHWs, eCrnn 3Ha4YeHne
yKa3aHHOro nopra pasHo.

neq PORT (OnumoHanbHO) YKaxuTte Ansi CONoCTaBMNeHWs], eCrnn 3Ha4YeHne
yKa3aHHOro nopra He paBHO.

range MIN-PORT MAX-PORT  (OnumoHanbHO) YKaxuTte AN ConocTasneHus, eCnu 3HavyeHre nonagaet
B YKa3aHHbI uanasoH NopTo..

TCP-FLAG (OnumoHanbHo) Ykaxute nonst TCP flag n ykaszaHHble 6UThI 3aronoBka
TCP c umeHem ack (acknowledge), fin (finish), psh (push), rst (reset),
syn (synchronize) nnm urg (urgent).

fragments (OnumoHanbHo) YkaxuTte ana ounstpaumm dparMeHToB nakeTa.

time-range PROFILE-NAME

(OnuuoHanbHO) YkaxuTe nms npoduns nepmoga BpeMeHu, CBA3aHHOMO
CO CNUCKOM A0CTYMa, onpeaensowmm nepmos ero akTmsauum.

ICMP-TYPE (OnuuoHanbHo) YkaxuTe Tun coobweHnsa ICMP. JocTynHbl 3HaveHus
TUna coobLueHnii ot 0 go 255.

ICMP-CODE (OnuuoHanbHo) YkaxuTe kog coobweHnsa ICMP. JocTynHbl 3HaveHus
koga coobueHunn ot 0 go 255.

ICMP-MESSAGE (OnumoHanbHo) YkaxuTe coobueHne ICMP. [Ina Bbibopa A4OCTYMHbI

cnepyolme npeaycraHoBNeHHbIe NapaMeTpbl: beyond-scope,
destination-unreachable, echo-reply, echo-request, header, hop-limit,
mld-query, mld-reduction, mld-report, nd-na, nd-ns, next-header, no-
admin, no-route, packet-too-big, parameter-option, parameter-problem,
port-unreachable, reassembly-timeout, redirect, renum-command, renum-
result, renum-seqg-number, router-advertisement, router-renumbering,
router-solicitation, time-exceeded, unreachable.

Mo ymonuyaHuio
Het

Pexum BBOoAa KoMaHAbI

Extended Expert Access-list Configuration Mode

ypOBeHb KOMaHAbl N0 YMOJTYaHUIO

YpoBeHb 12

Acnonb3oBaHne KomaHAbI

Ecnu npaBuno cosgaHo 6e3 ykaszaHusi onpegeneHHoro nopsiakoBoro Homepa, oH byaeT npuceoeH
aBTomartmdecku. Ecnm ato nepsas 3anuck, To OyaeT NPUCBOEH HavanbHbIM NOpsAKoBbIA Homep 10.
Mocneayrowmm 3anMcsam nNpaBuna HasHadaeTcs Homep, 6onblwnii Ha 3HadveHue wara 10; a camblli 6oMbLLON
NnopsiaKOBbIN HOMEp B CMCKe A0CTyna ByaeT CTOAThb B KOHLE.

lMonb3oBaTenb MOXeT UCNOoMb30BaTb KOMaHAy access-list resequence 4ng cCMeHbl Ha4YanbHOrO
nopsaaKoBOro HoMmepa 1 3Ha4eHud Wwara 3anucen Ona yKa3aHHOro cnnucka aocryna. Mocne npuMeHeHnsa
KOMaHbl HOBbIM 3anucsam 6e3 ykasaHHOro NnopsiAikoBoro Homepa byaeTt 3agaH Homep B COOTBETCTBUM C
HOBbIMM HAaCTPOMKaAMU YKa3aHHOro cnucka gocTtyna.

I'IpM Ha3Ha4eHunn nopAaaKoBoro HoMepa Bpy4Hyto, ny4yie nMeTb 3ape3epBMDOBaHHbII7I WUHTEepBan gnsa
6y,EI,yLLI,I/IX 3anMcen ¢ MeHbLUUM nopAgKoBbIM HOMEPOM. WHaue 6yp,eT CITOXXHO BCTaBUTb 3aruncb C eLle

MeHbLUMM NopAOKOBbIM HOMEPOM.

MopsiakoBbIN HOMEP A0MKeH ObiTb YHMKANbHBIM B JOMEHEe cnucka aoctyna. [pu BBoae 3aHAToro
NOpsIAKOBOro HoMepa nosiBUTCS coobLeHne 06 owmnbke.
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Ecnu napametp fragment gna napameTtpos tcp, udp unu icmp yopaH B komaHae permit | deny (expert
access-list), To nonb3oBaTens BCe paBHO MOXET ncnonb3osaTtb onuuto PROTOCOL B komaHae permit |
deny (expert access-list) ans HacTponkn napametpa fragment.

Mpumep
B oaHHOM npuMepe nokasaHo, Kak MCNofb30BaTh PacLUMPEHHBIN CNMCOK ynpaBneHus goctynom Expert

(extended expert ACL). Llenb — 3anpetutsb (deny) Bce TCP-nakeTsl ¢ IP-agpecom ncrodHuka 192.168.4.12 un
MAC-agpecom nctodHmka 00:13:00:49:82:72.

Switch# configure terminal

Switchi{config)# expert access-list extended esxp acl

Switchi{config-exp-nacl)$ deny tep host 192 .168.4.12 hest 0013.0049.8272 any any
Switch{config-exp-nacl)#

4-15 permit | deny (ip access-list)

[aHHasa komaHga ncnonb3yeTca ona nobasneHns 3anucu permit mnn deny. I'IpM ncnonb3oBaHUn (bOprI no
KOMaHAa yganut 3anncb.

PacwupeHHbI cnucok ynpaBneHus goctynom (Extended Access List):

[SEQUENCE-NUMBER] {permit | deny} tcp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-ADDR | DST-
IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] [TCP-FLAG]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-ADDR | DST-
IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} icmp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} {any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [ICMP-TYPE [ICMP-CODE] |
ICMP-MESSAGE] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {gre | esp | eigrp | igmp | ipinip | ospf | pcp | pim | vrrp |
protocol-id PROTOCOL-ID} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} {any | host
DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [[precedence PRECEDENCE] [tos TOS] | dscp
DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

CraHpapTHbIn cnucok goctyna IP (Standard IP Access List):

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [time-range PROFILE-NAME]

no SEQUENCE-NUMBER

MapameTpbl

SEQUENCE-NUMBER Ykaxute nopagkosbln Homep. [ocTyneH agnanasoH oT 1 oo 65535. Hem
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MEHbLLE HOMEpP, TEM BhILLE NPUOPUTET NpaBuna permit/deny.

any

Ykaxute |IP-agpec nctodHunka unum IP-agpec HazHadeHus.

host SRC-IP-ADDR

YkaxuTte onpefeneHHbin IP-agpec y3na NcTovHuKa.

SRC-IP-ADDR SRC-IP-

YkaxuTe rpynny IP-agpecoB UCTOYHMKE, UCMONb3y4a 3HaveHue wildcard.

WILDCARD BuT, cooTBETCTBYIOLMIA 3HAYeHMIO BuTa 1, He OyaeT yunTbiBaTbCA. bur,
COOTBETCTBYHOLUMI 3Ha4YeHuto 6uta 0, ByaeT npoBepsATLCS.

host DST-IP-ADDR YkaxuTe onpefeneHHbln IP-agpec y3na HasHa4veHus:.

DST-IP-ADDR DST-IP- Ykaxute rpynny IP-agpecoB HasHayeHus, ncnonb3ysa 3HadeHue wildcard.

WILDCARD BuT, COOTBETCTBYHOLLNI 3Ha4YeHUIO OuTa 1, He ByaeT yuntbiBaTbes. bur,

COOTBETCTBYIOLLNI 3Ha4YeHuto 6uTa 0, 6yaeT npoBepATbCS.

precedence PRECEDENCE

(OnuuoHanbHOo) YkaxuTe, 4TOObl MakeTbl MO PUNBTPOBATLCS MO
YpPOBHI0 nNpuoputeTa (precedence). [locTynHbl 3HadyeHus ot 0 go 7.

dscp DSCP

(OnumoHanbHo) Ykaxunte DSCP-kog ans coBnageHui ¢ 3aronoskom IP.
HoctyneHn gmuanasoH ot 0 go 63, unu BbiGop 13 cneagyowmx nmeH DSCP:
af11- 001010, af12 - 001100, af13 - 001110, af21 - 010010, af22 -
010100, af23 - 010110, af31 - 011010, af32 - 011100, af33 - 011110, af41
- 100010, af42 - 100100, af43 - 100110, cs1 - 001000, cs2 - 010000,

cs3 - 011000, cs4 - 100000, cs5 - 101000, cs6 - 110000, cs7 - 111000,
default (no ymonuanuio) - 000000, ef — 101110.

tos TOS

(OnuuoHarnbHO) YKaxuTe, 4ToObl MakeTbl MO UNBTPOBATLCS MO
ypoBHto type of service. [JocTynHbl 3Ha4eHust ot 0 go 15.

It PORT

(OnumoHanbHO) YKaxuTte Ansi CONOCTaBneHns, ecrny 3HavyeHne
yKasaHHOro nopta MeHbLLUe.

gt PORT

(OI'ILI,VIOHaJ'IbHO) YKaxute ans conoctaBfeHns, ecnv 3HadeHne
YKa3aHHOro nopta oonbLue.

eq PORT

(OnumoHanbHO) YKaxuTe Ansi CONocTaBneHusi, ecrny 3HavyeHne
yKa3aHHOro nopra paBHo.

neq PORT

(OI'ILI,VIOHaJ'IbHO) YKaxute ans conocTtaBfeHns, ecnv 3HayeHne
YKa3aHHOro nopTta He paBHO.

range MIN-PORT MAX-PORT

(OI'ILI,I/IOHaJ'IbHO) YKaxute ans conocTtaBfeHns, ecnv 3Ha4yeHne nonagaet
B yKa3aHHbIl7I anana3oH NopToB.

time-range PROFILE-NAME

(OnuuoHanbHo) YkaxkuTe nmst npodunsa nepuoaa BpeMeHu, CBS3aHHOTO
CO CMMCKOM AOCTYNa, OnpeaensiowyM nepuoa ero akTuealum.

tcp, udp, igmp, ipinip, gre,
esp, eigrp, ospf, pcp, pim,
vrrp

YKkaxunte npoToKonbl 4 YpOBHS.

PROTOCOL-ID

(OnumoHanbHo) Ykaxute Protocol ID. [locTyneH gnanasoH 3HayeHui ot 0
0o 255,

ICMP-TYPE (OnuuoHanbHo) YkaxuTe Tun coobweHms ICMP. JocTtynHbl HOMepa ansi
Tuna cooduleHnn ot 0 go 255.

ICMP-CODE (OnumoHanbHo) YkaxuTe kog coobuieHms ICMP. [JocTynHel Homepa Ansi
koga coobueHunn ot 0 go 255.

ICMP-MESSAGE (OnumoHanbHo) YkaxuTte coobweHne ICMP. [Ins Bbibopa AOCTYMNHbI

cnefyoLme npenycraHoBneHHble napaMmeTpbl: administratively-
prohibited, alternate-address, conversion-error, host-prohibited, net-
prohibited, echo, echo-reply, pointer-indicates-error, host-isolated, host-
precedence-violation, host-redirect, host-tos-redirect, host-tos-
unreachable, host-unknown, host-unreachable, information-reply,
information-request, mask-reply, mask-request, mobile-redirect, net-
redirect, net-tos-redirect, net-tos-unreachable, net-unreachable, net-

M ONLINE STORE
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unknown, bad-length, option-missing, packet-fragment, parameter-
problem, port-unreachable, precedence-cutoff, protocol-unreachable,
reassembly-timeout, redirect-message, router-advertisement, router-
solicitation, source-quench, source-route-failed, time-exceeded,
timestamp-reply, timestamp-request, traceroute, ttl-expired, unreachable.

Mo ymonyaHuto

Het

Pexnm BBOga KOMaHAbI

IP Access-list Configuration Mode

YpoBeHb KOMaHAbl MO YMONYaHUI0

YposeHb 12

Ucnonb3oBaHMe KOMaHAbI

Ecnu npaBuno cosgaHo 6e3 ykasaHusa onpeaeneHHoro nopsakoBoro Homepa, oH 6yaet npucesoeH
aBToMaTtmdeckn. Ecnu aTo nepeas 3anucb, To ByaeT NPUCBOEH HavanbHbIN NopsiakoBbl Homep 10.
Mocnepyowmm 3anncsm npaeBunia HasHa4YaeTcss Homep, bonbLuMiA Ha 3HaveHue wara 10; a cambln 6ONbLLION
NopsiaKOBLIN HOMEP B CMIMCKE AOCTyna OyaeT CTOATb B KOHLIE.

Monb3oBaTenb MOXET MCNONb30BaTb KOMaHAdy access-list resequence ons cMeHbl Ha4YanbHOro
NopsiIAKOBOro HOMepa M 3HaueHWs LWwara 3anMcen ang ykasaHHoro cnmcka goctyna. lNMocne npymeHeHus
KOMaHAbl HOBbIM 3anmcsiM 6e3 yka3aHHOro nopsinkoBoro Homepa 6yaeT 3agaH HoMep B COOTBETCTBUM C
HOBbLIMM HACTPOMKaMK yKa3aHHOIo Cnmucka gocTyna.

Mpn Ha3Ha4YeHUN NOPSSKOBOrO HOMEpPa BPYUHYHO, Ny4lle UMETb 3ape3epBUPOBaHHbIA MHTepBan Ans
OyoyLmx 3anMcen ¢ MeHbLUMM NOPSAKOBLIM HOMepOoM. MHave ByaeT CnoXHoO BCTaBUTL 3anuchb C elle

MEHbLUMM NOpPAAKOBbIM HOMEPOM.

nopHﬂKOBbIIZ HOMep OO0JDKEH ObITb YHUKanbHbIM B JOMEHE CrNnCKa oCcTyna. I'IpM BBOAE 3aHATOro
nopAgKOBOIro HomMepa noABUTCA coobLeHne 06 owwmbke

[ns co3gaHns npaBuna conocTaBneHns anga ctangapTHoro cnvcka goctyna IP (IP standard access list)
MOryT GbITb YKka3aHbl TONbko nons IP-agpeca MCTOYHMKA U HA3HaYeHMS.

Mpumep
B paHHOM npumepe nokasaHo, Kak co3gaTtb 4 3anucu Ansi pacluMpeHHOro cnucka goctyna IP ¢ umeHem

Strict-Control. 370 cneaytowme 3anucu: paspewnts TCP-nakeTbl ansa cetm 10.20.0.0, paspewmnts TCP-
nakeTbl Ans y3na 10.100.1.2, paspewntb Bce TCP-nakeTbl ansa nopta HasHadveHus TCP 80 n paspelwunTs Bece

ICMP-nakeThbl.
Switch# configure terminal
Switch{config)# ip access-list extended Strict-Control
Switchi{config-ip-ext-acl)# permit tep any 10.20.0.0 0.0.255,.255
Switch{cenfig-ip-ext-acl)# permit tep any hest 10.100.1.2
Switchi{config-ip-ext-acl)# permit tep any any eg 80
Switch{config-ip-ext-acl)# permit icmp any any
Switch{config-ip-ext-acl)#

B gaHHOM Npumepe nokasaHo, Kak co3gath 2 3anvcu s cTaHgapTHoro cnucka goctyna IP ¢ umeHem «std-
acl». 910 crnepgytowme 3anucu: pa3pewntsb IP-naketbl ana cetn 10.20.0.0, pa3pewnTb IP-nakeTbl ans yana
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10.100.1.2.
Switch# configure terminal
Switch{config)# 1p access-list std-acl
Switech{config-ip-acl) # permit any 10.20.0.0 0.0.255.255
Switch{config-ip- acl)$# permit any host 10.100.1.2
Switch{config-ip- acl)+#

4-16 permit | deny (ipv6 access-list)

[aHHas komaHga ucnonesyetcsa ana gobasneHus 3anucu permit unu deny B cnncok goctyna IPv6. Mpu
ncnonb3oBaHMM hOpMbl NO KOMaHAa yaanuT 3anuck U3 cnucka goctyna IPv6.

PacwupeHHbI cnucok goctyna IPv6é (Extended IPv6 Access List):

[SEQUENCE-NUMBER] {permit | deny} tcp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IPV6-
ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT]
[dscp VALUE] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IPV6-
ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT]
[dscp VALUE] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} icmp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} {any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [ICMP-TYPE
[/CMP-CODE] | ICMP-MESSAGE] [dscp VALUE] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {protocol-id PROTOCOL-ID} {any | host SRC-IPV6-
ADDR | SRC-IPV6-ADDR/PREFIX-LENGTH} {any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-
LENGTH} [dscp VALUE] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-
LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [dscp VALUE] [time-range
PROFILE-NAME]

CtaHpapTHbIN cnucok goctyna IPv6 (Standard IPv6 Access List):

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-
LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [time-range PROFILE-
NAME]

no SEQUENCE-NUMBER

MapameTpbl

SEQUENCE-NUMBER Ykaxute nopsagkoBbin Homep. [ocTyneH ananasoH oT 1 oo 65535. Yem
MeHbLLIE HOMEP, TEM BhbiLLE NPUOPUTET NpaBuna permit/deny.

any YkaxuTe IPv6-agpec nctoynnka unm IPv6-agpec Ha3HadeHus.

host SRC-IPv6-ADDR YkaxuTte onpeaeneHHbli IPv6-agpec yana ncTovHuka.

SRC-IPV6-ADDR/PREFIX- YkaxuTe ceTb IPv6 ncrodHuka.

LENGTH

hv https://tm.by
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M ONLINE STORE

host DST-IPV6-ADDR YkaxuTe onpegeneHHoln IPv6-agpec yana HasHayeHus.

DST-IPV6-ADDR/PREFIX- YkaxuTte ceTb IPv6 HasHaueHus.

LENGTH

tcp, udp, icmp YKaxkuTe Tun npoTokona 4 ypoBHS.

dscp VALUE (OnumoHanbHO) YKaxunTe coBnaatolLiee 3Ha4YeHne knacca Tpadvka B
IPv6-xepepe. [loctyneH ananasoH ot 0 go 63, nnu cnegytowme DSCP-
umeHa: af11 - 001010, af12 -001100, af13 - 001110, af21 - 010010, af22 -
010100, af23 - 010110, af31 - 011010, af32 - 011100, af33 - 011110, af41
- 100010, af42 - 100100, af43 - 100110, cs1 - 001000, cs2 - 010000, cs3
- 011000, cs4 - 100000, cs5 - 101000, cs6 - 110000, cs7 - 111000, default
(no ymonuyanutio) - 000000, ef — 101110.

It PORT (OnumoHanbHO) YKaxuTte Ansi CONocTaBneHus, ecny sHavyeHne
yKa3aHHOro nopra MeHbLUe.

gt PORT (OnumoHanbHO) YKaxuTte Ansi CONOoCTaBneHusi, ecrny 3HavyeHne
ykasaHHoro nopta 6ornbLue.

eq PORT (OnuuoHanbHO) YKaxuTe Anst CONocTaBleHUs, eCcnv 3HadeHne
yKa3aHHOro nopra paBHO.

neq PORT (OnuuoHarnbHO) YKaxuTe Ans conocTaBneHus, ecrnv 3HadeHue
yKa3aHHOro nopTa He paBHo.

range MIN-PORT MAX-PORT  (OnumoHanbHo) YKaxuTte Ana ConocTaBlieHnsl, eCnv 3Ha4yeHne nonagaet

B yKa3aHHbIl7I ananas3oH NopToB.

PROTOCOL-ID

(OnumoHanbHo) Ykaxute Protocol ID. [locTyneH agunanasoH 3HayeHui ot 0
Jo 255.

ICMP-TYPE (OnuuoHanbHo) YkaxuTe Tun coobwerms ICMP. JocTynHbl HOMepa Tvuna
coobLeHun ot 0 go 255.

ICMP-CODE (OnuuoHanbHOo) YkaxuTe kog coobeHns ICMP. JocTynHbl HOMepa koga
coobLeHun ot 0 go 255.

ICMP-MESSAGE (OnumoHanbHo) YkaxunTte coobwenne ICMP. [1ns Beibopa JOCTYMHbI

cnegymoLme npenycraHoBneHHble NapaMeTpbl: beyond-scope,
destination-unreachable, echo-reply, echo-request, erroneous_header,
hop-limit, multicast-listener-query, multicast-listener-done, multicast-
listener-report, nd-na, nd-ns, next-header, no-admin, no-route, packet-
too-big, parameter-option, parameter-problem, port-unreachable,
reassembly-timeout, redirect, renum-command, renum-result, renum-seq-
number, router-advertisement, router-renumbering, router-solicitation,
time-exceeded, unreachable.

time-range PROFILE-NAME

(OnuuoHanbHO) YkaxuTe nMmsa npoduns nepmoga BpemMeHu, CBA3aHHOMO
CO CNUCKOM A0CTYMa, onpeaensowmm nepmos ero akTnsaumm.

Mo ymon4yaHuto
Het

Pexxnm BBoaa KomaHAabl

IPv6 Access-list Configuration Mode

YPOBeHb KOMaHAbl MO YMOJTYaHUIO

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI
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Ecnu npaBuno co3gaHo 6e3 ykazaHus onpeaeneHHoro nopsigkoBoro HoMepa, oH 6yaeT NpUCBOEH
aBToMaTudeckun. Ecnun ato nepBas 3anucb, To ByaeT NpUCBOEH HavarnbHbIA NopsiakoBbIi Homep 10.
Mocnepyowmm 3anncsim npaeuna HasHayaeTcss Homep, bonbLuniA Ha 3HaveHue wara 10; a cambln 6onbLLION
NopsiAKOBLIN HOMEP B CMIMCKE AOCTyna OyaeT CTOATb B KOHLIE.

Monb3oBaTeslb MOXET UCMONb30BaTb KOMaHAy access-list resequence 4Nt cMeHbl Ha4arlbHOTO
NOPSAKOBOro HOMepa M 3HauYeHus! Lwara 3anucen Ans ykasaHHoro cnvcka goctyna. Nocne npumeHeHnus
KOMaH/bl HOBbIM 3anMcsiM 6e3 ykasaHHOro NopsiakoBOro Homepa GyaeT 3aaaH HoMep B COOTBETCTBUM C
HOBbLIMW HACTPOMKaMK yKa3aHHOrO cncka AocTyna.

Mpu Ha3HaYeHUN NOPSAKOBOro HOMEpPA BPYYHYHO, ydlle MMETb 3ape3epBUPOBaHHbIA UHTEPBAr ANs
OyoyLmx 3anmcen ¢ MeHbLLMM NOPSAKOBLIM HOMEPOM. IHaye ByaeT CNoXHO BCTaBUTb 3amnuUCh C eLle
MEHbLUMM NOPSAAKOBbIM HOMEPOM.

nopﬂﬂ,KOBbIVI HOMEpP OO0JTDKEH ObITb YHUKalnbHbIM B JOMEHE CrnnCKa ocTtyna. I'IpM BBOAE 3aHATOro
nopAOKOBOIro HoMepa noABUTCA coobuieHne ob owmnbke.

Mpumep

B naHHOM npumepe nokasaHo, Kak co3gaTtbh 4 3anucuy Ans pacluMpeHHoro cnucka goctyna IPve ¢ nmeHem
«ipv6-control». 310 crnegyowme 3anucu: paspewmntb TCP-naketol gns cetu ff02::0:2/16, paspewnts TCP-
nakeTbl Ans yana ff02::1:2, paspewunts Bce TCP-nakeTbl Ana nopTa HasHadveHns TCP 80 u paspewnTtsb Bce

ICMP-nakeThbl.

Switch# configure terminal

Switch{config)# i1pvé access-list extended ipwvé-control

Switchi{config-ipvé-ext-acl)# permit tep any ££02::0:2/14

Switeh{cenfig-ipvé-ext-acl)f permit tep any hest ££02::1:2

Switch{ceonfig-ipvé-ext-acl)f permit tcp any any eg 80

Switch{config-ipvb-ext-acl)# permit 1cmp any any

Switch{config-ipvé-ext-acl)#
B gaHHOM npumMepe nokasaHo, Kak co3faTth 2 3anucu Ans ctaHgapTHOro cnucka goctyna IPve ¢ umeHem
«ipv6-std-control». 9710 cnegytowme 3anucu: paspewnTb IP-nakeTtbl anga cetu ff02::0:2/16, paspewnTs IP-
nakeTbl Ans ysna ff02::1:2.

Switch# configure terminal

Switch{config)# ipwvd access-list ipvb-std-contraol

Switch{config-ipvé-acl)# permit any ££02::0:2/16

Switch{config-ipvé-acl)# permit any host ££02::1:2

Switch{config-ipvé-acl)#

4-17 permit | deny (mac access-list)

[aHHasa komaHga ncnonb3yeTca Ond onpeaeneHna npasuna anda naketoB, KOTOPbIM 6y,u,eT pa3peLieHo nnn
OTKa3aHOo B AOCTyne. I'Ip|/| ncnonb3oBaHUn (*)OprI no KoOMaHga yaanut 3anuncb.

TIVb

O NLINE srmv

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-
MAC-WILDCARD} {any | host DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD} [ethernet-type
TYPE MASK [cos VALUE [inner INNER-COS]] [{vlan VLAN-ID} [inner INNER-VLAN]] [time-range
PROFILE-NAME]

no SEQUENCE-NUMBER
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M ONLINE STORE

MapameTpbl

SEQUENCE-NUMBER Ykaxute nopsakoBbli HoMep. [locTyneH ananasoH ot 1 o 65535. Hem
MeHbLLE HOMep, TEM BhILLE NPUOPUTET NpaBuna permit/deny.

any Ykaxunte MAC-agpec uctodHunka nnm MAC-agpec HasHadeHus.

host SRC-MAC-ADDR

YkaxuTe onpegeneHHoii MAC-agpec y3na uctoyHumka.

SRC-MAC-ADDR SRC-MAC-
WILDCARD

Ykaxute rpynny MAC-agpecoB MCTOYHMKA, UCMOMb3yS 3Ha4YeHne
wildcard. BuT, cooTBeTCTBYIOLWMIA 3HAYeHUO BuTa 1, He ByneT
yuuTbiBaThCs. buT, cooTBETCTBYIOLWNIA 3HaYeHuo buTta 0, Oyget
npoBepATbLCS.

host DST-MAC-ADDR Ykaxunte onpegeneHHbin MAC-agpec y3na Ha3HayeHusl.
DST-MAC-ADDR DST-MAC- YkaxuTte rpynny MAC-agpecoB Ha3Ha4YeHUs, MCNomb3ys 3Ha4YeHne
WILDCARD wildcard. BuT, cooTBeTCTBYIOLWMI 3HA4YeHU0 BuTa 1, He BygeT

yuYnUTbIBaTLCS. BUT, COOTBETCTBYIOLLMIA 3HAYeHNI0 BuTa 0, ByaeT
MPOBEPSTLCS.

ethernet-type TYPE MASK

(OnumoHankbHo) Ykaxute Tmn Ethernet, asnsatowmiica
wecTHaguatepuyHbimM ymucnom ot 0 go FFFF nnm umeHem tuna Ethernet.
HocTynHbl cnegyowme umeHa: aarp, appletalk, decnet-iv, etype-6000,
etype-8042, lat, lavc-sca, mop-console, mop-dump, vines-echo, vines-ip,
xns-idp nnwm arp.

cos VALUE OnunoHanbHO) YkaxuTe 3HadveHue priority (npuoputeta) ot 0 go 7.
inner INNER-COS OnumoHanbHO) YkaxuTe inner priority. [loctyneH agnanasoH ot 0 go 7.
vlan VLAN-ID

inner INNER-VLAN

OnumoHanbHo) YkaxuTe Inner VLAN ID.

time-range PROFILE-NAME

(
(
(OnumoHanbHo) Ykaxunte VLAN-ID.
(
(

OnuuoHanbHo) Ykaxute umst npoduns nepuoaa BpeMeHU, CBS3aHHOTO
CO CMUCKOM AOCTYNa, OnpeensiowyM Nepvoa ero akTueaLum.

Mo ymonuyaHuio
Het

Pexum BBoAa KOMaHAbI

MAC Access-list Configuration Mode

ypOBeHb KOMaHAbl MO YMOJTYaHUIO

YpoBeHb 12

Acnonb3oBaHne KomaHAbI

Ecnu npaBuno cosgaHo 6e3 ykasaHusi onpefeneHHoro nopsiakoBoro Homepa, oH byaeT npuceoeH
aBTomartmyecku. Ecnm ato nepsas 3anuck, To OyaeT NPUCBOEH HavanbHbIM NOpsAKoBbI Homep 10.
MocnenyrowmMm 3anmMcsiM NpaBuna HasHadaeTcst Homep, 6onbluMi Ha 3HadveHre wara 10; a cambin 6onbLLON
NOpsIAKOBbLIA HOMEP B CNMCKe AoCTyna byaeT CToATb B KOHLE.

Monb3oBaTenb MOXET UCMOoNb30BaTbk koMaHAy access-list sequence 4ns cMeHbl Ha4YanbHOrO NOPSAKOBOIO
HOMepa M 3HaYeHus! Lara 3anucei Ansa ykasaHHOro cnucka aocTyna. locne npumeHeHUs KoMaHabl HOBbIM
3anucam 6es ykasaHHOro nopsakoBoro HoMepa 6yaeT 3agaH HOMep B COOTBETCTBMM C HOBLIMU HACTPOMKaMm

YKa3aHHOro crnnucka gocryna.

an Ha3Ha4YeHun nopAaaKkoBoro HoMmepa Bpy4Hyto, ny4wie nMeTb 3ape3eva|pOBaHHb||?1 WHTEepBan gnsa
6y,EI,yLLI,I/IX 3anMcen ¢ MeHbLUUM nopAgKoBbIM HOMEPOM. WHaue 6y,u,eT CITOXXHO BCTaBUTb 3armncb C eLle
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MEHbLUMM NopAOKOBbIM HOMEPOM.

MopsiakoBbIN HOMEP AOMKEH ObiTb YHMKANbHBIM B JOMEHE cnucka gocTtyna. MNpu BBoge 3aHATOro
NopsiAKOBOro Homepa nosiBnTcs coobLueHne o6 owwmnbdke

B cnucok moxeT OblTb 406aBNEHO HECKOMBKO 3anucen, U Bbl MOXETE MCMOMb30BaTh paspeLueHune (permit)
Ans ogHwx, u 3anpert (deny) anga apyrux 3anucen. KomaHgel permit u deny mMoryT cooTBETCTBOBaTH
Pasnu4yHbLIM NONAM, AOCTYMHBLIM NPU HaCcTPOWKe.

Mpumep

B oaHHOM npumepe nokasaHo, kak HacTpouTb 3anucu MAC B npocune daily-profile, 4tobbl paspelwmnTs
poctyn aBym cnuckaM MAC-agpecoB NCTOYHMKA.

Switch# configure terminal

Switchiconfig)# mac access-list extended daily-profile
Switeh{config-mac—ext-acl) # permit 00:80:33:00:00:00 Q0:00:00:££:££:£Ff any
Switeh{config-mac—ext-acl) # permit 00:£4:57:00:00:00 00:00:00:££:££:6F any
Switch{config-mac-ext-acl) #

4-18 show access-group

HdaHHas komaHaa ncnonb3yeTcs Anst NpocMoTpa MHopMaLum o rpynnax AocTyna (access group) ans
OAHOrO UM HECKOMbKNX MHTEPdENCOB.

show access-group [interface INTERFACE-ID]

MapameTpbl

interface INTERFACE-ID (OnumoHanbHo) Ykaxknte Heobxoanumble NHTEPENCHI.

Mo ymonyaHuto
Het
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTro6on pexxum koHdurypaumm

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAabI

Ecnu nHtepdenic He ykasaH, oTobpaxaTeca byaeT nHdopmMaums o060 Bcex MHTEpEcax.
Mpumep

B gaHHOM npuMepe nokasaHo, Kak BKMYMTb OTOOpaXKeHne CN1CKOB A0CTyNa, NPUMEHSAEMBbIX KO BCEM
UHTepdencam.
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Switch# show access-group
ethl/ 071 ;
Inbound mac access-list : simple-mac-acl (ID: 7998)
Inbound ip access-list : simple-ip-acl{ID: 1993)
Switch#

4-19 show access-list

[aHHasa komaHga ncnonb3yeTca Ond npocMoTpa MH(*)OpMaLI,I/II/I (0} HaCTpOVIKaX cnucka gocryna.

show access-list [ip [NAME] | mac [NAME] | ipvé [NAME]]

MapameTpbl

ip (OnumnoHanbHO) YkaxuTe ans otobpaxeHns Bcex cnnuckos goctyna IP.

mac (OnumoHankHo) YkaxunTte onst otobpaxeHus Bcex cnmnckoB goctyna MAC.

ipv6 (OnumoHankeHo) YkaxuTte Ans otobpaxeHus Bcex cnnckos gocrtyna IPv6.

NAME (OnumoHanbHO) YKkaxuTte ums cnucka goctyna (access list), koTopbii He06x0aNMMO

oTobpasnTb.

Mo ymonyaHuto
Het
Pexxum BBoaa KomaHAabl

User/Privileged EXEC Mode
JTioBon pexum KoHdurypauum

YPOBeHb KOMaHAbl NO yMOn4aHUO

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

KomaHga ncnonbayetcs anst otobpaxkeHus nHgopMauum o cnuckax goctyna. Ecnv He ykasaHa onuus, Oyget
oToDpakeH CMUCOK BCEX HACTPOEHHbIX CNMCKOB AocTyna. Ecnu ykasaH Tun cnvcka goctyna, oyget
oTobparkeHa getanbHas nHdopmMaums o cnucke goctyna. Ecnu nonb3oBatenb BKAOYMT annapaTHbIn
cyetunk ACL (ACL hardware counter) ans cnmicka goctyna (access list) cuetunk 6yaeTt otobpaxeH Ha
OCHOBE Ka)k[lOM 3anucu cnucka goctyna.

Mpumep

B naHHOM npmumepe nokasaHo, Kak BKITHYNTb 0To6pa>KeH|/|e BCeX CMUCKOB A0OCTYyNna.
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Switch#ishow access-list

Beoecess-List-Hame Type

Strict-Control{ID: 3999) ip ext-acl
daily-profile{(ID: 7999) mac ext-acl
axp acl{ID: 9999 expart ext-acl
ipé-control {ID: 14999) ipwe ext-acl

Total Entries: 4

Switeh#

B maHHOM npumepe nokasaHo, Kak BKIo4MTb oTobpaxkeHue cnvckos aoctyna IP ¢ nmexem Strict-Control.
Switch#show access-list ip Strict-Contrel
Extended IF access list Strict-Control (ID: 33999)

10 permit any 10.20.0.0 0.0.255,255
20 permit any hest 10.100.1.2

Switch#

B naHHOM npmumepe nokasaHo, Kak BKIMH4YNTb 0To6pa>KeH|/1e co4epXXnMmMoro cnncka gocrtyna, ecrnn BKIo4vYeH
annapaTHuﬁ CHETHUK.

Switech# show access-list ip simple-ip-acl

Extended IF access simple-ip-acl{ID:39394)

10 permit tep any 10.20.0.0 0.0.255.255 (Ing: 12410 packets Egr: 25201 packets)
20 permit tep any hest 10.100.1.2 {Ing: 6532 packets Egr: 0 packets)

30 permit icmp any any {Ing: 8758 packets Egr: 4214 packets)

Counter enabkle on fellowing portis):
Ingress port (s): ethl/0/5-1/0/8

Egress porti{s): ethl/0/3

Switch#

4-20 show vlan access-map

[aHHas komaHga ucnonb3yeTca Ana npocmoTtpa nHdopmauum o Hactporkax VLAN access map.
show vlan access-map [MAP-NAME]

MapameTpbl

MAP-NAME (OnumoHanbHO) YkaxuTe nmsi HactpanBaemon VLAN access map. VMims He MOXeT
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cogepxatb 6onee 32 cMMBOIOB.

Mo ymonyaHuto
HeTt
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTiobon pexxum koHdurypaumm

YPOBeHb KOMaHAbl NO yMOn4yaHUO
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbI

Ecnu He ykasaHo nms access-map, otobpaxartbca 0yaet Bcs nHpopmaumsi o VLAN access-map. Ecrin
BKIHOYEH annapaTtHbin cyeTdmk ACL (ACL hardware counter) ons access-map, otobpaxartbcs OyaeT cHeTumk
Ons Kaxgon sub-map.

Mpumep
B gaHHOM npumepe nokasaHo, Kak BkMouMTb oTobpaxeHne VLAN access-map.
Switchf shew wlan access-map

VLAN access-map vlan-map 10
matech ip acecess list: stp ipl {(ID: 1888)
action: forward

VLAN access-map wvlan-map 20
match mac access list: gxt mac{ID: &9385)

action: redirect ethl/0/55

Switch#

B naHHOM npumepe nokasaHo, Kak BKITHUMTbL oTobpaxkeHue cogepxumoro VLAN access-map, ecnv BKItoYeH
annapaTHbIN CHETYUK.

Switch# show wlan access-map

VLAN access-map vlan-map 10
match ip access list: stp ipl (ID: 1888)
action: forward
Counter enakle on VLAW({s): 1-2
match count: 8541 packets
VLAN access-map vlan-map 20
matech mac access list: ext mac{ID: &995)
acticn: redirect ethl/0/5
Counter enable on VLAW({s): 1-2

match count: 5647 packets

Switch#
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4-21 show vlan filter

[aHHas komaHaa ucnonb3yeTcs Ansg npocmoTpa nHdopmaumm o Hactpowkax dpunstpauum VLAN (VLAN
filter) ans nHTepdericos VLAN.

show vlan filter [access-map MAP-NAME | vlan VLAN-ID]

MapameTpbl

access-map MAP-NAME (OnuuoHanbHo) YkaxuTte nms VLAN access-map. VIMsi He MOXeT cogepxaTtb
Honee 32 cumBOMOB.

vlan VLAN-ID (OnuunoHanbHo) Ykaxute VLAN ID.

Mo ymonyaHuto
Het
Pexum BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTiobon pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMONYaHUo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

KomaHga show vlan filter access-map vcnonb3yeTtcs Anst npocMoTpa nHdgopmavmm o punstpaumm VLAN
(VLAN filter) Ha ocHoBe access map. KomaHga show vlan filter vlan ucnonbayetca ans npocmotpa
nHdopmaumm o punstpaumm VLAN Ha ocHoBe VLAN.

Mpumep

B naHHOM npyvmMmepe nokasaHo, Kak BKITUNTbL 0ToOpaxeHue wnHdopmaumm o counbtpaumm VLAN.

Switch# show wlan filter
VLAN Map aa

Configured on VLANs: 5-127,221-333
VLAN Map bb

Cenfigured on VLANs: 1111-1222
Switch#
Switch# show wlan filter wlan 3

VLAEN ID 35

VLAN BAccess Map: aa

Switch#
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4-22 vlan access-map

[aHHas komaHga ucnonesyetca ansa cosgaHna sub-map ana VLAN access-map v Bxoga B pexxum VLAN
Access-map Sub-map Configure Mode. Npu ncnonb3oBaHMM OpMbI NO KOMaH4a yoanuT access map unm
ee sub-map.

vlan access-map MAP-NAME [SEQUENCE-NUM]
no vlan access-map MAP-NAME [SEQUENCE-NUM]

MapameTpsbl

MAP-NAME Ykaxute nmst VLAN access-map. IMst He MoxeT codepkaTtb bonee 32
CYMMBOJIOB.

SEQUENCE-NUM (OnuunoHanbHO) YkaxuTe NopsiAKoBbIN HoOMep sub-map. [ocTyneH guanasoH

3HayeHun ot 1 oo 65535.

Mo ymonyaHuto

Het

Pexxnm BBoga KoMaHAbl

Global Configuration Mode

YpoBeHb kOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

VLAN access map MOXET cogep)kaTb HECKONbKO sub-maps. [insa kaxgon sub-map MoxeT ObiTb yKazaH oauH
cnmcok goctyna (IP access list, IPv6 access list unn MAC access list) n ogHo gencteue. Nocne co3gaHus
VLAN access map nonb3oBaTteflb MOXET ucnonb3osatb komaHay vilan filter ons npumeHeHnst access map k

VLAN.

MopsaKoBLI HOMEpP Ha3HaYaeTCs aBTOMATUYECKW, ECIN NOMb30BaTESNb HE HA3HAYNUT Er0 BPYYHY!IO.
ABTOMaTUYECKN HA3HAYEHHbIN HOMep HaumHaeTcs ¢ 10, n yBenuumBaeTtcs Ha 10 ¢ Kakgon HOBOW 3anmchblo.

MakeT, coBnagatowmin ¢ sub-map (ecnv nakeT paspeLleH COOTBETCTBYIOLMM CMUCKOM AOCTyna) byaet
OencTBoBaTb B COOTBETCTBUM C sub-map. [lanee npoBepku sub-maps npoBoantbcs He byayT. Ecnn nakeT He
COOTBETCTBYET OfHOM sub-map, npoBepATbesa Oyaet cnegytowas sub-map.

Mpu ncnonb3oBaHUM opmMbl No 6e3 yKkazaHU NOPSIAKOBbIX HOMEPOB KOMaHAa yaanuT BCHO MHGOPMAaLMIO O
sub-map ykaszaHHOW access map.

Mpumep

B gaHHOM npumepe nokasaHo, kak co3gatb VLAN access map.

Switch# configure terminal
Switchi{config)$# wlan access-map vlan-map 20
Switchi{config-access-map)#

4-23 vlan filter
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[aHHas komaHga ucnonesyetcsa npumeHeHusa VLAN access map k VLAN. NMpu ncnons3oBaHuy ¢opmMbl no
komaHaa yoanut VLAN access map ¢ VLAN.

vlan filter MAP-NAME vlan-list VLAN-ID-LIST
no vlan filter MAP-NAME vlan-list VLAN-ID-LIST

MapameTpbl

MAP-NAME Ykaxute uma VLAN access map.
vlan-list VLAN-ID-LIST Ykaxute cnucok VLAN ID.

Mo ymonyaHuto

Het

Pexxum BBoAa komaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YposeHb 12

Ucnonb3oBaHue KoMaHAbI

C ogHum VLAN moxeT 6bITb cBA3aHa Tonbko ogHa VLAN access map.
Mpumep

B naHHOM npumepe nokasaHo, kak npumeHnTb VLAN access map «vlan-map» k VLAN 5.

Switch# configure terminal

Switch{config)# wvlan filter wlan-map wlan-list 35
Switch (config-access-map) # end

Switch# show wlan filter

VLAN Map wlan-map

Contigured on VLANs: 5

Switch#

5. KomaHAabl ynpaB/iieHUsa A0CTYNoOM

5-1 access class

[daHHas komaHada ncnonb3yeTcd Ans ykasaHus Cnucka, KOTOpoMy HeoBXoAMMO OrpaHNYUTb 4OCTYM K CECCUN.
Vcnonb3ynte oopMy no, YToObl OTMEHUTL MPOBEPKY YKa3aHHOMo cnmcka gocTyna.

access-class /IP-ACL
no access-class /P-ACL
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Swit
Swit
Swit
Swit
Swit
Swite

Swite

MapameTpbl

IP-ACL CraHpgapTHbIV cnvcok goctyna IP-agpecos. None agpeca UCTOYHMKA C
3anucbto permit unu deny onpegensieT AOBEPEHHLIN NN HE4OBEPEHHBIN
y3ern.

Mo ymonyaHuto

Het

Pexxum BBoAa KOMaHAbl

Line Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 15

Mcnonb3oBaHue KOMaHAbI

KomaHaa ykasblBaeT CnMcoK, KOTOPOMY HEODXOAMMO OrpaHMynTb JAOCTYN K ceccun. MakcrmansHoe Yncno
cnuckoB gocTyna - 2. Ecnv gBa cnucka gocTtyna yxxe NnpMMeHeHbI, MomnbiTKa NPUMEHUTb HOBbIV CIMCOK
JocTyna 6yaeT OTKIOHATLCS 40 TeX Nop, NOKa OAMH U3 MPUMEHEHHBIX CMMCKOB He ByaeT yaaneH ¢ MoMOLLbIO
¢opmbI ho.

Mpumep

B aaHHOM npumepe nokasaH npoLecc co3faHusa cTaHaapTHOro cnucka aoctyna IP-agpecos v ykasaHus Ha
orpaHndeHue yepe3s Telnet. Tonbko yany 226.1.1.1 pa3pelueH JoCTyn K cepsepy.

chf configure terminal
chi{config)# ip access-list wty-filter
chicenfig-ip-acl) # permit 226.1.1.1 0.0.0.0

chiconfig-ip-acl) # exit

chiconfig)# line telnst

—_

{config-line)# access-class vty-filter

—_

{config-line)#

5-2 banner login

[daHHas komaHaa ncnonb3yeTcs Ans Bxoda B pexxum Banner Login Mode n HacTpoiku oTobpaxkeHus
6aHHepa npuseTcTBUA. [Mpu ncnonb3oBaHN HOpMbl NO KOMaH4a BEPHETCH B HACTPOMKN MO YMOIYaHMIO.

banner login cMESSAGEc
no banner login

MapameTpbl

c PasgenuTenb Tekcta 6aHHepa NPUBETCTBUS, HAaNpUMep, 3Hak #. YnotpebneHuve
C/YMBONA pasfenuTens HeJonycTMMO B TekcTe GaHHepa NpUBETCTBUS.

MESSAGE Cogaepxnmoe 6aHHepa NpMBETCTBUS, OTODOpaXkaemoe 40 NOSsIBNEHNST OKHA

BBOAA UMEHU nonb3oBaTena 1 napon4d.
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onist yripasrnsiemMoeo cmeKupyemMoeao KoMMymamopa 3 ypoeHs

Mo ymonyaHuto

Het

Pexxum BBOoAa kKomaHAbl

Global Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHuIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHaa komMmaHaa No3BONSEeT HACTPOUTb YHUKAmbHbIA BaHHep, KOTopbIN ByaeT oToGpaxaTbes nocne
ycreluHoro BxoJa nornb3oBaTens B cuctemy. Mocne komaHabl banner login noctaBsTe kak MUHUMYM OAMH
npo6en v nioboii pasaenuTens Ha Beibop. [anee BeeanTe odHy Unu Gonee CTPOKY TeKcTa, 3aKOHUYMNB
coobLleHne BTOpbLIM pasaenuTenem.

Hanpumep, ecnu pasgenurenem sBMSIETCA CUMBOI «#», TO MOCMe ero BBOAA HYXHO HaxaTb Krnasuiuy Enter n
BBECTU cofepxmmoe GaHHepa Bxoda. [lanee Heo6XxoaMMO CHOBa BBECTW pasgenuTenb U HaxaTb Enter ons
3aBepLieHNs. YTobbl BepHYTbLCA K coaepXMMoMy BaHHepa Bxoda Mo YMOMYaHuio UCnonb3yinTe hopmy ho B

pexume rnobanbHON KoOHMrypauum.

NMPUMEYAHUE: BCce OONONHUTENbHbIE CUMBOJSIbI, BBEEHHbIE NOCIE NMOCneaHero
pasgenuTens, OyayT HegencTBuTenbHbl U OyayT oTopolweHbl. CumBon pasgenvrenbs
Henb3s1 UCMoNb30BaTh B TeKCTe GaHHepa NPUBETCTBUS.

Mpumep

B naHHOM npumepe nokasaH NpoLecc HacTporikn coobLleHns 6aHHepa npuseTcTBus. CumBon «#» aBnseTcs
pasgenuTeneM. MepBbit pasgenvTens cCoaepXMMoro 6aHHepa 1 nocnegHun pasgenvTerns HeobxoammMo
BBECTM [0 NEPBOro Haxxatus knasuwn Enter.

Switch# configure terminal
Switch{coenfig)# banner legin #Enter Command Line Interfacef#
Switchi{config)#

B naHHOM npuMepe nokasaH NpoLecc HacTPOKM coobLueHnst 6aHHepa NpuBeTcTBUS. CUMBON «#» ABNSETCS
pasgenutenem. Tonbko NePBbI pasgenuTesib BBOAUTCS 4O NEPBOro HaxaTtus knasuwm Enter.

Switch# configure terminal
Switch{config)# banner login #

LINE ¢ banner-text c, where 'c' 15 a delimiting character

Enter Command Line Interface
#

Switch{contig)#

5-3 prompt

[aHHasa komaHga ncnonb3yetca ona HaCTDOIZKI/I onpep,eneHHoﬁ KOMaHOHON CTPOKW. |_|pI/1 Mncnosib3oBaHUn
d)OprI Nno KOMaHaa BEPHETCA B HaCTDOIZKM no ymoJi4aHuio.
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DGS-3130 Pykosodcmeo nonb3oeamernsi (CLI) Onda yrnipasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

prompt STRING
no prompt

MapameTpbl

STRING CTtpoka gnst onpegeneHns HacTpanBaeMon noackasku. lNoackaska dyget
OCHOBbIBATLCS HA ONpPeAEneHHbIX CUMBOMAX UM CreayoLwmx CUMBOax
ynpasneHus. lNMpoben B CTpoke UrHOpUpYyeTCS.

%h — wudpposaHne umeHn cepsepa SNMP
%s — npoben
%% — wndpoBaHue cumeona %

Mo ymonyaHuto

Mo ymonuaHuto cTpoka wudpyet umsa cepsepa SNMP.

Pexvum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas komaHga Nno3BongeT HAaCTPOUTL NOACKa3Ky KOMaHAHOM CTPokn. Ecnu nonek3oBaTens BoibepeT
wndpoBaHue nmeHun cepeepa SNMP B kavecTBe NoAckasku, 3amdpoBaHbl byayT Tonbko nepeble 15
cvmBonoB. MNoackaska MoxeT 0Tobpa3nTb Tonbko 15 cumBonos. CUMBON ypOBHSA NpuBunerum oyaet
oToOpaXaTbcs nocrneaHMM CMMBOSIOM NMOACKa3KN.

CwvMBoOnbl onNpegensiTcs No cneayowum npaBunam:

> — YpOBeHb Nonb3oBaTesns
#- YpOBEHb nNpmuBunernn nonb3oBartend

Mpumep
B gaHHOM npumepe nokasaH npouecc HacTponkn noackaskn «BRANCH Ay, ncnonb3ys y4eTHyro 3anucb
agMunHUCTparopa.

Switch# configure terminal

Switch{config)# prompt BEANCH%sh

BEANCH A (config) #

5-4 enable password

[aHHas komaHaa No3BOMSIET BKNIOYUTL BBOA napona ana Bxoda Ha passinyHble YpoBHU npuBuUnernn. I'Ip|/|
ncnonb3oBaHn (*)OprI no KOMaHAa BepHEeT NapoJib K NyCTOMY 3Ha4Y€HUI0.

enable password [level PRIVILEGE-LEVEL] [0 | 7 | 15] PASSWORD
no enable password [level PRIVILEGE-LEVEL]

MapameTpsbl

level PRIVILEGE-LEVEL (OnumoHanbHO) YKkasblBaeT ypOBEHb NpUBUIErUN Ansl nofb3oBartens. [uanasoH
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DGS-3130 Pykosodcmeo ronb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

OOCTYNHbIX ypoBHeN npusuneruit ot 1 ao 15. Ecnn 310 3Ha4YeHue He BBeAEHO,
UK ncnonb3yetcs hopmMa No, YypoBHEM MO YMOMYaHuUo cuntaetcs 15.

0 (OnumoHankbHo) Maponb B 06bIMHOM TEKCTOBOM BUAE. [nvHa napons MoxeT
cocTaenaTb oT 1 o 32 cMMBOMOB U coaepxaTtb npobensl. MNaponb
YyBCTBUTENEH K perncTpy. Ecnv cMHTakcuc napons He ykasaH, um byget
NPOCTON TEKCT.

7 (OnumoHaneHo) 3almdpoBaHHbIN Naposib Ha ocHoBe SHA-1. [1nvHa napons
orpaHuyeHa 35 Gavitamu. [Naponb YyBCTBUTENEH K PerncTpy v 3awmdpoBaH.
Ecnu cuHTakenc napons He yka3saH, UM ByaeT npoCcTon TEKCT.

15 (OnumoHanbHO) 3awmndpoBaHHbIM Naporb Ha ocHoBe MD5. invHa napons
orpaHuyeHa 31 6avitom. MNMaponb YyBCTBMTENEH K PErUCTPY U 3awmndpoBaH.
Ecnu cuHTakcnc napons He ykasaH, UM ByaeT npoCcTon TEKCT.

PASSWORD Maponb ans nonb3oBaTtens.

Mo ymonyaHuto

Mo ymonyaHuio napornb He 3aaaH. [laHHasa cTpoka ocTaeTcsi MyCTOW.
Pexxum BBoa komaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YpoBeHb 15

Ucnonb3oBaHne KOMaHAbI

HasHauyeHune napona ana Bxoda Ha pasrinyHble YpoBHU npusunernun. Kaxabin YpPOBEHb MMEET TOJNTIbKO OAUH

naporb.
Mpumep
B gaHHOM npumepe nokasaH npouecc HasHadeHnsa naponda «MyEnablePassword» ons ypoBHsi npusunermm
15.
Switch# configure terminal
Switchi{config) #enable password MyEnablePassword
Switch# disable
Switch# enable
F?i:’i:‘iw::[:i:******* *ok ododh oA ok oAk
Switch# show privilege
Current privilege level 15 15
Switch#

5-5 ip http server

[aHHas komaHga nossongeT Bknountb cepep HTTP. Mpu ncnons3oBaHny opmMbl NO KOMaHAa OTKMAYNUT
cepep HTTP.

ip http server
no ip http server

T |V| h v https://tm.by

—ALIAE §70RE NHTepHeT-marasuH



DGS-3130 Pykoeodcmeo ronb3ogeamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonyaHuio AaHHas onums BKIOYEHa.
Pexxum BBOoga KoMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas komaHaa nossonget Bkntountb cepsep HTTP. MuTepderic agoctyna HTTPS otaensHo ynpaenseTcs
komaHaamun SSL.

Mpumep

B gaHHOM npumepe nokasaH npolecc BKtoYeHus cepsepa HTTP.

Switch# configure terminal
Switchi{config)# ip http server
Switch{config)#

5-6 ip http secure-server

[aHHas komaHga no3eongaeT Bktountb cepep HTTPS. MNpu ncnonb3oBaHumn popmMbl NO KOMaHAa OTKITIOYUT
cepeep HTTPS.

ip http secure-server
no ip http secure-server

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonyaHmio gaHHas onums OTKIYeHa.
Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onst ynpaensiemMoeo cmekupyemMoao KoMMmymamopa 3 ypoeHs

[aHHas komaHga no3songaeT BkNountb cepsep HTTPS 1 ncnonb3oBaTbh BCTPOEHHbIV NOKanbHbIN
ceptudpumkat gna HTTPS.

Mpumep

B naHHOM npumepe nokasaH npouecc BkntoveHus HTTPS-cepepa.

Switch# configure terminal
Switch{cenfig)# ip http secure-serwver
Switch{config)#

5-7 ip http access-class

[aHHaa komaHaa no3sonseT YKa3aTb CNUCOK, KOTOPOMY Heobxoanmo OrpaHnynTb O0CTYN K HTTP-cepBepy.
npl/l ncnonb3oBaHUn d)OprI Nno KOMaHAa yaanuTt cnncok gocrtyna un3 cpvu'lepa.

ip {http | https} access-class /P-ACL
no ip {http | https} access-class /P-ACL

MapameTpbl

IP-ACL CraHgapTHbI cnncok goctyna IP-agpecos. [None agpeca NCTOYHMKA onpegensieT
JOBEPEHHbBIN NN HELOBEPEHHbLIN Y3er.

Mo ymonyaHuto

Het

Pexxvum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

[aHHas komaHaa No3BoMnseT yKkasaTb CIUCOK, KOTOPOMY HEOOXOAMMO orpaHuyuTe goctyn k HTTP-cepBepy.
Ecnu ykasaHHbIN CIMCOK 4OCTyNa He CyLLecTBYeT, komaHaa He byaeT BbIMOMHEHa, U HU OOWH U3 CMMCKOB
goctyna He 6yaeT npoBepATbest npy goctyne K HTTP.

Mpumep

B naHHOM npumepe nokasaH npoLuecc co3faHusa cTaHa4apTHOro cnucka AoCTyna 1 HasHayYeHne ero Ans
poctyna k HTTP-cepeepy. locTyn k cepepy AaeTcs Tonbko y3ny 226.1.1.1.

Switch# configure terminal

Switchi{config)# ip access-list http-filter
Switchi{config-ip-acl)# permit 226.1.1.1 255.255.255.255
Switchi{config-ip-acl)# exit

Switchi{contig)# 1p http access-class http-filter
Switchi{config)#
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

5-8 ip http service-port

HaHHas komaHga nossonseT ykasaTe nopT HTTP. [Npu ncnone3osaHum popMbl no KOMaH4a BEPHETCS B
HaCTPOWMKM MO YMOIYaHMIO.

ip http service-port TCP-PORT
no ip http service-port

MapameTpbl

TCP-PORT Homep nopta TCP. nanasoH noptoB TCP ot 1 go 65535. Kak npasuno, ansa
npotokona HTTP HasnavaeTtca TCP-nopT 80.

Mo ymonyaHuto

Mo ymonuaHuto ncnoneayetcs nopt 80.

Pexxum BBoga KomaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas komaHaa nossonget ykasatb TCP-nopt ans cepsepa HTTP.
Mpumep

B naHHOM npumepe nokasaH npouecc HacTponkn TCP-nopta 8080 ans HTTP.

Switch# configure terminal
Switch{config)# ip http service-port 2080
Switch{config)#

5-9 ip http timeout-policy idle

[aHHasa komaHga No3BoNnseT 3agaTh 3HAYEHWE TanuM-ayTa ass nogkrodeHus K cepsepy HTTP. [Mpu
ncnonb3oBaHMM HOPMbl NO KOMaHAa BEPHETCA B HACTPOMKMN MO YMONYaHMIO.

ip http timeout-policy idle INT
no ip http timeout-policy idle

MapameTpbl

INT 3HayeHne Tanmepa B cekynaax. [lonyctumein guanasoH ot 60 go 36000.

Mo ymonyaHuto
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onst ynpaensiemMoeo cmekupyemMoao KoMMmymamopa 3 ypoeHs

Mo ymonuyaHuto 3HayeHue coctasnseT 180 cekyH.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue koMaHAabI

[aHHas komaHOa no3BongaeT 3aAaTb 3HaYeHWe TanM-ayTa Ang noaknodeHus K cepsepy HTTP.
Mpumep

B naHHOM nprvmMepe nokasaH npouecc HacTponkn TarM-ayTa co 3HavyeHnem 100 cekyHn.

Switch# configure terminal
Switchi{ceonfig)# ip http timescut-policy idle 100
Switchi{config)#

5-10 ip telnet server

[aHHasa komaHga ucnonbayeTcsa Ans BKAoYeHus cepeepa Telnet. Npu ncnons3oBaHUK oopMbl ho KOMaHaa
oTknouunT cepeep Telnet.

ip telnet server
no ip telnet server

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonyaHuio gaHHas onuus BKIOYeHa
Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHasa komaHga ncnonb3ayeTcsa 4N BKAYEHUS Uy oTKNoYeHns cepeepa Telnet. UHTepdgenc goctyna
SSH oTaenbHO ynpaenseTcs komaHgamm SSH.

Mpumep

B naHHOM npumepe nokasaH npouecc BKNMYeHna cepBepa Telnet.
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DGS-3130 Pykosodcmeo nonb3oeamersi (CLI) Onsa yrnipasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

Switch#f configure terminal
Switch{config)# ip telnet server
Switch{config)#

5-11 ip telnet service port

[aHHas komaHga no3songeT 3agartb nopt Ans Telnet. Mpu ncnonb3oBaHMM OPMbI NO KOMaHAa BEPHETCA B
HACTPOWKM NO YMOSTHaHUIO.

ip telnet service-port TCP-PORT
no ip telnet service-port

MapameTpbl

TCP-PORT Homep nopta TCP. nanasoH noptoB TCP ot 1 go 65535. Kak npasuno, ansa
Telnet HasHavaeTca TCP-nopT 23.

Mo ymonyaHuto

Mo ymonuyaHuto ncnonb3yetcs nopt 23.

Pexxum BBOoga KomaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas komaHaa no3songeTt ykasatb TCP-nopT ansa goctyna k Telnet.
Mpumep

B gaHHOM npumepe nokasaH npouecc HacTponkn cepsucHoro nopta 3000 gna Telnet.

Switch# configure terminal
Switchi{config)# ip telnet service-port 3000
Switch{config)#

5-12 ip telnet source-interface

[aHHas komaHga no3eondaeT 3agath IP-agpec nHtepdeinca, KoTopbii OyaeT NCNonb30BaTbCA B KAYECTBE
agpeca uctovHuka Telnet-nakeToB npu yctaHoBke Telnet-coeguHenus. MNpu ncnonb3osaHmn popmel no
KOMaHOa BEPHETCH B HACTPOWMKU MO YMOSYaHWIO.

ip telnet source-interface INTERFACE-ID
no ip telnet source-interface

T |V| h v https://tm.by

—ALIAE §70RE NHTepHeT-marasuH



DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

MapameTpsbl

INTERFACE-ID IP-apgpec nHTepderica, koTopbin ByaeT Ncnonb3oBaThCs B KAYeCTBe agpeca
WCTOYHMKA NaKeToB Npu ycTaHoBKe Telnet-coegmHeHus.

Mo ymonyaHuto

Mo ymonuaHuio ucnonbayetca IP-agpec 6nmxaniwero nitepderica.
Pexxum BBoga komaHAabI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

HaHHas komaHga no3sonseT ykasaTb IP-agpec nHtepdenca, kotopbli 6yoeT UCMoNb30BaThCs B KAYECTBE
afpeca nakeToB Npu ycTtaHoBke Telnet-coeamHeHus.

Mpumep

B aaHHom npumepe nokasaH npouecc HacTponkn VLAN 100 B kayecTBe ncxogHoro uHtepdpenca gns Telnet-
NakeToB ANsl MTHULUMMPOBAHUA NOAKmModeHns no Telnet.

Switch# configure terminal
Switch{cenfig)# ip telnet scurce-interface wlanllO
Switchi{contfig)#

5-13 line

[daHHas komaHaa Nno3BonseT naeHTMdUUMPOoBaTh TUM CECCUMU AN KOHUrypaumm n BOUTK B pexum Line
Configuration Mode.

line {console | telnet | ssh}

MapameTpbl

console JlokanbHas KoHCOMbHas ceccus TepMuHana.
telnet Ceccusa TepmuHana Telnet.

ssh Ceccusa TepmmHana SSH.

Mo ymonyaHuto
Het
Pexxum BBoAa komaHAbl

Global Configuration Mode
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DGS-3130 Pykosodcmeo nonb3oeamernsi (CLI) Onsa yrnipasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

HaHHas komaHga no3sonseT BonTn B pexum Line Configuration Mode.
Mpumep

B naHHOM npumepe nokasaH npouecc Bxoga B pexum Line Configuration Mode ans ceccum Tepmunana SSH
N HacCTpoWiku knacca goctyna «vty-filtery.

Switch# configure terminal

Switchi{config)# line =ssh
Switchi{config-line)# access-class wvty-filter
Switch{config-line)#

5-14 service password-recovery

[daHHas komaHaa No3BOMSET BKIIOYMTL (PYHKLUIO BOCCTaHOBNEHUA napons. MNpu ncnons3osaHny hopMbl ho
KOMaHga OTKIMIOUYNUT (PYHKLMIO BOCCTAHOBNEHUS Napons.

service password-recovery
no service password-recovery

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonuyaHuio gaHHas onums BKNOYEHa.
Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb kKOMaHAbI MO YMON4YaHUIo
YpoBeHb 15

Ucnonb3oBaHue KoMaHAbI

D,aHHaﬂ KOMaHA4a No3BONAET BKIMKOYUTb q.)yHKLI,I/IIO BOCCTaHOBIEHUA Napona. q)yHKLl,I/IFl BOCCTaHOBII€HUA
napong BKr4YeHa no ymosnyaHuio.

Mpumep

B naHHOM npmumepe nokasaH npouecc OTKI4YeHndA beHKLI,VIVI BOCCTaHOBJIEHNA NaponA.
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DGS-3130 Pykosodcmeo nonib3og8amens (CLI) dns ynpaensemoao cmekupyemMoao KoMmymamopa 3 ypoeHsi

Switch# configure terminal
Switch{config)# no service password-recovery
Switch{config)#

5-15 service password-encryption

[aHHasa komaHaa ncnonb3yeTcs Ans BKIoYeHMs LM poBaHus Napons nepen coxpaHeHnem B doaine
koHurypaumu. Mpu ncnonb3oBaHnM hopMbl NO KOMaHAa OTKIIOYUT LUNGPOBaHKE.

service password-encryption [7 | 15]
no service password-encryption

MapameTpbl
7 (OnumoHanbHo) Maponk, 3awndpoBaHHbIN Ha ocHoBe SHA-1.
15 (OnumoHanbHO) MNapornb, 3awndpoBaHHbIA Ha ocHoBe MD5.

Mo ymonyaHuto

Mo ymonyaHuio gaHHas onums BKIOYEHa.

Pexxum BBOAAa KOMaHAbI

Global Configuration Mode

YpoBeHb kOMaHAbI MO YMON4YaHUio

YpoBeHb 15

Ucnonb3oBaHne KOMaHAbI

WHpopmaums o koHdurypauum y4eTHON 3anucy Nosnb3oBaTtens XpaHUTCsa B Tekywem danne KoHpurypaumm
(running configuration) n moxeT npumMeHATbLCS No3aHee. Ecnu BknoveHa KomaHaa service password-
encryption, naponb 6ygeT xpaHuTbcs B 3awmdgpoBaHHOM BUae.

Ecnu onuusa wndpoBaHusa napons oTkYeHa, a Naporb yka3aH B NPOCTON TEKCTOBOW hopMe, OH
coxpaHuTcs B popMe 06bl4HOro TekcTa. Ho ecnv naponb ykasaH B 3alumMdpoBaHHOM BUAE, U Naponb Obin
npeobpas3oBaH B 3alumnpoBaHHyto hopMy KOMaHaon service password-encryption, napons 6yget

XpaHUTLCA B 3alundpoBaHHOM Bude. Ero Henb3sa GyaeT nepeBecTi o6paTHO B NMPOCTYHO TEKCTOBYIO DOpMY.

[aHHasa komaHga NPUMEHAETCA K Naposito yquH0|7| 3anncum nonb3oBaTend, 3agaHHOMY Maposio 1 Naposio

ayTeHTUdmKaLun.
Mpumep
B gaHHOM npumepe nokasaH Npouecc BKNIOYEHMS WMdPOBaHUA Napons nepes coxpaHeHnem B channe
KOHdurypauumu.
Switch# configure terminal
Switch{config)# service password-encryption
Switchi{config)#
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5-16 show terminal

[aHHasa komaHga ucnonb3yeTcsa AN NonyvYeHna nHopMaunm o HacTPoKMKax napamMeTpoB KOHurypaumm
TepMuHana gnsi TeKyLlen ceccum TepMmmuHana.

show terminal
MapameTpsbl
Het
Mo ymonyaHuto
Het
Pexxum BBOOA KOMaHAbI

User/Privileged EXEC Mode
JTiobown pexxum koHdurypaumm

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 1
Ucnonb3oBaHne KOMaHAbI

[aHHasa komaHga ucnonbayeTca 4N NonyyYeHnsa MHpopmMaLumm 0 HacTpPoKrKax TepMUHana ans Tekywen

ceccuun.
Mpumep
B oaHHOM npuMepe nokasaH npouecc oTobpaxeHns HopMaLMM 0 HacTpolkax TepMuHana ans TekyLen
ceccuun.
Switch# show terminal

Terminal Settings:

Length: 24 lines

Width: 80 columns
Default Length: 24 lines
Default Width: 80 celumns
Baud rate: 9600 bps
Switch#

5-17 show ip http server

[aHHas komaHga ucnonb3yeTcs ans otobpaxkeHnsa nHgopmauum o coctosiHnm HTTP-cepeepa.
show ip http server

MapameTpbl
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Het

Mo ymonyaHuto

Het

Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTrobon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KOMaHAbI

HaHHas komaHaa ncnonb3yeTcs Anst otobpaxeHus nHgopmMauum o coctossHm HTTP-cepBepa.

Mpumep

B naHHOM npumepe nokasaH npouecc otobpaxeHnst tHdopmauum o coctosHnm HTTP-cepeepa.
Switch# show ip http server
1 http serwver state @ enablea

Switch#

5-18 show ip http secure-server

[aHHas komaHga ucnonb3yeTcsa Ansa otobpaxeHusa nHdpopmaLmMm o cocTositHum SSL.
show ip http secure-server

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTiobon pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOMN4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbI

[daHHas komaHaa ucnonb3yeTcs Ans oTobpaxeHus nHgopmMauum o coctosHum SSL.

Mpumep
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B paHHOM npumepe nokasaH npouecc oTobpaxeHnst tHopmauum 0 cocTosiHUmM SSL.
Switch# show ip http secure-server
ip http secure-server state : disablea

Switché#

5-19 show users

[aHHas komaHaa ucnonb3yeTcs Anst oTobpaxeHus MHopMauumn 00 akTUBHBLIX CECCUSIX HA KOMMYTaTope.
show users

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTrobon pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAabI

[aHHas komaHaa ucnonb3yeTcs Anst oTobpaxeHus MHopMaLumn 06 akTUBHBLIX CECCUSIX HA KOMMYTaTope.
Mpumep

B naHHOM npumepe nokasaH npouecc oTobpaxeHnst MHopmauumn 060 BCex ceccusx.

Switch# show users

ID Type Uz er-HName Privilege Login-Time IF address

i * console admin 15 12M55

1 telnet menitoruser 2 30T2H20M1 58 172.171.14a0.1040
10 S5 5H 123 15 1M4 55 172.171.160.100

Total Entries: 3

Switchf
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5-20 telnet

[aHHas komaHga no3sonsaeT NOAKMIYUTECS K APYroMy YCTPOUCTBY € noaaepxkon Telnet.

telnet [/P-ADDRESS | IPV6-ADDRESS] [TCP-PORT]

MapameTpbl

IP-ADDRESS IPv4-apgpec yana.

IPV6-ADDRESS IPv6-agpec yana.

TCP-PORT Howmep nopta TCP. lnanasoH noptoB TCP o1 1 go 65535. Kak npasuno,

ans Telnet HasHavwaeTca TCP-nopt 23.

Mo ymonuyaHuto

Het

Pexum BBOoAa KOMaHAbI
User/Privileged EXEC Mode.
YpoBeHb KOMaHAbI MO YMOMYaHUI0
YpoBeHb 1.

Ucnonb3oBaHue KoMaHAbI

HanHas dpyHkuma Telnet-knmeHTa MoxeT ObiTb MCNONb30BaHa AN CBSA3U C APYIMM YCTPONCTBOM C MOMOLLIbHO
Telnet.

MO Telnet nognepxnBaeT ocobble koMaHapbl B Buae Telnet-nocnenoBartensHocTen, KOTOpble NpeobpasyoT
CTaHAapTHble (byHKUMM ynpaBreHus TepMuMHanom B oyHKUuM, cneuudmdeckue ans cuctemsl. ns
BbINonHeHus Telnet-komaHabl BBeAMTE nocnenoBaTesibHOCTb escape, a 3aTeM CUMBOJT KOMaHAb.
MocnepoBaTtenbHOCTb escape no ymonyaHuto CTRL+_ (Haxkmute n ygepxuante CTRL, Shift n HmxHee
nogyepkmnaHue). Cneunduryeckmne komaHabl Telnet OyayT otobpaxartbcs crnegyowmm oopasom:

e - oTkntodeHue ot Telnet. [1na oTkntodeHna ceccumn Telnet MoXeT MCNoNb30BaTLCA Kak MPONMCHas, Tak n
CTpo4yHasi Gyksa "e".

Ecnu HaxxaTb Apyryto knasuLly, TepMUHan BEpHETCS K M3HavarnbHO akTMBHOM cecun Telnet.

Ha kommyTaTope MOXeT ObITb OTKPbITO Heckonbko Telnet-ceccun, n kaxxaas oTkpbiTasa Telnet-ceccus moxeT
nogaepxuneatb ceoe knmeHtckoe MO Telnet-knneHTa ogHOBPEMEHHO.

Mpumep
B gaHHOM npumepe nokasaH npotecc noaknoyveHus K IP-agpecy 10.90.90.91 ¢ nomoubto nopTta 23. IP-

agpec 10.90.90.91 sBngaetcsa untepdencom ynpaenenns DGS-3130-30TS, no3BonsaoOLWMM NoOfb30BaTENO
BOWTM B YYETHYIO 3anuceb.
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Switch# telnet 10.90.90.91
DE5-3130-30TS5 Gigabit Ethernet Switch
Command Line Interface
Firmware: Build 1.00.001
Copyright {(C) 2017 D-Link Corporaticn. All rights reserved.
Fassword required, but none set

Switch#

B naHHOM npumepe nokasaH npouecc nogkntoyeHus no Telnet k IP-agpecy 10.90.90.91 yepes nopt 23, ecnu
noakntoyeHne He yganocs. [onbitaemcsa ncnons3osats nopT 3500 Ang Bxoda B nHTepdenc ynpasneHus.

Switch#telnet 10.30.90.91
ERRCE: Could net epen a connectien te hest on serwver port 23,
Switch# telnet 10.90.90.31 3500
DE53-3130-30T5 Gigabit Ethernet Switch
Command Line Interface
Firmware: Build 1.00.001
Copyright {C) 2017 D-Link Cerporaticn. All rights resecwved.

Fassword required, but none set

Switch#

5-21 terminal length

HaHHasa komaHga ncnonb3yeTcs AN HAaCTPOMKN KoNnyecTBa CTPOK, oTobpaxkaeMblx Ha akpaHe. KomaHaa
terminal length BnuseT Tonbko Ha Tekywyto ceccuno. Komanga terminal default length yctaHosut
3Ha4yeHve No YMOMYaHWIo, HO He MOBMNSAET Ha TeKyLlyto ceccuio. Co3aaHHbIv 3aHOBO TepMuHan byaet
MCMonb30BaTb 3HaYeHne nNo ymonyaxuio. Mpu ncnonb3osaHMn OpMbl NO KOMaHAa BEPHET HacCTPOMKM MO
YMONYaHuto.

terminal length NUMBER

no terminal length

terminal length default NUMBER
no terminal length default

MapameTpbl

NUMBER KonuuectBo cTpok, oTobpakaemoe Ha akpaHe. [JonyCTiMbl 3Ha4YeHUs OT
0 no 512. MNMpu 3HaveHun 0 oToBpakeHne He NpeKkpaTuTcH, noka He byaeT
OOCTUrHYT KOHeL, oTobpaxaemMoro matepuana.
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Mo ymonyaHuto
3HayeHne No ymonyaHuio — 24.
Pexxum BBOoga KomaHAbI

User/Privileged EXEC Mode ansa komaHgel terminal length
Global Configuration Mode gns komangpbl terminal length default

ypOBeHb KOMaHAbl N0 yMon4aHuUw

YposeHb 1 (ans komaHabl terminal length)
YposeHb 12 (ana komangpsl terminal length default)

Ucnonb3oBaHMe KOMaHAbI

npl/l 3HayeHun 0 0T06pa>i<eHv|e HE MNMpeKpaTnTc4d, Noka He 6y,u,eT OOCTUTHYT KOHel 0To6pa>|<aeM0ro
maTtepuana.

Ecnu ansa terminal length ykasaHo 3HadeHune, otnmyHoe ot 0, Hanpumep 50, To oTobpaxkeHne byaet
ocTaHaBnmBaTbes nocrie kaxablx 50 cTpok. [laHHaa komaHaa nucnonb3yeTcsa Ang HacTPOMKU KonmyecTea
CTPOK, OTOOpaXkaemMbIX Ha 3KpaHe BO BPeMsI TeKyLLeln ceccumn. [JaHHasa koMaHAa Takke NpMMeHsieTcs ans
ceccum Telnet n SSH. [JoctynHbl 3HaveHus ot 0 go 512. 3HayeHue no ymonyaHuio — 24. Mpu BeiGope 0
KommyTaTop ByaeT NnpokpyyumBaTh MHAOPMaLUIO aBToMaTnyecku, 6e3 naya.

3a BbIBOOOM OT OHOM KOMaHAbl, BbIXOASLLEN 3a rpaHuLy aucnnes, 6yaet cnegosaTe noackaska —More—.
Mpu nosiBneHun noackasku —More—, Haxxmute CTRL+C, q, Q nnn ESC, 4tobbl NnpepBaTh BbIBOA U
BEPHYTLCA K NoAackaske. HaxmuTte npoben ons otobpaxeHunst 4ONOMHUTENBHOMO 3KpaHa BbiBOAA UM
HaxxmuTe Return onsa otobpaxkeHus eLle ogHON CTPOKM BbiBoda. [pu HacTpolke AnvHbI 3kpaHa Ha 0
OTKMoYaeTcst PYHKUUS NPOKPYYMBaHUSA, U3-3a YEro BECb BbIBOA dKkpaHa oTobpaxaertcs cpasy. [loka He Oyget
ncnonb3oBaHo kntodeBoe crioBo default, nsmeHeHus 3HauveHus terminal length 6yayT npuMeHATLCS TONBKO K
TekyLien ceccun. Mpu ncnonb3oBaHnn popmMbl NO JaHHOW KOMaHAbl KONIMYECTBO CTPOK Ha aKpaHe
TepMuHana copacbiBaeTcs Ha 24.

KomaHga terminal length default goctynHa B pexxume rmobanbHow koHdurypaumm Global Configuration
Mode. MNMapameTpbl KOMaHAbl HE BMSIOT Ha TEKYLLME CECCUN TePMUHana, Ho ByayT BAMATb Ha Ceccuu,
aKTMBMpPOBaHHble nosgHee. COXpaHUTb MOXHO TOMbKO 3HaYeHUe AMNvHbI TePMUHaNa no yMom4aHuio.
Mpumep

B oaHHOM npumMmepe nokasaH npouecc NSMeHEHUA Konn4vecrtea CTPOK Ha 60.

Switch# terminal length &0

Switch#

5-22 terminal speed

[aHHasa komaHga ncnonb3yeTcsa A8 HAaCTPOWKN CKOPOCTW TepMuHana. NMpu ncnons3oBaHum oopMbl NO
KOMaHJa BEPHET HaCTPOWKM MO YMOMYaHuio.

terminal speed BPS
no terminal speed

MapameTpbl
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BPS CkopocCTb KoHCONM B BuT/C.

Mo ymonyaHuto

3HayeHue no ymonyaxuio — 115200.
Pexxum BBOoga KomaHAbI

Global Configuration Mode
YpoBeHb kKOMaHAbI MO YMONM4YaHUo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHasa komaHga ncnonb3yetca ona HaCTpOIZKI/I CKOPOCTKM NogKn4eHna TepMmmnHana. HeKOTopre CKOpPOCTU
nepenayvun gaHHbIX, 4OCTYMHbIE Ha NOAKIMHYEHHbIX yCTpOI7ICTBaX, He nogaepXmnBarTCA KOMMYTaTOPOM.

Mpumep

B gaHHOM npuMepe nokasaH NpoLecc U3MEHEHNS CKOPOCTM MocreAoBaTenbHOro nopta Ha 9600 Gut/c.

Switch# configure terminal
Switechi{config)# terminal spesd 9600
Switchi{contfig)#

5-23 session-timeout

[aHHaa komaHaa No3BoNSET 3a4aTb 3HAYEHUE TaVIM-ayTa ceccun. I'Ip|/| ncnonb3oBaHnn (bOprI NOo KOMaHOa
BEPHET HaCTpOVIKM Nno ymMOJ14aHUIO.

session-timeout MINUTES
no session-timeout

MapameTpbl

MINUTES Taym-ayT B MuHyTax. [pun ncnonb3oBaHuun 3HadeHnsa 0 Tanm-ayT He UCTeKaeT
HUKoraa.

Mo ymonyaHuto

3HayeHne No ymonyaHuo — 3 MUHYTHI.
Pexxum BBOAA KOMaHAbI

Line Configuration Mode

YpoBeHb KOMaHAbI MO yMOM4aHUIo
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI
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[aHHaa komaHaa No3BONSET 3afaTh 3HAYEHME TaM-ayTa CeCcCum, Nocne KOTOporo NpousonaeT
aBTOMaTUYECKUIN BbIXO, U3 YYETHOW 3anucu.

Mpumep

B oaHHOM npmnmepe 3agaeTca Takoe 3Ha4veHue, npu KoOTopom TaIZM-ayT He NCTteKkaeT HMKoraga.

Switch# configure terminal
Switchi{config)# line conscle
Switeh{config-line)# sessicn-timecut 0
Switch{config-line)#

5-24 terminal width

[aHHas KomaHga ucnonb3yeTcs Anst HACTPOWKM KONMYecTBa CTONOLOB CMMBOJSIOB, OTOBpaXkaembix Ha
aKpaHe Ans Tekyuwen ceccun. KomaHga terminal width Bnusaet Tonbko Ha TekyLlyto ceccuto. Komanaa
terminal width default ycraHoBUT 3HaueHMe No ymonyaHuio, HO He MOBMUSIET HAa TEKYLLYH CECCUIO.
Co3aaHHbI 3aHOBO TepMUMHan OyaeT UCnosb3oBaTh 3Ha4YeHWe No ymonyanuio. MNMpu ncnonb3oBaHnn opMbl
NO KOMaH4a BEPHETCSI B HACTPOWKM MO YMOJTHaHUIO.

terminal width NUMBER

no terminal width

terminal width default NUMBER
no terminal width default

MapameTpbl

NUMBER Konnyectso cnmBonoB, oTobpaxaemoe Ha akpaHe. [JonycTuMbl 3HaYeHus
o1 40 po 255.

Mo ymonyaHuto
3HayeHune no ymon4yaxuio — 80.
Pexxvum BBOAa KOMaHAbI

User/Privileged EXEC Mode ansa komaHabl terminal width
Global Configuration Mode ons komangpsl terminal width default

YPOBeHb KOMaHAbl N0 ymMmon4yaHuio

YpoBeHb 1 (ans komaHgbl terminal width)
YpoBeHb 12 (onsa komaHabl terminal width default)

Ucnonb3oBaHWe KOMaHAbI

Mo ymonuaHuto WnpuHa TepMmmnHana coctaenset 80 cumsonos. Komanaa terminal width nossonser
U3MEHUTb LUMPUHY TepMUHana u NpUMEHSIETCSA TOMbKO K TekyLlen ceccuun. Npu ncnonb3oBaHum opMbl N
KOMaHOa BEPHET 3Ha4YeHne Nno ymonyaHuio, To ectb 80 CMMBOSOB.

KomaHga terminal width default foctynHa B pexxwume rmobansHom kKoHdurypauum Global Configuration
Mode. MNMapameTpbl KOMaHAbl HEe BIMSIIOT HA TEKYLLIME CECCUMUN TePMUHaNa, HO OHKM ByayT BNMATbL Ha ceccuu,
aKTUBUPOBaHHbIe Nno3gHee. CoXpaHUTb MOXKHO TOMbKO 3HAaYEHWE LUIMPVHBI TEPMMHATA MO YMONYaHWIO.
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Ho npu yganenHom goctyne k ceccumn CLI, Hanpumep, Telnet, wnpuHa TepmuHana asTocornacosaHus byaet
NMETb NPEMMYLLIECTBO Ha HacTpomkamMm No YMOn4aHuio, ecrv aBTocornacosaHue byger ycnewHsim. B
NMPOTMBHOM CryyYae NPUMeEHATbLCSA ByayT HACTPOMKM NO YMOSYaHUIO.

Mpumep
B gaHHOM npumepe nokasaH NpoLecc N3MEHEHUs TeKyLen WNMpKUHbI TepmmHana Ha 120.
Switch# show terminal
Length: 24 lines
Width: 80 columns
Default Length: 24 lines
Default Width: 80 columns

Baud rate: 9&00

Switch# terminal width 120
Switch# show terminal
Length: 24 lines

Width: 120 eclumns
Default Length: 24 lines
Default Width: 20 coclumns

Baud rate: 3600

Switch #

5-25 username

[aHHas komaHaa no3BongeT co3naTb YYETHYI0 3anncb NoJfib3oBaTeENA. an MCnoJjib30BaHUn d)OprI no
KOMaHOa yaanmt y4eTHYH 3annucb nosnb3oBaTens.

username NAME [privilege LEVEL] [nopassword | password [0 | 7 | 15] PASSWORD]
no username [NAME]

MapameTpbl

NAME Wm4a nonb3oBaTtens, MakcuMmym 32 cumBona.

privilege LEVEL (OnumoHanbHO) YpoBeHb NpUBUMIErnn Ans Kaxaoro nons3osaTtens. [uanasoH
OOCTYNHbIX ypoBHer oT 1 go 15.

nopassword (OnumoHanbHO) YKasbiBaeT, YTO K AaHHOW y4eTHON 3anvcy He ByaeT
NPUMEHSATLCS Naporb.

password (OnumoHanbHo) YKasblBaEeT, YTO K AaHHOW y4eTHON 3anvcy ByaeT NpUMEHSITbLCS
naporneb.

0 (OnumoHanbHO) MNMaponb B 06bIMHOM TEKCTOBOM BuAe. [AnvHa napons MoxeT
cocTaBnaTb OT 1 4o 32 cuMBOMOB U cofepxaTb npobensl. Maponb
YyBCTBUTENEH K perncTpy. Ecnv cuHTakcuc naponsi He MOXeT ObITb yka3aH, UM
OyneT obbIYHbIN TEKCT.

7 (OnumoHaneHo) Maponk, 3awmndgpoBaHHbIN Ha ocHoBe SHA-1. [InnHa naponsi
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orpaHuyeHa 35 Gavitamu. Naponb YyBCTBUTENEH K pernctpy. MNaponb
3awmndposaH. Ecnu cuHTakenc napons He ykasaH, UM 6ygeT obblYHbIN TEKCT.

15 (OnumoHanbHo) Maponb, 3awndpoBaHHbIN Ha ocHoBe MD5. [1nvHa napons
orpaHunyeHa 31 6aritom. [Napone YyBCTBUMTENEH K perncTpy. Mapornb
3awwmndposaH. Ecnu cuHTakeuc napons He ykasaH, UM 6yaeT obblYHbIN TEKCT.

PASSWORD (OnumoHanbHO) MNMaponb Ha OCHOBE OAHOMO U3 yKa3aHHbIX BbiLLE NapamMeTpoB.

Mo ymonyaHuto

Mo ymonyaHu1io ncnonb3yeTcs cuctema ayteHTudmkaumm 6e3 MMeHn y4eTHON 3anucu.
Ecnn He ykasaHo apyroe, ucnonb3ayire 1.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KoMaHAabI

[aHHas komaHOa Nno3BongaeT co3faTh YYETHYIO 3anUch NOMb3oBaTens ¢ pasnNUYHbLIMU YPOBHAMU A0CTyNa.
Ecnu nonb3oBaTenb BXxoauT ¢ ypoBHeM 1, oH 6yaeT B pexume User EXEC Mode, n emy 6yaet Heobxogumo

ucnonb3oBaTb KoMaHay enable ans Bxoga B pexwum Privileged EXEC Mode.

Ecnun nonb3oBatenb BXoguT C YPOBHEM 2 UNn Bbille, OH cpady byaeT B pexume Privileged EXEC Mode. B
3TOM peXMMe HaxXOAATCHA BCe YPOBHU OT 2 o 15.

lMonb3oBaTenb MOXET yKa3aTb Naposb B 3alimdpoBaHHON bopme, Unu B Buae o0bbl4HOro Tekcta. Ecnn oH B
BMAe 0bbIYHOMO TEKCTa, HO BKMoYeHa PyHKUMUS WndpoBaHns Napons, To naponb byaeT nameHeH Ha
3aLWMdPOBaAHHbIN.

I'Ip|/| MCMonb30BaHMM KOMaHAbl No username 6e3 YKa3aHua UMeHU nonb3oBaTend, yaanaTtca Bce
nonb3oBaTesin.

Mo ymonyaHuio yyeTHas 3anvcb nofb3oBatens nycras. Ecnv yyeTHasa sanuck nonb3oBaTtens nycras, emy
OyneT cpasy HasHadveH pexum User EXEC Mode un ypoBeHb 1. lNonb3oBaTtenb MOXET AOMOMHUTENBHO BOWTU
B pexxuM Privileged EXEC Mode ¢ nomoubio KomaHabl enable.

Mpumep

B gaHHOM npumepe nokasaH Npouecc Co3AaHns YY4eTHOW 3anMcy agMMHUCTpaTopa ¢ umeHem admin v
naponem «mypassword».

Switch# configure terminal
Switch{config)# username admin privilege 15 password 0 mypassword
Switchi{config)#

B naHHOM npmnmMepe nokasaH npouecc yaaneHud yHeTHOVI 3anmcm agMMHUCTpaTopa ¢ UMeEHEM admin.

Switch# configure terminal
Switch{config)# no username admin
Switch{config)#
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5-26 password

[laHHaa komMaHaa No3BoNseT co3aaTb HOBbIV Naporb. Mpu Kcnonb3oBaHMM OPMbI NO KOMaHAa yaanuT
naporsb.

password [0 | 7 | 15] PASSWORD
no password

MapameTpsbl

0 (OnumoHankbHo) MNMaponb B 06bIMHOM TEKCTOBOM BuAe. [AnvHa napons MoxeT
cocTaBnaTb OT 1 Ao 32 cuMBOSIOB U cogepxaTb npobensl. [Maponb
YyBCTBUTESNEH K perncTpy. Ecnv cuHTakcuc napons He ykasaH, uv byget
OObIYHbIN TEKCT.

7 (OnumoHaneHo) Maponb, 3awndpoBaHHbI Ha ocHoBe SHA-1. [InuHa napons
orpaHunyeHa 35 6antamu. [Naponb YyBCTBUTENEH K perncTpy. MNaponb
3awmndpoBaH. Ecnun cuHTakcmuc napons He ykasaH, UM OyaeT oBblYHbIA TEKCT.

15 (OnumoHanbHO) Maponb, 3awndposaHHbLIn Ha ocHoBe MD5. [1nvHa napons
coctaBnset 31 6anT. MNaponb YyBCTBUTENEH K perncTpy. [Naponb 3alumdgpoBaH.
Ecnu cuHTakcnc napons He ykasaH, UM OyaeT OObIYHbI TEKCT.

PASSWORD Maponb ansa nonb3oBaTtens.

Mo ymonyaHuto

Het

Pexxum BBoAa komaHAbl

Line Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo
YpoBeHb 15

Ucnonb3oBaHue KoMaHAbI

D,aHHaﬂ KOMaHAa no3BOonsieT co3aaTh HOBbIN naponb Ona nonb3oBartend. ,u]'lﬂ KaXKgoro tuna ceccun MoxeT
Mcnonb3oBaTbCA TONTbKO OAUH Naporsib.

Mpumep

B naHHOM npumMmepe nokasaH npouecc co3gaHnd napona ana cecCum KOHConnu.

Switch# configure terminal
Switch{config)# line consocle
Switch{config-line)# password 123
Switch{config-line)#

5-27 clear line

[aHHasa komaHga ncnonb3yeTca On4d 3aBepLlleHna ceCCn NoAKNKYeHnA.

clear line LINE-ID
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MapameTpsbl

LINE-ID line ID ceccun coeguHeHNs], KOTOPbIN HEOOXOAMMO OTKIMIOYUTD.

Mo ymonyaHuto

HeTt

Pexxum BBOAa KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YpoBeHb 15

Ucnonb3oBaHne KOMaHAbI

[aHHaa komaHaa No3BOMSET OTKNIOYUTL aKTUBHYHO CECCUIO0 KOMMYTaTOpa. line ID npmuceBanBaeTCcd npu
co3gaHnn ceccnn NoAKINK4YeHn4. MCHOﬂb3yﬁTe KOMaHOy show users ans NPOCMOTPa aKTUBHbIX ceccun.

[aHHasa koMmaHaa MOXET OTKNIYNTL Tonbko ceccun SSH n Telnet.
Mpumep
B paHHOM npumepe nokasaH Npouecc OTKINoYeHus ceccum 1.

Switch# clear line 1

Switch#

6. KomaHabl npeaoTBpaleHns atak ARP Spoofing

6-1 ip arp spoofing-prevention

KomaHga ncnonbayetcsa ans Hactpoviku 3anncu ARP Spoofing Prevention (ASP), ncnonssyemon ans
npeaoTBpalleHnsa atak ARP. Micnonb3ynTe popmy no, 4tobbl yaanuTe 3anuck ARP Spoofing Prevention.

ip arp spoofing-prevention GATEWAY-IP GATEWAY-MAC interface INTERFACE-ID [, | -]
no ip arp spoofing-prevention GATEWAY-IP [interface INTERFACE-ID [, | -11]

MapameTpbl

GATEWAY-IP IP-agpec wnto3sa.

GATEWAY-MAC MAC-agpec wnto3a. Hactporikn MAC-agpeca 3ameHAT NocneaHo
KoHdpurypaumio ans Toro xe |IP-agpeca wnto3sa.

INTERFACE-ID UHTepdenc, koTopbli ByaeT akTUBMPOBaH Uy yaaneH U3 Yucna akTUBHbIX

nHTepencos (Npu ncnonb3osaHun opmel no). 3anucs ARP He BygeT
NPOBEPATLCH, €CNYU NPUHUMAIOLLMIA NOPT HE BKITHOYEH B YKa3aHHbLIN CMINCOK
nHTepdencos.

, (OnumoHanbHo) BblaeneHve cepumn MHTEPGENCOB UNW pasaeneHue rpynmbl

https://tm.by
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nHTepdencos oT npedblaywen. Npobensl 4o 1 nocrne 3anaTon
HeaonyCTUMBI.

- (OnumoHanbHO) YkaxunTte agnanasoH nHtepdencos. Mpobens! 4o n nocne
Aedmca HegonycTUMBI.

Mo ymonyaHuto

Mo ymonuyaHuto 3anucen Her.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb kKOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

HaHHas komaHaa ncnonb3yetcs ans Hactponku 3anmcn ARP Spoofing Prevention (ASP), 4Tobbl
npegpotepatuTb cnydpmHr MAC-agpeca 3awumiieHHoro wito3a. Mpu cozpgaHuum 3anucn, ARP-nakeTsl, y
koTopbIx IP-agpec nx uctouHunka cosnagaert ¢ IP-agpecom wnto3a, a MAC-agpec nx UCTOYHUKa He
cosnagaet ¢ MAC-agpecom wnto3a, 6yayT otopacbkiBatbest. ASP Oyaet nrHopmpoBate ARP-nakeTbl, ecnu
IP-agpec X UCTOYHMKA He COBMaAaeT C HAaCTPOeHHbIM IP-agpecoM wnto3a.

Ecnu agpec ARP coBnagaet ¢ HacTpoeHHbIM IP-agpecom wnto3a, MAC-agpecom 1 Cnnckom nopToB, TO
npoBepka Dynamic ARP Inspection (DAI) 6ygeT nrHopmpoBaTbCsl, HE3aBMCUMO OT TOrO SIBNSIETCS N NOPT
ARP 'trusted', nnu 'untrusted'.

YKkasaTb MOXHO TONbKO hU3NYECKNE MOPTHI.

Mpumep

B naHHOM npumepe nokasaH npouecc HacTporiku 3anucn ARP Spoofing Prevention c IP-agpecom
10.254.254.251 n MAC-agpecom 00-00-00-11-11-11 gna Ethernet-nopTa 1/0/1.

Switch#configure terminal

Switchi{config)# ip arp speoocfing-preventicn 10.254.254.251 00-00-00-11-11-11 interface Ethernet
170710

Switch {config)#

6-2 show ip arp spoofing-prevention

HaHHas komaHaa ncnonb3yeTcs ans otobpaxeHus Hactpoek ARP Spoofing Prevention.
show ip arp spoofing-prevention

MapameTpbl

Het

Mo ymonyaHuto

Het
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Pexxum BBOOa KOMmaHAabI

User EXEC Mode
JTrobon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbI

[aHHas komaHga ucnonb3yeTcsa ans otobpaxeHus Bcex 3anucenn ARP Spoofing Prevention.

Mpumep

B naHHOM nprumepe nokasaHo, Kak BKIUMTbL oTobpaxxeHue Bcex 3anucert ARP Spoofing Prevention.
Switch# show ip arp spoofing-prevention

IF MAC Interfaces

10,254,254 .251 00-00-00-11-11-11 ethl/0510
Total Entries: 1

Switch#

OTob6paxaemblie napamMeTpbl

IP IP-agpec wnto3a.

MAC MAC-agpec wrno3a.

Interfaces WHTepdencol, Ha KOTOpbIX akTUBHA (yHKUMA npedoTepalleHms atak ARP
Spoofing.

7. KomaHgbl Authentication, Authorization n
Accounting (AAA)

7-1 aaa accounting commands

JaHHasa komaHga Mcnonb3yeTcs A4S HACTPOMKU CMcka METOAOB BEAEHMS yYeTa, UCMONb3YeMOro Af1si BCEX
KOMaHZ Ha yka3aHHOM ypoBHe npae AocTyna. Vicnonb3ayiTe hopMy no Ansi yaaneHus cnucka MeTodoB
BeAEHNs yyeTa.

aaa accounting commands LEVEL {default | LIST-NAME} start-stop METHOD1 [METHOD?2...]
no aaa accounting commands LEVEL {default | LIST-NAME}

MapameTpbl
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LEVEL YKasblBaeT BbINOMHATb Y4eT Ans Bcex komaHg configure Ha yka3aHHOM
ypoBHe npas goctyna. [JonyctuMmble ypoBHY NpUBUNErMi Npas Aoctyna: ot
1 po 15.

default YKasblBaeT Ha HaCTPOMKY CrMcka MeToO0B MO YMOMYaHUo ANns BeAeHNs
yyeTa.

LIST-NAME Mms cnvcka metogos. [1nvHa nMeHn He AofmkHa npeBblaTtb 32 CMMBOJIOB.

METHOD1 [METHOD?2...] YKaxuTe CMMCOK METOAOB, KOTOPbIE HEOOXOANMO BbIMOMHUTL anropuTMy

BeJeHus ydeTa B JaHHOW nocnegosaTtensHoCcTU. BeeamTe ot ogHoro Ao
YyeTblpex MeTodoB. Huke nprMBeaeHb! KNioyeBble CroBa, KOTopble MOryT
MCNoNb30BaTbCA ANS yKasaHus metoaa.

group tacacs+ — ykasbiBaeT Ha UCMOnb3oBaHNE CepBepOB, OnpeaeneHHbIX
komaHgon TACACS+ server host.

group GROUP-NAME — yka3biBaeT Ha UCMONb30BaHWe rpynn cepBepos,
onpefeneHHbIX KOMaHAoM aaa group server tacacs+.

none — He BbINOMHATL BeJeHue yveTa.

Mo ymonyaHuto

MeTop BeaeHus ydeta AAA He HAacTPOEH.

Pexum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb kKOMaHAbI MO YMONM4YaHUIo

YposeHb 15

Ucnonb3oBaHue KoMaHAbI

VMcnonb3ynTe AaHHy0 KOMaHAy A5 HACTPOWMKM CMMCKa METOAOB AN BeAEHUs y4eTa KOMaHS,.

Mpumep

B naHHOM nprvmMepe nokasaHo, Kak co3aaTb CNMCOK MeTOAO0B AN BeAeHUs y4eTa ypoBHS npas goctyna 15,

ncnonb3yst TACACS+, koTopbiln byaeT oTnpaensTe accounting-coobLUeHnst B Ha4anbHOE U KOHEYHOE BpeMS
gocrtyna.

Switch#configure terminal
Switch (config)# aaa accounting commands 15 list-1 start-stop group tacacs+
Switch (config)#

7-2 aaa accounting exec

[aHHas komaHaa ncnonb3yeTcs Anst HACTPOMKM Crncka MeToAOoB, MCMOoNb3yemMoro A BegeHus ydyeta EXEC
ONS KOHKPETHOW NHUK. Vicnonb3yiiTe hopmy no A5ia OTKNoYeHns BegeHus ydeta EXEC.

aaa accounting exec {default | LIST-NAME} start-stop METHOD1 [METHOD?2...]
no aaa accounting exec {default | LIST-NAME}

MapameTpsbl

default YKasblBaeT Ha HAaCTPOWKY CrMcka METOA0B MO YMOMYaHUIO AN BeAeHns
yyeTta EXEC.
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LIST-NAME Mms cnvcka metogos. [InvHa nmMeHu He AofmKHa npeBblwaTtb 32 CUMBOJSIOB.

METHOD1 [METHOD?2...] YKaxkuTe CMMCOK METOAOB, KOTOPbIE HEOOXOANMO BbIMOSHUTL anropuTMy
Be[EHWs ydeTa B JaHHOW nocrnegoBaTensHoCcTU. BBeamTe oT ogHoro go
yeTbipex MeTogoB. Hike NpuBeaeHhb! KMoyeBble COBA, KOTOPbIE MOTYT
NCNONb30BaTbCs AN yKasaHus Metoa.
group radius — yka3biBaeT Ha UCMOMb30BaHNE CEPBEPOB, ONpeaesieHHbIX
komaHaon RADIUS server host.
group tacacs+ — ykasblBaeT Ha UCMNOfb30BaHNE CEpPBEPOB, ONpeaerieHHbIX
komaHgon TACACS+ server host.
group GROUP-NAME — yka3blBaeT Ha UCMONb30BaHWe rpynn cepBepos,
onpefeneHHbIX komaHaon AAA group server.
none — He BbINOMHATL BeAeHNe yyeTa.

Mo ymonyaHuto

MeTopa BeaeHuns yyeta AAA He HacTpOeH.

Pexxum BBOJa KomaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMN4YaHUIo

YposeHb 15

Ucnonb3oBaHue KoMaHAbI

Mcnonb3aynTe gaHHyto kKOMaHAy 4518 HAaCTPOWKKU Cnvcka MeToaoB Ans BegeHus ydeta EXEC.

Mpumep

B naHHOM npumepe nokasaHo, Kak co3faTb CMMCOK METOAO0B ANS BeAeHUS yyYeTa OeCTBMI NoNb3oBaTeneun,

ncnonb3yst RADIUS, koTtopbin BygeT oTnpaenaTe accounting-coobLLeHns B Ha4YanbHOE Y KOHEYHOE BPEMS
Aoctyna.

Switch#configure terminal
Switch(config)# aaa accounting exec list-1 start-stop group radius

Switch(config)#

7-3 aaa accounting network

[aHHas kKomaHga ucnonb3yeTcsa ANsa BeAeHUs y4eTa AeNCTBUIA NoNb3oBaTenen npy nonyyYeHnm goctyna K
cetu. Micnonb3ynte cbopMy no Ans yoaneHus cnmcka MeToqoB BeAeHUs yyeTa.

aaa accounting network default start-stop METHOD1 [METHOD?2...]
no aaa accounting network default

MapameTpbl

network YKkaxute Ang BbINOMHEHUS BeAeHUS y4eTa CEPBUCHBIX 3anpocoB, KacatoLLmMxca
ceTu.

start-stop YkasblBaeT Ha oTnpaBKy accounting-coobLLEeHUN Kak B HaYanbHOe, Tak U B

KOHeYyHOe BpeMsA OocTyna. Monb3oBaTensam pa3pelleH OCTyn K CeTn
He3aBUCMMO OT TOro, ycneLwiHo nn 6yp,eT BKITHO4EHO Ha4dalribHoOe accounting-
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coobLueHne BegeHue yyeta.

default YKasblBaeT Ha HaCTPOWKY CrMcka METOA0B MO YMOMNYaHUIo 4SS BeAeHUs yyeTa
CeTeBbIX PECYpPCOB.

METHOD1 [METHODZ2...] YkaxuTe CnMCOK METOAOB, KOTOPble HEOBXOAUMO BbINONHUTL anropuTMy
BeAeHVs y4yeTa B JaHHOW nocnefosaTenbHOCTU. BBeanTe oT ogHoro Ao
YyeTbipex MeTogoB. Hmke npuBeaeHsb! KrnoyeBble CroBa, KOTopble MOTyT
MCMNoNb30BaTbCA ANS yKasaHus Metoaa.
group radius — yka3sblBaeT Ha UCMONb30BaHNe CepBepOoB, OnpeaeneHHbIX
komaHgon RADIUS server host.
group tacacs+ — ykasbiBaeT Ha UCMOnb3oBaHNe CepBepoB, onpeaeneHHbIX
komaHgon TACACS+ server host.
group GROUP-NAME — yka3biBaeT Ha NCMNonb3oBaHWe rpynn CepBepos,
onpegeneHHbIX kKomaHgon AAA group server.
none — He BbINOMHATL BedeHne y4yeTa.

Mo ymonyaHuto

MeTog BegeHna ydeta AAA He HacTpoeH.

Pexxnm BBoaa KkomaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 15

Ucnonb3oBaHMe KOMaHAbI

Vcnonb3ynTe AaHHy0 KOMaHAy A5 HACTPOWMKM CMCKa METOA0B BeAeHWs yyeTa Ansi nnaTbl 3a obecneveHne
gocTyna K cetu. Ytobbl CMMCOK METOZ0B MO YMOMYaHMIO BCTYNUI B CUIY, CHavyana Bkrounte AAA,
ncnonb3ys komaHgy aaa new-model. Cuctema BefeHns yyeTa BbIKITHOYEHa, €Crv CNMCOK METOA0B NO
YMOSYaHWUIO HE HAaCTPOEH.

Mpumep

B oaHHOM npuMepe nokasaHo, Kak BKMYMTb BEAEHUE y4YeTa nnaThl 3a obecneyeHme JoCTyna K cetu,
ncnonb3yss RADIUS, koTopbi 6ygeT oTnpasnaTe accounting-coobLueHrs B Ha4YanbHOE U KOHEYHOE BPeEMS

goctyna.
Switchfconfigure terminal
Switch(config)# aaa accounting network default start-stop group radius

Switch(config)#

7-4 aaa accounting system

[aHHasa komaHga ncnonb3yeTca A4 BeeHNd y4eTa CObbITUIA CUCTEMBI. VlCFIOJ'IbByVITG cbopMy no ansa
yoaneHua cnncka MeTogoB BeAeHUA y4eTa.

aaa accounting system default start-stop METHOD1 [METHOD?2...]
no aaa accounting system default

MapameTpbl
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system YKa3bIBa€eT Ha BbINOMIHEHNE BEAEHNS yyeTa COObITUI CUCTEMHOIO YPOBHA.

start-stop YkasbiBaeT Ha oTnpaBKy accounting-coobLUeHWiA Kak B Ha4yanbHoe, Tak U B
KOHeuYHoe BpeMs AocTyna. [Monb3oBaTtensmM paspeLleH AoCTyn K CeTu
He3aBMCKMO OT TOro, yCreLwHo v ByaeT BKIoYeHo HavanbHoe accounting-
cooblleHne BeaeHve yyeTa.

default YKasblBaeT Ha HAaCTPOMKY CMCKa METOA0B MO YMONYaHWIO Ang yyeTa
CUCTEMHbIX PeCYpCOB.

METHOD1 [METHOD2...] YkaxuTe CMCOK MeTOAO0B, KOTOPble HEOBXOAMMO BbINOMHUTL anroputmy
BeAeHUs ydeTa B AaHHOW nocrefoBaTtensHoCcTU. BBeante oT ogHoro oo
yeTblpex MeTofoB. Himke npuBeaeHbl KMoYeBbIE COBA, KOTOPbIE MOryT
NCcnonb30BaThCs AN yKa3aHus MeToaa.
group radius — yka3blBaeT Ha UCMOMb30BaHUE CEPBEPOB, ONPeaeneHHbIX
komaHgon RADIUS server host.
group tacacs+ — ykasbIBaeT Ha MCMOMNb30BaHWE CEPBEPOB, ONpeaeneHHbIX
komaHaon TACACS+ server host.
group GROUP-NAME — yka3blBaeT Ha UCMONb30BaHUe rpynn CEpBEPOB,
onpeaeneHHbix komaHgon AAA group server.
none — He BbINOMHATb BeJeHne y4eTa.

Mo ymonuyaHuio

MeTog BeaeHuna yyeta AAA He HaCTpOeEH.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOJSTYaHUIO

YpoBeHb 15

Ucnonb3oBaHue KOMaHAbl

Wcnonb3ynte gaHHyo komaHay A9 HAaCTPOWKM CMCKa METOA0B BeAeHWs yveTa Ans coObITUN CUCTEMBI,
TaKMX Kak nepesarpyska, BOCCTAHOBMEHUE 3aBOACKNX HACTPOEK MO YMOMYaHUo 1 T. . YTobbl cnmncok
MEeTOAO0B MO YMOM4YaHWIO BCTYNUI B CUIY, CHadana Bkiounte AAA, ncnonb3ys kKomaHay aaa new-model.
Cuctema BefieHUs yyeTa BbIKIIOYEHA, €CIM CMMCOK METOAOB MO YMOJTYaHMI0 HE HACTPOEH.

Mpumep

B naHHOM npuvmepe nokasaHo, Kak BKMOYNTbL BeAeHue yyeTa cobbiTuin cuctemsl, ncnonssys RADIUS,
KoTophI ByaeT oTnpaBnaTb accounting-coobLueHus.

Switchf#configure terminal
Switch(config)# aaa accounting system default start-stop group radius
Switch(config)#

7-5 aaa authentication enable

[aHHasa komaHaa ncnonb3yeTcs AN HaCTPOMKM CMcKa METOA0B MO YMONYaHWo Ansa onpegeneHns goctyna
K npuBunernposaHHoMy yposHio EXEC. Wcnonb3yinte dopMy no ans yaaneHus cnncka Metogos no
YMOMYaHUIo.

aaa authentication enable default METHOD1 [METHOD?2...]
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no aaa authentication enable default

MapameTpsbl

METHOD1 [METHOD2...] YkaxuTe CIMCOK METOAO0B, KOTOPble HEOBXOANMO BbIMOMNHWUTL anropuTmy
BeJeHWs ydeTa B JaHHOW nocnegosaTensHocTu. BBeamTe oT ogHoro Ao
YyeTbipex MeTodoB. Hmke npuBegeHb! KrnoyeBble CroBa, KOTopble MOryT
NCNonb30BaTbCs A8 yKasaHus metoaa.
enable — ykasbiBaeT Ha UCNoONb30BaHWE NOKarnbHOro Napons Ans
ayTeHTMdmKaumu.
group radius — yka3biBaeT Ha UCMONb30BaHNe CepBepOoB, ONpeaeieHHbIX
komaHaon RADIUS server host.
group tacacs+ — ykasbiBaeT Ha UCMONb30BaHNe CepBepoB, onpeaeneHHbIX
komaHgon TACACS+ server host.
group GROUP-NAME — yka3sbiBaeT Ha UCMNofb30BaHWe rpynn CepBepOB,
onpegeneHHbIX komaHgon AAA group server.
none — 00bIYHO METOA 3aHMMAaET B CNucke nocnegHee mecto. [Nonb3oBaTens
nponget ayTeHTUdmrKaumio, ecnv 310 He 3anpeLleHo emy npeabiayLmm
MeToOOoM ayTeHTUdUKaLmu.

Mo ymonyaHuto

MeToa BegeHust yyeta AAA He HaCTpPOeH.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YposeHb 15

Ucnonb3oBaHue KoMaHAbI

Vcnonb3ynte gaHHyo KOMaHay AN HAaCTPOWKM CnMcka MeToAoB ayTeHTUdUKaLmMm no yMon4aHuo 4ns
onpegeneHns Joctyna K npusunernposaHHomy yposHio EXEC, korga nonb3oBarteny BBOOAAT KOMaHAy
enable [privilege LEVEL]. AyteHTudukaumna ¢ ncnonssosaHmem RADIUS-cepBepa ByaeT ocHoBaHa Ha
ypoBHe npas goctyna u byaet ucnons3oBaTtb “enable12” unu “enable15” B kauecTBe MMEHN NONb30BaATENS.
Mpumep

B naHHOM npumMepe nokasaHo, Kak yCTaHOBWUTb CMIMCOK METOAOB MO YMOSYaHUIO NS ayTeHTUMKaLMn.
MeTopn paboTaeT ¢ rpynnor cepeepoB “group2”.

Switch#configure terminal
Switch(config)# aaa authentication enable default group group2
Switch({config)#

7-6 aaa authentication dot1x

HaHHasa komaHaa ucnonb3yeTcs Ans HACTPOWKN CMcKa METOA0B MO YMONYaHMUIO, NCMOMb3yeMoro Ans
ayteHTudpmkaumm 802.1X. MicnonbaynTte dbopmy no Ans yaaneHus cnmcka Metogos o YMOMYaHuIo.

aaa authentication dot1x default METHOD1 [METHOD2...]
no aaa authentication dot1x default
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DGS-3130 Pykosodcmeo ronb3ogamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

MapameTpsbl

METHOD1 [METHOD?2...] YkaxuTe CnUcoK METOLOB, KOTOPbIE HEOOXOANMO BbINOMHWUTL anropuTMy

BeOEeHMS y4eTa B AaHHOW nocregoBatensHocTU. BBeamTe oT ogHoro ao
yeTblpex MeTodoB. Hxe npuBeaeHbl KroyeBble CrioBa, KOTOpble MOryT
NCNonb3oBaTbCH AN yKasaHus MeToaa.

local — yka3biBaeT Ha UCnonb3oBaHME NoKanbHOW 6a3bl AaHHbIX Ans
ayTeHTUrKaumu.

group radius — yka3biBaeT Ha UCMOMb30BaHNe cepBepoB, ONnpeaeneHHbIX
komaHaon RADIUS server host.

group GROUP-NAME — yxa3sbiBaeT Ha UCMonb30BaHWe rpynn cepBepos,
onpegeneHHbIX komaHaon AAA group server.

none — 06bIYHO METOoA 3aHMMaeT B CrMcke nocriegHee mecTo. MNMonb3oBaTternb
npongeT ayTeHTUMMKALMIO, ECININ 3TO HE 3aMNPELLEHO eMY NPEabIOYLLMM
METOAOM ayTeHTUdMKALUN.

Mo ymonyaHuto

MeTopn BegeHus ydeta AAA He HacTpoeH.

Pexum BBOOa KOMaHAabI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONTYaHUIO

YpoBeHb 15

Ucnonb3oBaHWe KOMaHAbI

Vcnonb3ynTe AaHHY0 KOMaHAy Ans HACTPOWMKM CMCKa MeToA0B ayTeHTUMMKaL MM NO YMONMYaHUIo s
ayTeHTUdpmkaumm 802.1X. AyteHTudmkaums sanpocos 802.1X 6yaeT BbINOMHATLCA HA OCHOBE JI0KaIbHON
0a3bl AaHHbIX.

Mpumep

B naHHOM npumepe nokasaHo, Kak yCTaHOBUTb CMMCOK METOLO0B MO YMOSYaHMIO Angd ayTeHTudmkaumm
nonb3oBatenen dot1X.

Switch#configure terminal
Switch(config)# aaa authentication dotlx default group radius
Switchi{config)#

7-7 aaa authentication igmp-auth

[daHHas komaHaa ncnonb3yeTcs Anst HACTPONKM CNucka MeTOA0B MO YMOMYaHWI0, NCMOMb3yeMoro Ans
ayTeHTUmkaumm IGMP. Vicnoneayite hopmy no Ans yaaneHus cnucka MeTogos Mo YMOSYaHuIo.

aaa authentication igmp-auth default group radius
no aaa authentication igmp-auth default

MapameTpbl

Het

TNy
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DGS-3130 Pykosodcmeo rionib3oeamensi (CLI) Ons yripasnsiemMo2o cmekupyemoeo KoMMmymamopa 3 ypoeHsi

Mo ymonuaHuio

MeTopn BeneHus yyeta AAA He HaCTPOEH.
Pexxum BBOAa KoMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUI0
YpoBeHb 15

Ucnonb3oBaHne KoMaHAbI

Mcnonb3ynTe AaHHy0 KOMaHay Ans HACTPOWMKM CMCKa METOAO0B ayTeHTUMKaLUKM No YMONMYaHUIO Ans
ayTeHTudpumkaumm IGMP.

Mpumep
B naHHOM npmmMepe nokasaHo, Kak yCTaHOBUTb CMCOK MeTOoA40B MO YMOJTHYaHUIo A1A ayTeHTVI(*)VIKaLI,I/IVI IGMP.
Switchfconfigure terminal

Switch({config)#faaa authentication igmp-auth defauwlt group radius
Switch({config)#

7-8 aaa authentication login

[aHHasa komaHaa ncnonb3yeTcd and HaCTpOVIKM CMcKa MeTooB Mo yMOn4aHu, UCNoJb3dyemMoro and
aYTeHTMCbVIKaLI,VIVI C MMeHeM NnoJib3oBaTtenAd. V|CI'IOJ'Ib3yIZTe d)opmy no Ang yganexHuna cnmcka metoaos C
MMEHEM MoJib3oBaTeNAa No yMOn4aHuio.

aaa authentication login {default | LIST-NAME} METHOD1 [METHOD?2...]
no aaa authentication login {default | LIST-NAME}

MapameTpbl

default YKkasblBaeT Ha HAaCTPOWKY crnvcKa METOA0B N0 YMOMYaHuIo Ans
ayTeHTUmKaLmm ¢ MUMEHEM Morb30BaTerns.

LIST-NAME Mmsa cnvcka MeTogoBs, OTAIMYHOIO OT CMcKka METOA0B MO yMOYaHui. AnuHa

WMEHUN He OO0JPKHA MpeBbiwaTh 32 CMMBOSIOB.

METHOD1 [METHOD?2...] VYkaxuTe CN1MCoK MeETOA0B, KOTOpPble HEOHXOANMO BbINOMHUTL anropuTMy
BeZleHMs yyeTa B AaHHOW nocrefoBaTensHocTU. Beeante ot ogHoro oo
yeTblpex MeTooB. Huxe npuBeaeHsb! KMoyeBble CoBa, KOTOpble MOryT
NCNomnb30BaThCs AN1A yKasaHust MeToaa.
local — yka3biBaeT Ha UCMOMb30BaHUE fiokanbHON 6a3bl 4aHHbIX 4
ayTeHTudmkaumm.
group radius — yka3sbIBaeT Ha UCMOSTb30BaHNE CEPBEPOB, OnpeaeneHHbIX
komaHgon RADIUS server host.
group tacacs+ — ykasbiBaeT Ha MCMNONMb30BaHNE CEPBEPOB, ONpeaesieHHbIX
komaHgon TACACS+ server host.
group GROUP-NAME — yka3sblBaeT Ha MCMONb30BaHWe rpynn CepBepos,
onpegeneHHbIx komaHgon AAA group server.
none — 00bI4HO METOA 3aHMMAaET B cnucke nocrneaHee mecto. [Nonb3oBaTtenb
nponaeT ayTeHTUMKaLMIO, eCrv 3TO He 3anpeLleHo eMy npeablayLimm
METOAOM ayTeHTudUuKaLmn.
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DGS-3130 Pykoseodcmeo nosnib3o8amerisi (CLI) Ons ynpasnsiemo2o cmekupyemo2o KoMMymamopa 3 ypogHsi

Mo ymonuyaHuto

MeTog BeaeHus yqyeta AAA He HAacCTpOEH.
Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMO4aHUIo
YpoBeHb 15

Ucnonb3oBaHue KOMaHAbI

VlCFIOJ'Ib3yIZTe OaHHYI0 KOMaHAy Aand HaCTPOIZKVI CnnckKka metogoB aYTeHTI/I(bVIKaLI,VIM, ncnonb3yemoro ansd

ayTeHTVIq:WIKaLWIVI C nmeHeMm nonb3osatend. MoxHo HACTPOUTb HECKOJIbKO CMNCKOB MeToA0B. Kntouesoe
CNoBO NO yMOJI4aHUIO Ucnonb3yeTca And onpeaeneHna cnmcka MeToaoB no ymosn4aHuio.

Ecnu ayTeHTI/Id)MKaLIMﬂ ncnonb3yeT CNMCoK MeToaoB No yMmon4aHuo, HO CNNMCOK MeTo40B MO YMOJI4aHUK
OTCYTCTBYeET, TO BYTeHTVICbI/IKaLI,VIH 6y,qu BbIMNOJTHATLCA Yepe3 NTOKallbHYHO 6a3y AaHHbIX.

Twvn ayTeHTVI(bI/IKaLI,I/IVI Nno UMEeHU nonb3oBaTesid UCMOJIb3YET UMA NOoJNb3oBaTesid U Naposib Anld BXo4da B
CUCTeMy, a TaKkKe Ha3Ha4yaeT YpOoBeHb NnpaB AOCTyNa A4 nonb3oBaTterid Ha OCHOBeE 0a3bl AaHHbIX.

Cnncok MeToaoB sABNSETCH nocrnefoBaTernbHbIM CNMCKOM, ONUCHIBAOLWMM METOAB! ayTeHTUduKaumm,
KOTOpble AOMKHbI 3anpallnBaTbCsi A5 Toro, YTobbl ayTeHTUdULMPOBaTh nonb3osatens. CMckM MeToaoB
NO3BOMNSAIT HA3HAYUTb OAUH UINN HECKOMBbKO NPOTOKOOB 6€30NacHOCTH, KOTOPbIE AOMKHbI MCMOMNb30BaTLCH
Anst ayTeHTudukauum, 4to obecneynBaeT HanmumMe CUCTEMbl PE3EPBHOMO KOMMPOBAaHUS ANs
ayTeHTMdmKaumm B cnyvae cbost ucxogHoro metoga. KommyTaumoHHasi cuctema Ucnorb3yeT NepBbii MeTos
B Cnucke Ans ayteHTudukauum nonb3osartenen. Ecnu atot Mmetoa He OTBeYaeT, KOMMYTaLMOHHas cucrema
BbIOMpaeT cnegyowuii MeToq ayTeHTUdMKaLMKM B Cnucke. OTOT NpoLecc NpoaosikaeTca 40 TeX Nop, noka He
6y[eT ycTaHOBIEHO YCNELHOe COeAVHEHME C MOMOLLbIO MeToAa ayTEHTUMKaLMM 13 CUCKA, UMK NoKa BCe
MeToabl, NepeYnCIiEHHbIE B CNUCKe, He ByayT ncyepnaHsbi.

Ba)kHO MOMHUTL, YTO KOMMYTaLMOHHAs CUCTEMA NbITAETCS BbIMNOMHUTL ayTEHTUMUKALIMIO C MOMOLLbIO
cnegyoLlero MeTofa ayTeHTudmkaLmm no CNmncky, ToNbKo Korga oT npeaplayLwero MetToda He nocrynaer
oTtBeTa. Ecnun nponcxoant cbonm ayteHTUdMKaumm B rtob0M MOMEHT JaHHOTO LKA, YTO O3HAYaeT, YTo
cepBep 6e30nacHOCTN UK nokanbHas 6a3a AaHHbIX MMEH NOSb30BaTeNen OTBEYaEeT OTKA30M B A4OCTyrne
nonb30BaTento, To Npouecc ayTeHTumrkaumm octaHaBnNMBaeTCs U Apyrne MeToabl ayTeHTudmkauun onblue
He ByayT ncnonb3oBaTbCA.

Mpumep

B naHHoM npmnmMepe nokasaHo, Kak yCTaHOBUTb CMUCOK MeTOoa40B NOo YMOIMYaHUo OAnA ayTeHTVI(bVIKaLl,I/II/I
NnonbITOK BXOA4a B CUCTEMY.

Switchfconfigure terminal

Switch({config)# aaa authentication login default group groupZ local
Switch(config)#

7-9 aaa authentication mac-auth

[daHHas komaHaa ncnonb3yeTcs Anst HACTPOMKM CIMCcKa METOAOB MO YMOMNYaHWIo, UCMOMNb3yeMOoro Ans
ayteHTudpmkaumm MAC. VicnonbsyinTte bopmy no Ans yaaneHns cnucka MeTodoB Mo YMONYaHuIo.
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DGS-3130 Pykosodcmeo nonb3oeamersi (CLI) Onsa yrnipasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

aaa authentication mac-auth default METHOD1 [METHOD?2...]
no aaa authentication mac-auth default

MapameTpsbl

METHOD1 [METHODZ2...] Ykaxute Cnncok MeTogoB, KOTOpble HEOBXOAMMO BbINOMHUTL anropnuTMmy
BeJeHWs ydeTa B AaHHOW nocriegosaTtensHOCTU. BBeauTe oT ogHoro o
YyeTbipex MeTogoB. Hke npmBeaeHb! KrnoyeBble CoBa, KOTOpbIe MOTYT
MCNonb30BaTbCH ANs yKasaHus MeToAa.
local — yka3biBaeT Ha ncnosnb3oBaHWe NnokanbHon 6a3bl AaHHbIX ONS
ayTeHTUdmKaumn.
group radius — yka3bIBaeT Ha UCMNOSb30BaHWE CEPBEPOB, ONPEAENEHHbIX
komaHaon RADIUS server host.
group GROUP-NAME — yka3blBaeT Ha UCMONb30BaHNe rpynn CEPBEPOB,
onpeaeneHHblix komaHaon AAA group server.
none — 06bIYHO METOA 3aHMMaEeT B CnncKe nocrnegHee mecto. MNMonb3oBaTernb
npongeT ayTeHTUMKaLmio, eCnm 310 He 3anpeLleHo emy NpeabiayLmm
MEeTOAO0M ayTeHTUdUKaLUN.

Mo ymonyaHuto

MeTog BegeHna ydeta AAA He HacTpoeH.

Pexxum BBOAla KOMaHAbI

Global Configuration Mode

YpoBeHb kOMaHAbI MO YMONM4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KoMaHAbI

[daHHas komaHga ncnomnb3yeTcs Anst HACTPOWKM CNUcKa METOAOB MO YMOYaHMWIO, NCMOMNb3YyeMOoro Ans
ayteHTudumkaunum MAC. N3HavanbHO CNMCOK METOAO0B NO YMOMYaHUIO He HAcCTPOeH. AyTeHTudukaums
3anpocoB MAC GyaeT BbINOMHATLCA Ha OCHOBE NoKanbHOW 6asbl 4aHHbIX.

Mpumep

B oaHHOM npumepe nokasaHo, Kak YCTaHOBUTL CMIMCOK METOAOB MO YMOMYaHUo Anst ayTeHTudmkaumm
nonb3oBaTenen mac-auth.

Switchfconfigure terminal
Switch(config)# aaa authentication mac-auth default group radius
Switch(config)#

7-10 aaa authentication web-auth

[aHHas komaHga ucnonb3yeTcsa ANs HaCTPOMKU CnUcKa METOAOB MO YMONYaHUIO, UCNONb3yeMoro As
ayteHTUpmkauun Web. Ncnonbayite doopmy no ong yaaneHus cnmcka MeTofoB Nno YMOYaHuIo.

aaa authentication web-auth default METHOD1 [METHOD2...]
no aaa authentication web-auth default

MapameTpsbl
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DGS-3130 Pykosodcmeo nosib3oeamerisi (CLI) Onst yripaensiemMoeo cmeKupyemMozo KoMMymamopa 3 ypoeHs

METHOD1 [METHODZ2...] YxaxuTe CN1COK METOOOB, KOTOPblIE HEOOXOAMMO BbINOSHUTL anropuTMy
Be[eHVs ydeTa B JaHHOW nocregoBatensHocTu. BBeamTe OT ogHoro o
yeTblpex METOAOB. HXe NprBeAEHb! KMNtoYeBbIe CrIOBa, KOTOPbIE MOTyT
NCnonb30BaTbCA AN1A yKasaHuss MeToaa.
local — yka3biBaeT Ha UCNoNb30BaHWe NokanbHOW 6a3bl AaHHbBIX ANd
ayTeHTUmKaumm.
group radius — yka3biBaeT Ha UCNONb30BaHe CepBEPOB, OnpeaeneHHbIX
komaHgon RADIUS server host.
group GROUP-NAME - yka3sbiBaeT Ha UCMOMb30BaHWe rpymnn cepsepos,
onpegeneHHbIx komaHaon AAA group server.
none — 006bIYHO METOA 3aHMMAaET B CNNCKe nocrnegHee mecto. MNonb3oBaTenb
npongeT ayTeHTUdmKaumio, ecnv 3To He 3anpeLLeHo emy NpeabiayLmnm
MEeTOOOM ayTeHTUdUKaLMN.

Mo ymonuyaHuto

MeToza BeaeHust yqyeta AAA He HAacCTpOEH.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMOJTYaHUK

YpoBeHb 15

Ucnonb3oBaHue KOMaHAbI

[aHHas komaHAda ucnonb3yeTcs Anst HACTPOMKM CNucKa METOAOB MO YMOJSYaHWI, UCMONb3yeMOro Ans
ayteHTudmkaummn Web. MaHavyanbHO CNMCOK METOAOB NO YMONYaHUIO HE HACTpoeH. AyTeHTUmKaumns
3anpocoB web-auth OyaeT BbINOMHATLCA HA OCHOBE JToKanbHOW 0a3bl AaHHbIX.

Mpumep

B AJaHHOM npvwlepe NMOKa3aHOo, Kak yCTaHOBI/ITb CMUCOK MeToaoB no ymonqar—mro and ayTeHTI/I(*)VIKaLl,I/II/I
nonb3oBaTtenen web-auth.

Switch#configure terminal
Switch(config)# aaa authentication web-auth default group radius
Switch(config)#

7-11 aaa group server radius

[aHHast kKomaHga ucnonb3yeTcsa ANs BXoAa B pexum HacTpownku rpynnel cepepos RADIUS (RADIUS group
server configuration mode) ons cBa3biBaHUA y3M0B cepBepa ¢ rpynnoi. cnonb3ynte popmy no ans
yaaneHus rpynnel cepsepoB RADIUS.

aaa group server radius GROUP-NAME
no aaa group server radius GROUP-NAME

MapameTpbl

GROUP-NAME Wwms rpynnel cepeepoB. [nMHa MMeHn He [oMKHa npeBbiwaTth 32 CUMBOIIOB.
CuvHTakcmcoM sBnseTcs obblyHas CTpoka, B KOTOpOW nNpobenbl HeaonyCcTUMBI.
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DGS-3130 Pykosodcmeo nonb3oeamernsi (CLI) Onsa yrnipasnsemozo cmekupyemo20o KoMMymamopa 3 ypoeHs

Mo ymonyaHuto

MeTtoa BeaeHns ydeta AAA He HacTpOeH.

Pexxum BBOAa KomaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YposeHb 15

Ucnonb3oBaHne KOMaHAbI

Mcnonb3aynte gaHHyto komaHgdy Ansa onpegenexus rpynnesl cepsepos RADIUS. CosgaHHas rpynna cepsepoB
ncnonb3yeTcs B onpeaerneHnm CNMckoB METOA0B, UCMONb3yeMbIX AN ayTeHTUMUKauum unm BeaeHns ydeta
C nomoLbo KomaHz aaa authentication n aaa accounting. Takxe ucnonb3ynTe AaHHYO KOMaHay ANS
BXOAa B pexum HacTponku rpynnel cepsepoB RADIUS (RADIUS group server configuration mode).
Vcnonb3ynTe komaHay server ans ceasbiBaHus y3nos cepepa RADIUS c rpynnon cepsepos RADIUS.

Mpumep

B naHHOM npumepe nokasaHo, kak co3gatb rpynny cepeepoB RADIUS ¢ gsyms 3anucsimu. Btopasi 3anucb
y3na BbICTYMaeT B KA4eCTBE pe3epBHOM Af1sl MEPBOM 3anuncu.

Switchfconfigure terminal

Switch({config)#aaa group server radius groupl
Switch({config-sg-radius)# server 172.19.10,100
Switch({config-=g

7-12 aaa group server tacacs+

[aHHas KomaHga ucnonb3yeTcs AS1s BXoAa B pexum HacTpowiku rpynnbl cepeepoB TACACS+ (TACACS+
group server configuration mode) ons cBA3biBaHMSA y3roB cepBepa ¢ rpynnoi. cnonb3ynte dopmMy no ans
yaanenus rpynnel cepsepoB TACACS+.

aaa group server tacacs+ GROUP-NAME
no aaa group server tacacs+ GROUP-NAME

MapameTpbl

GROUP-NAME Wwms rpynnel cepeepoB. [niMHa MMeHn He JoMmkHa npeBbiwaTth 32 CUMBOIIOB.
CuHTakcmcoMm sBnseTcs obblyHas CTpoka, B KOTOPOW Npoberbl HeAoNyCTUMBI.

Mo ymonyaHuto

MeTop BeaeHus ydeta AAA He HacTpoOeEH.
Pexxnm BBoaa komaHAabl

Global Configuration Mode

YPOBEHb KOMaHAbl N0 yMoOn4aHU
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DGS-3130 Pykoeodcmeo nonb3ogamernsi (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypo8Hsi

YpoBeHb 15
Ucnonb3oBaHMe KOMaHAbI

Vcnonb3ynTe AaHHY0 KOMaHAy N8 BXxoda B peXxum HacTponku rpynnbl cepeepoB TACACS+. Vcnonbaynte
KomaHay server, 4tobbl cBs3aTh y3nbl cepBepa TACACS+ ¢ rpynnown cepeepoB TACACS+. OnpeneneHHas
rpynna cepBepoB MOXET ObITb yKa3zaHa B Ka4eCcTBe Crnncka MeToAoB AN ayTeHTUUKaumMm unm segeHus
y4yeTa ¢ noMoLLbio komaHg aaa authentication 1 aaa accounting.

Mpumep
B aaHHOM npumepe nokasaHo, kak co3gats rpynny cepsepos TACACS+ ¢ AByms 3anmcamu.
Switchf#configure terminal

Switch(config)#aaa group server tacacs+ groupl

Switch({config-sg-tacacs+) # server 172.15.10.100

1
‘]

Switch(config-sg-tacacs+) § server 172.15.11.20

Switch({config-=sg-tacacs+) §

7-13 aaa new-model

[aHHas komaHga ucnons3yetcsa Ans BrrodeHus AAA ansa ayteHTudukaumm n BegeHns ydeta. Mcnonbsyinte
dopMy no Ans oTkrodeHns pyHKUMmM AAA.

aaa new-model
no aaa new-model

MapameTpsbl

Het

Mo ymonyaHuto

Mo ymonuaHutio faHHas YHKLNS OTKINIOYeHa.

Pexum BBOAAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMONMYaHUIo

YpoBeHb 15

Ucnonb3oBaHMe KoMaHAbI

Monb3oBaTenb JOMKEH UCNOMNb30BaTh kKOMaHAy aaa hew-model ons BknoyeHna AAA 0o BCTyNneHUs B cuny
ayTeHTUrKaumm 1 BeaeHus yyeta vyepes cnuckn metogos AAA. Ecnu dyHkums AAA oTkrodeHa,
nonb3oBaTenb OyaeT ayTeHTUMMLMPOBaH Yepes NokarnbHy Tabnmuy nomnb3oBaTeNnbCKUX YHETHBIX 3anncen,
CO3aHHyl0 KoMaHaon username. BknodeHue Bxoga ¢ naponemM 6yaeTt ayTeHTUMLMpoBaHoO Yepes
nokKanbHyo Tabnuuy, koTopas onpegensieTcs Yyepes komangy enable password.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKMYMTb PYHKLMIO AAA.
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DGS-3130 Pykoeodcmeo nosi3o8amerisi (CLI) 0ns ynpaensemo2o cmekupyemoa20 KoMMymamopa 3 ypogHsi

Switchfconfigure terminal

Switch(config)# aaa new-model
Switch (config) #

7-14 accounting commands

[daHHas komaHaa ncnonb3yeTcs Ans HACTPOMKK CIMcKa MeTOAOB, UCMONb3yeMOro A BedeHns yyeTa
KOMaHp, 4Yepes KOHKPETHY0 ceccuto. Micnonb3dynte popMy no A OTKNIOYEHUS BeOeHWs ydeTa KOMaHA.

accounting commands LEVEL {default | METHOD-LIST}
no accounting commands LEVEL

MapameTpbl

LEVEL YKasblBaeT Ha BbINOMNHEHWe BeAeHUs yyeta ang scex komang configure Ha
yKaszaHHOM YpOBHe npas AocTyna. KoppeKkTHble 3an1Mcu ypoBHEW NpaB JoCTyna: oT
1 po 15.

default YKa3blBaeT Ha BbINOMHEHNE BEAEHUS yYeTa Ha OCHOBE CMNCKa METOL0B MO
YMOYaHuo.

METHOD-LIST Mms cnrucka MeTogoB Ans UCMOSTb30BaHUS.

Mo ymonyaHuio

Mo ymMonyaHuio fgaHHasi onums OTKIoYeHa.

Pexxum BBOoga KomaHAabl

Line Configuration Mode

YpoBeHb KOMaHAbI MO YMOS4YaHUI0

YpoBeHb 15

Ucnonb3oBaHue KOMaHAbI

YTtobbl BeoeHME ydeTa Mo CNMCKy METOAOB BCTYNUIO B CUITY, CHavana Bkrounte AAA, ncnonb3ys komaHay
aaa new-model. CHayana cosganTte Cn1Mcok MeTogoB, UCNOMb3ysi KOMaHA4y aaa accounting commands.
Ecnu cnncok metogoB OTCYTCTBYET, TO KOMaH4a He BCTynaeT B cuny. [Nonb3oBaTenb MOXET yKka3aTb pasHble
CMUCKM METOAOB AMsi KOMaHA BeAeHust yyeTa (account) Ha pasHbIX YPOBHSIX.

Y ypOBHA MOXET ObITb YKa3aH TONbKO OAMH CMIMCOK METOO0B.

Mpumep

B naHHOM nprvmepe nokasaHo, Kak BKIYNTbL YPOBEHb BeAeHUS y4yeTa koMaHa 15 Ang HacTporkn KoMaHabl,
BBOOUMOM Yepe3 KOHCOMb, UCMOoNb3ysa CMNMCOK METOA0B BeAeHWs yyeTa ¢ uMmeHeM “cmd-15” Ha koHconw.

Switch# configure terminal

Switch(config)# aaa accounting commands 15 omd-15 start-stop group tacacst
Switch(config)# line console
Switch({config-line)# accounting commands 15 cmd-15

Switch(config-line) #
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7-15 accounting exec

[daHHas komaHaa ucnonb3yeTcs Ans HAaCTPOWKM Cnucka MeTodoB, UCMoNb3yemoro Ans BegeHus ydyeta EXEC
ONsl KOHKPETHOW ceccuu. VicnonbaynTte hopMy no AN OTKMYeHUs onunn BeaeHns yyeta EXEC.

accounting exec {default | METHOD-LIST}
no accounting exec

MapameTpbl
default YKa3bIlBaeT Ha UCMOSb30BaHMe CNMcKka METOLO0B MO YMOMYaHUIo.
METHOD-LIST Mmsa cnucka MeToaoB Anst UCNOoMb30BaHUA.

Mo ymonyaHuio

Mo ymonyaHuio fJaHHas onuust OTKYeHa.

Pexxum BBOAa KomaHAbI

Line Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KOMaHAbI

YT100LI BegeHWe yyeTa no Crmcky MeTO4OB BCTYNWIIO B CUIY, CHaYana BkrtoumMte AAA, ncnonb3ys komaHay
aaa new-model. CHavana co3ganTe CNUCOK METOAOB, UCMNOMb3ys KOMaHdy aaa accounting exec. Ecnu
CMMCOK METOAOB OTCYTCTBYET, TO KOMaHAa He BCTYMaeT B CUJy.

Mpumep

B naHHOM npumMepe nokasaHo, Kak HacTpoUTb CnNMcok meTtoaoB BeaeHns yvyeta EXEC ¢ nmeHem “list-1”". OH

ncnonb3yetT cepeep RADIUS. Ecnn cepBep 6e30nacHOCTM He OTBEYAET, OH He BbIMNOSIHAET BeAEHNe yyeTa.
Mocne HacTpovikn BeaeHue yyeta EXEC npuMeHsieTcsa K KOHCOMN.

Switchfconfigure terminal

Switch(config)# aaa accounting exec list-1 start-stop group radius
Switch(config)# line console

Switch({config-line)# accounting exec list-1

Switch({config-line) #

7-16 clear aaa counters servers

[daHHas komaHaa ncnonb3yeTcs Ans cbpoca CHETYNKOB CTaTUCTUKN cepBepoB AAA.

clear aaa counters servers {all | radius {/P-ADDRESS]| IPV6-ADDRESS | all} | tacacs {/P-
ADDRESS | all} | sg NAME}

MapameTpbl
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all YkasblBaeT Ha yaaneHne nHdopmalmm cH4eTYNKOB cepBepa, CBA3aHHOM CO
BCEMM Yy3riamu cepeepa.

radius /P-ADDRESS YkasblBaeT Ha yaaneHne nHdopmalmm CHETYNKOB cepBepa, CBA3aHHOM C
yanom RADIUS IPv4.

radius /PV6-ADDRESS YkasblBaeT Ha yaaneHne nHopmMauumn cHeTYMKOB cepBepa, CBA3aHHOM C
yanom RADIUS IPv6.

radius all YkasblBaeT Ha yaaneHue nHgopmauum CHeTYMKOB cepBepa, CBA3aHHOW CO
Bcemu yanamm RADIUS.

tacacs IP-ADDRESS YkasblBaeT Ha yaaneHne nHdopmaLmm cHeTYNKOB cepBepa, CBA3aHHOM C
yanom TACACS IPv4.
tacacs all YkasblBaeT Ha yaaneHne nHdopmaLmm cCHeTYNKOB cepBepa, CBA3aHHOM CO

Bcemu yanamm TACACS.

sg NAME Yka3sblBaeT Ha yaaneHne nHdopmalmm cCHeTYNKOB cepBepa, CBA3aHHOM CO
BCEMM y3riamu B rpyrnne cepBepoB.

Mo ymonyaHuto

Het

Pexxum BBoga KoMaHAbl

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KoMaHAabI

Vcnonb3ynTe faHHyto komaHdy Ansa copoca CHETYMKOB CTaTUCTUKKM, OTHOCALLMXCA K cepBepam AAA.
Mpumep

B naHHOM npyvmepe nokasaHo, kak copocuTb cueTumkmn cepeepoB AAA.

Switch# clear aaa counters servers all

Switch#

B naHHOM nprvmMepe nokasaHo, Kak yaanutb nHdopmauuio cHeTymkoB cepeepoB AAA ang Bcex Y3roB B
rpynne cepsepoB “server-farm”.

Switch# clear aaa counters servers =g server-farm

Switch#

7-17 ip radius source-interface

[daHHas komaHaa ucnonb3yeTca Ans ykasaHusa nHtepdernica, Yen IP-agpec 6yget ncnons3oBatbcs B
kauyecTBe |IP-agpeca uctouHuka ansa otnpasku naketoB RADIUS. Ucnonb3yinte dopMy no, YTOObI BEPHYTLCA
K HacTporKkam no yMOs4aHuio.

ip radius source-interface INTERFACE-ID
no ip radius source-interface
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MapameTpbl

INTERFACE-ID YkasblBaeT uHtepdeiic, yen IP-agpec Oynet ncnons3oBaTtbca B kadecTe |P-
agpeca UCTouHMKa ans otnpasku naketoB RADIUS.

Mo ymonyaHuto
ByneT ncnonb3soBaTtbes IP-agpec nuxariwero nHtepdeica.
Pexxum BBOOa KOMaHAbI

Global Configuration Mode
Server Group Configuration Mode

YPOBeHbKOMaHanHOyManaHMm
YpoBeHb 15
Ucnonb3oBaHue KOMaHAbI

[aHHas komaHaa MOXeT NPUMEHATLCA ANSA ykasaHusa nHtepdenca, Yen IP-agpec 6yaeT ncnonb3oBaTbes B
kayecTtBe |IP-agpeca uctoyHuka ansa otnpaeku naketoB RADIUS. Ecniv uHTepdenc ncToyHmKa yKasaH Kak B
pexume rnobansHon HacTpowku (Global Configuration mode), Tak n B pexxmme HacTPOMKM rpynnbl CEPBEPOB
(Group Server Configuration mode), To MHTEPdENC UCTOYHNKA, YKa3aHHbIN B PEXMME HACTPOWKW rpynmbl
cepBepoB, obnagaeT NPMOPUTETOM.

Korga cepBep Haxoautca Ha nopty ynpasneHus Out-Of-Band Management port, nonb3oBatenb JOIMKEH
yKkasaTb ngeHtudmkatop nHrepgenca (Interface 1D) nopta ynpaenexums Out-Of-Band B kauecTBe
nHTepdenca NCTOUHMKA Ansi OTNPaBKM NakeTa ¢ 3anpocoM Ha MoPT yrpaBreHus.

Mpumep

B naHHoM npumepe nokasaHo, kak yctaHoBute VLAN100, Yeli IP-agpec 6yaeT ncnonb3oBaThCs B KAYECTBE
IP-agpeca ncrovHmka ans otnpasku naketoB RADIUS.

Switch#configure terminal
Switch{cenfig)# ip radius scurce-interface wlan 100
Switch{config)#

7-18 ip tacacs source-interface

[aHHas komaHga ucnonb3yeTcs Ans ykasaHus uHtepdenca, ven |IP-agpec 6yget ncnonb3oBaTbesi B
kauyecTtBe |IP-agpeca nctouHumka gns otnpaeku naketoB TACACS. Vcnonb3ynte coopMy no, 4ToObl
BEPHYTbCS K HACTPOMKaM MO YMOIYaHWIO.

ip tacacs source-interface INTERFACE-ID
no ip tacacs source-interface

MapameTpbl

INTERFACE-ID YkasbiBaeT nHrepdenc, ven IP-agpec 6yget ncnonb3oBatbcs B kadecTse |IP-agpeca
nctoyHuka ans otnpasku naketos TACACS.

Mo ymonyaHuto
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Bynet ncnone3oBatbed |IP-agpec bnvxkanwero nHtepdenica.
Pexxum BBOAA KOMaHAbI

Global Configuration Mode
Server Group Configuration Mode

YpoBeHb KOMaHAbI MO YMOM4YaHUIO
YpoBeHb 15
Ucnonb3oBaHue KoMaHAabI

[aHHas komaHOa MOXET NPUMEHATLCA ANd yKasaHus uHtepdeinca, Yen IP-agpec 6yaoet ncnonb3oBaTbCs B
kauyectBe IP-agpeca ncrtodHuka ans otnpasku naketoB TACACS. Ecnu nHTepeinc ncTouHrka ykasaH Kak B
pexvMe rnobanbHON HACTPOMKKM, TaK U B PEXMME HACTPOWMKM rpynnbl CEPBEPOB, TO MHTEPGENC NCTOYHUKA,
yKa3aHHbI B peXXMME HaCTPOWMKK rpynnbl CEPBEPOB, 06nagaeT NpMOpPUTETOM.

Korga cepBep HaxoguTcsa Ha nopTy ynpaeneHus Out-Of-Band, nonb3oBaTenb AOMMKEH yKka3aTb
naeHtudmkatop nHtepdenca noprta ynpasnexus Out-Of-Band B kayecTBe MHTepdeica MCTOYHMKA OIS
OTMpaBKM MakeTa C 3anpoCcoM Ha NOpPT ynpaBneHus.

Mpumep

B gaHHoMm npumepe nokasaHo, kak yctaHoBuTb VLAN 100, yen IP-agpec 6ygeT ncnonb3oBaTbCs B Ka4ecTBe
IP-agpeca nctoyHuka ansa otnpaskm naketoB TACACS.

Switchfconfigure terminal
Switch {config)f# ip tacacs scurce-interface wlan 100
Switch ({config)#

7-19 ipv6 radius source-interface

[aHHasa komaHZa ucnonb3yeTcs Ans ykasaHus uiTepderica, Yen IPv6-agpec 6yaeT ncnonb3oBatbes B
kayectBe IPv6-agpeca uctodyHvka ansa otnpaeku naketos RADIUS. Vicnonbayiite oopmy no, 4Tobbl
BEPHYTBCS K HACTPOMKaM MO YMOSTHaHMUIO.

ipv6 radius source-interface INTERFACE-ID
no ipv6 radius source-interface

MapameTpbl

INTERFACE-ID YkasbiBaeT nHtepdeiic, yen IPv6-agpec Oyaet ucnonb3oBatbes B kadecTtse |Pv6-
agpeca UcTodHuka gnst otnpaeky naketos RADIUS.

Mo ymonuyaHuio
Bynet ncnonb3oBatbea IPv6-agpec 6nvxkaniwero nitepdetrica.
Pexvum BBOga KoMaHAbl

Global Configuration Mode
Server Group Configuration Mode

ypOBeHb KOMaHAbl N0 yMOon4yaHuko

YpoBeHb 15
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Ucnonb3oBaHWe KOMaHAbI

[aHHas komaHaa MOXeT NPUMEHATLCS AN YkasaHus uHTepdeiica, Yen IPv6-agpec byaeT ncnonb3oBaTbes
B kayecTBe IPv6-agpeca uctouHuka ansa ornpasku naketos RADIUS. Ecnn nHtepdenc nCTouHuka ykasaH
Kak B pexume rnobanbHOM HAaCTPOMKK, Tak U B PEXXMME HACTPOMKM TPyMbl CEPBEPOB, TO NHTEpdENC
NCTOYHMKA, YKa3aHHbIV B PEXXUME HacTPOWKM rpynnbl cCepBeEPOB, 0bnagaeT NpMopuTETOM.

Korga cepBep HaxoguTcs Ha nopTy ynpasnenunst Out-Of-Band, nonb3oBaTenb A0mMKeH ykasaTtb
noeHTndmkaTop nHTepdelica (Interface ID) nopta ynpasneHus Out-Of-Band B kadecTBe uHTepdenca
MCTOYHMKA ANs OTNPaBKKU MakeTa C 3anpoCoM Ha NOpPT ynpaBneHus.

Mpumep

B gaHHOM npumepe nokasaHo, kak yctaHoButb VLAN 100, yen IPv6-agpec 6ygeT ncnonos3oBatbcs B
kauectBe |IP-agpeca uctovHuka onsa otnpaskm naketos RADIUS.

Switch#configure terminal
Switchi{config)# ipvé radius scurce-interface wlan 100
Switch{config)#

7-20 ipv6 tacacs source-interface

[aHHas kKomaHga ucnonb3yeTcs Ans ykasaHus uHtepdenca, ven IPv6-agpec OyaeT ncnonb3oBaTbCs B
kauyectBe |IPv6-agpeca ncrtodHmka gnst otnpaeku naketoB TACACS. Vcnonb3ynte bopMy no, 4ToObI
BEPHYTbCS K HACTPOMKaM MO YMOITYaHWIO.

ipv6 tacacs source-interface INTERFACE-ID
no ipv6 tacacs source-interface

MapameTpbl

INTERFACE-ID YkasbiBaeT nHtepdeic, yen IPvb6-agpec byaget ncnonb3oBatbcs B kayectse |Pv6-
agpeca nctouHnka anst otnpaeku naketoB TACACS.

Mo ymonyaHuto
BypneT ncnonb3oBaTtbes IPv6-agpec Grnivkaniiero nHrepdenca.
Pexxum BBOAa KOMaHAbI

Global Configuration Mode
Server Group Configuration Mode

YpoBeHb KOMaHAbI N0 YMOMYaHUIO
YposeHb 15
Ucnonb3oBaHWe KOMaHAbI

[aHHas KomaHga MOXET NPUMEHATLCA ANd yKasaHusa nHrtepdeinca, ven IPv6-agpec Gyget ncnonb3oBatbest
B kayecTBe IPv6-agpeca uctouHuka gnsa ornpaskm naketoB TACACS. Ecnun nHtepdenc nctovHmka ykasaH
Kak B pexume rnobanbHON HAaCTPOMKU, TaK U B PEXMME HaCTPOMKM Fpynmnbl CEPBEPOB, TO MHTepdelc
NCTOYHMKA, YKa3aHHbIV B pEXUME HacTPOWMKKM rpynnbl cepBepoB, obnagaet npuopmnTeToM.

Korga cepBep Haxoantca Ha nopty ynpasneHus Out-Of-Band, nonb3oBaTenb JOMKEH yKasaTb
noeHTncukaTop MHTepdperica nopta ynpaeneHuns Out-Of-Band B kavecTBe nHTepdenca NCTOYHUKa And
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OTMNpaBKu NakeTa ¢ 3anpocoM Ha NOpT ynpaBneHus.
Mpumep

B paHHoM npuMepe nokasaHo, kak yctaHoBuTb VLAN 100, yeii IPv6-agpec 6yaeT ncnonb3oBaTbes B
kadecTtBe |IP-agpeca nctouHmka ons otnpaeky naketoB TACACS.

Switchfconfigure terminal
Switch (config)# ipvé tacacs scurce-interface wvlan 100
Switch{config)#

7-21 login authentication

[aHHast komaHga ucnonb3yeTcs AN HACTPOMKKM CMCKa METOA0B, UCMONb3YEMOro sl ayTeHTudmkaumm ¢
MMeHeM Nonb3oBaTensa Anga KOHKpeTHon ceccun. Mcnonbayte hopmy no, 4Tobbl BEPHYTHCS K CIUCKY
METOAO0B MO YMOSYAHUIO.

login authentication {default | METHOD-LIST}
no login authentication

MapameTpbl
default YKkasblBaeT Ha ayTeHTUMUKaLIMIO HA OCHOBE CMMCKa METOA0B MO YMOMYaHUIO.
METHOD-LIST Mms cnrucka mMeTogoB Anst UCMOSIb30BaHUS.

Mo ymonuyaHuto

Mo ymonuyaHuo Ucnonb3yeTcsa CNMCOK METOAOB MO YMOSTYAHWIO.

Pexum BBoAa KomaHAbl

Line Configuration Mode

YpoBeHb KOMaHAbI MO YMOJTYaHUIO

YpoBeHb 15

Acnonb3oBaHne KomaHAbI

Y106kl ayTEeHTUDUKALMA Yepes3 CNMCOK METOAO0B BCTyNWMa B CUMy, CHavana Bkrtoumte AAA, UCnonb3aysi
KomaHay aaa new-model. CHavana co3gante cnnucok METOAOB, MCNOMb3ys KomaHay aaa authentication
login. Ecnn cnvcok MeTogoB OTCYTCTBYET, TO KOMaHAa He BCTYMaeT B Cuny, U ayTeHTudmkauns oyget
BbINOSTHATLCS Yepes CMUCOK METOAOB C MMEHEM Mosb30BaTesNs Mo YMOSHaHuo.

Korga BkntodeHa onumda aaa new-model, ons ayteHTMdMKaLMm Ncnonb3yeTcs CNMCoOK METOA0B Mo
YMOJTYaHUIO.

Mpumep

B gaHHOM npuMepe nokasaHo, Kak YyCTaHOBUTL NTOKarbHY0 CECCUI0 KOHCONW ANS UCMOMb30BaHUA crnmcka
metogoB “CONSOLE-LINE-METHOD” ans ayTeHTUdMKaLMM ¢ UMeHeM nornb3oBaTens.
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Switch#configure terminal

Switch(config)# aaa authentication login CONSOLE-LINE-METHOD group groupd local
Switch{config)# line console

Switch(config-line) # login authentication CONSOLE-LIME-METHOD
Switch({config-line) #

7-22 radius-server deadtime

[aHHas komaHaa ucnonb3yeTcs Ans ykasaHns BpeMeHU No YMOMYaHUIo, Mo UCTeYEeHUN KOTOPOro cepBep,
KOTOpbI He MOXET OTBETUTb, ByAeT NponyLleH. Mcnonbayiite dopMy No, YToGbl BEpHYTLCH K HACTpoKam
Mo YMOJ4YaHuIo.

radius-server deadtime MINUTES
no radius-server deadtime

MapameTpbl

MINUTES Bpewmsi npoctosi. KoppekTHbin gunanasoH: ot 0 go 1440 (24 yaca). Ecnu
yCcTaHoBreHo 3HayeHue 0, cepBep, KOTOPbIN HE MOXET OTBETUTb, HE ByaeT
NOMEYEH Kak HeaAeNCTBY LA,

Mo ymonuaHuio

Mo ymon4yaHuio gaHHbIM 3Ha4YeHnem asnsaetca 0.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMOM4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KOMaHAbI

[aHHasa komaH4a MOXeT UCMOMb30BaTbCA AN YIydLLEeHUs BpeMEHM npoLecca ayTeHTUgmKaumm ¢ NoMOLLbO
yCTaHOBKM BpeMeHu npocTtos (dead time) ona nponycka 3anucen y3noB cepBepa, KOTOPbIA HE MOXET
OTBETUT.

Korga cuctema BbINOMHAET ayTeHTUMKaLMIO C MOMOLLIbIO cepBepa ayTeHTuduKkaumm, oHa npobyet
MCnonbL30BaTh OONH cepBep 3a pas. Ecnu cepeep He oTBevaeT, cuctema GygeT npoboBaTth criedyoLwmn
cepeep. Korga cuctema obGHapyxmBaeT, UTo cepBep He OTBEYaeT, OHa MOMETUT CepBEpP Kak HeaeNCTBYOLLWNA,
3anycTuT TakMep BpeMeHu NPOCTOs 1 MPONYCTUT UX NpK ayTeHTUdUKaLMK NocrneayoLmx 3anpocoB o
NCTeYEeHUs1 BPEMEHM NPOCTOS.

Mpumep

B naHHoM npmnmMepe nokasaHo, Kak yCTaHOBUTb BpeMA NMPOCTOA 10 MUHYT.

Switch#configure terminal
Switch (config)# radiuvs-server deadtime 10

Switch (config)#
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7-23 radius-server host

[aHHasi komaHga ucnonb3yeTcs Ans cosganus yana cepsepa RADIUS. Mcnonb3ynte doopmy no gnsi
yAaneHus ysrna cepeepa.

radius-server host {/P-ADDRESS | IPV6-ADDRESS} [auth-port PORT] [acct-port PORT]
[timeout SECONDS] [retransmit COUNT] key [0 | 7] KEY-STRING
no radius-server host {IP-ADDRESS | IPV6-ADDRESS}

MapameTpbl
IP-ADDRESS IP-agpec cepsepa RADIUS.
IPV6-ADDRESS IPv6-agpec cepepa RADIUS.

auth-port PORT-NUMBER (OnumoHaneHo) Homep UDP-nopTta HasHayeHus Ansi OTNpaBKy NakeTos
ayTeHTudukaummn. flnanasoH: ot 0 go 65535. YcraHoBMTe HOMeEpP NopTa B
HOMb, ecnu y3en cepBepa He npeAHasHavYeH Ans ayTeHTUuKaLmu.
3HayeHue no ymonyaHuio: 1812.

acct-port PORT-NUMBER (OnumoHaneHo) Homep UDP-nopTta HasHayeHus Ansi OTNpaBKy NakeTos
BefeHus ydeTa. [lnanasoH: ot 0 oo 65535. YcraHoBUTE HOMep nopTa B
HOMb, ECNKY y3en cepBepa He NpedHa3HavYeH Anga BedeHus yyeta. 3HayeHue
no ymonyaHuio: 1813.

timeout SECONDS 3HayeHne Tanm-ayTa cepBepa. [lnanasoH: ot 1 o 255 cekyng. Ecnu
3Ha4YeHne He yKa3aHo, TO 3Ha4eHeM no ymos4aHuio ABNAeTCA 5 CeKyHA.

retransmit COUNT (OnumoHaneHo) KonnyecTso NOBTOPHbLIX Nepeaad 3anpocoB Ha cepeep,
korga oTeeT He nony4deH. 3HauyeHue: ot 0 go 20. Ncnonb3ynte 0 ansd
OTKMOYEHUS NOBTOPHOW Nepepayn. Ecnuv 3HaveHne He ykasaHo, TO
3HaYeHVeM No YMOMYaHuo SBnseTcs 2.

0 (OnuuoHanbHo) Maponb B popMe 06bI4HOIO He3awmndPOBaAHHOIO TEKCTA.
OTO ABNSETCS ONUMEN N0 YMOYaHUIO.

7 (OnuuoHanbHo) Maponb B 3awwmndpoBaHHO hopme.

key KEY-STRING Kntoy, ncnonbsyemblin Ans CBSA3W € cepepoM. [1nvHa Krnya MoxeT

cocTaBnATb oT 1 4o 32 CMMBOMOB He3awndpPOBaHHOIo TeKCTa.

Mo ymonuyaHuio

Mo ymonyaHuio cepBep He HaCTPOEH.
Pexxum BBOOa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOST4YaHUIO
YpoBeHb 15

Ucnonb3oBaHue KOMaHAbI

Mcnonb3ynte gaHHas kKomangy Anst cosgaHus yanos cepeepa RADIUS nepen tem, kak oHM MOryT 6bITb
cBsA3aHbl ¢ rpynnon cepeepoB RADIUS ¢ nomoLublo KoMaHabl server.

Mpumep

B naHHOM npumepe nokasaHo, kak co3aatb ABa y3na cepepa RADIUS ¢ pasHbimu IP-agpecamu.
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Switchfconfigure terminal
Switch{config)# radius-server host 172.19.10.100 auth-port 1500 acct-port 1501 timecut 8
retransmit 3 key RBCDE
Switch{config)# radius-server host 172.19.10.101 auth-port 1600 acct-port 1601 timecut 3
retransmit 1 key ARBCOE
Switch{config)#$#

7-24 server (RADIUS)

[aHHas komaHga ucnonblyeTcsa Ansa cBasbiBaHus yana cepsepa RADIUS (RADIUS server host) ¢ rpynnon
cepeepoB RADIUS (RADIUS server group). Vicnonb3yite chopmy no Ang yaaneHus ysna cepeepa u3
rpynnbl CEPBEPOB.

server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS | IPV6-ADDRESS}

MapameTpbl
IP-ADDRESS IPv4-agpec cepBepa ayTeHTUdUKaLUN.
IPV6-ADDRESS IPv6-agpec cepBepa ayTeHTMdUKaLUN.

Mo ymonyaHuio

Mo ymonyaHuio cepBep He HaCTPOEH.

Pexum BBOAa KOMaHAbI

RADIUS Group Server Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KoMaHAbI

Vcnonb3ynTe gaHHyto KOMaHdy AN BXxo4a B pexum HacTporku rpynnbl cepeepoB RADIUS (RADIUS group
server configuration mode). Vicnone3ynte komaHay server ons cBa3biBaHUs y3nos cepepa RADIUS ¢
rpynnon cepeepoB RADIUS. OnpegeneHHas rpynna cepBepoB MOXET ObITb Yka3aHa B Ka4ecTBe Crnucka
MEeTOO0B A5 ayTEeHTUMMKaUUKM nnm BeaeHus ydyeTta Yyepes komaHabl aaa authentication n aaa accounting.
McnonbaynTte komaHay radius-server host ona cosganuns 3anucu yana cepeepa. 3anmch ysna
naeHTnpuumpyetcs IP-agpecom.

Mpumep

B naHHOM npumepe nokasaHo, kak co3aatb ABa y3na cepepa RADIUS c pasHbimu IP-agpecamu. [pynna
cepBepoB 3aTeM CO3aeTcs C ABYMs y3raMu CEpBEpPOB.
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Switch#configure terminal
Switch{cenfig)# radius-server host 172.19.10.100 auth-port 1500 timecut 8 retransmit 3 key
LBCDE
Switch{config)# radius-server host 172.19.10.101 auth-port 1600 timecut 3 retransmit 1 key
LBCDE
Switch{config)#aaa group server radius groupl
Switch{config-sg-radius)# server 172.19.10.100
Switch{cenfig-sg-radius)# server 172.19.10.101
Switch{config-sg-radius)#
7-25 server (TACACS+)

[aHHasi komaHga ucnonb3yeTcs ans ceasbiBaHus cepepa TACACS+ ¢ rpynnoi cepBepoB. Vicnonbayite
dhopmy no 4ns yaaneHus cepeepa U3 rpynbl CEPBEPOB.

server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS | IPV6-ADDRESS}

MapameTpbl
IP-ADDRESS IPv4-agpec cepsepa ayTeHTUdMKaumn.
IPV6-ADDRESS IPv6-agpec cepBepa ayTeHTUdUKaLNN.

Mo ymonuyaHuio

Mo ymonuaHuio cepBep He HACTPOEH.

Pexxum BBOAA KOMaHAbI

TACACS+ Group Server Configuration Mode

ypOBeHb KOMaHAbl N0 YMOJTYaHUIO

YpoBeHb 15

Ucnonb3oBaHue KOMaHAbl

Wcnonb3ynte komaHay aaa group server tacacs+ ans Bxoga B peXvMM HAaCTPOMKK Ipynbl CEPBEPOB
TACACS+ (TACACS+ group server configuration mode). crnonb3ynte kKomaHay Server anisi CBA3biBaHWS
y3noB cepBepa TACACS+ c rpynnon cepepoB TACACS+. OnpegeneHHas rpynna cepBepoB MOXET ObITb
YKa3aHa B Ka4ecCTBe Cn1cka MeTogoB And ayTeHTVIQ)I/IKaLI,VII/I nnu BegeHnsa yyeta Yepes KomaHabl aaa
authentication n aaa accounting. Vicnonb3yiite komaHgy tacacs-server host ansa cosgaHusa 3anucu yana
cepsepa. 3anucb y3na ngeHtuduumpyetcs IP-agpecom.

Mpumep

B naHHOM npumepe nokasaHo, kak co3aaTtb Asa y3na cepsepa TACACS+ ¢ pasHbiMu IP-agpecamu. pynna
CEpBEPOB 3aTEM CO34aeTCH C ABYMS y3riaMu CEPBEPOB.
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Switchfconfigure terminal

Switch({config)# tacacs-server host 172.159.10.100 port 1500 timeout 8 key ABC
Switch({config)# tacacs-server host 172.15.122.3 port 1600 timeout 3 key ABC
Switch({config)#aaa group server tacacs+ groupd

Switch({config-zg-tacacs+)# server 172.19.10.100

Switch({config-sg-tacacs+) # server 172.15.122.3

Switch(config-sg-tacacs+) #

7-26 show aaa

[aHHasa komaHZa ucnonb3yeTcs Ans oTodpaxeHus rmobansHoro coctosHusa AAA.
show aaa

MapameTpbl

Het

Mo ymonuyaHuto

Het

Pexxum BBOoga KomaHAbI

Privileged EXEC Mode
JTioBol pexxum KoHpurypaumm

YpoBeHb KOMaHAbI MO YMOJTYaHUIO

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

Wcnone3ynte aty KomaHay Anst oTobpaxeHus rnobansHoro coctosHns AAA.
Mpumep

B faHHOM npyMepe nokasaHo, Kak oTobpasuTb rmobanbHoe coctosiHue AAA.

Switch# zhow aaa

7-27 tacacs-server host

[aHHas komaHaa ucnonb3yeTcsa Ansa co3gaHna yana cepeepa TACACS+. Ucnonbayiite hopmy no and
yaaneHus ysna cepsepa.
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tacacs-server host {IP-ADDRESS | IPV6-ADDRESS} [port PORT] [timeout SECONDS] key [0 |
7] KEY-STRING
no tacacs-server host {IP-ADDRESS | IPV6-ADDRESS}

MapameTpsbl

IP-ADDRESS IPv4-agpec cepsepa TACACS+.

IPV6-ADDRESS IPv6-agpec cepsepa TACACS+.

port PORT-NUMBER (OnumoHaneHo) Homep UDP-nopTta Ha3HayeHust 4nsi OTNpaBKn NakeToB C
3anpocamu. Homep nopta no ymondanuto: 49. [lnanasoH: ot 1 go 65535.

timeout SECONDS 3HaueHune Tanm-ayTa cepBepa. [nanasoH: ot 1 o 255 cekyHg. 3HauyeHnem
Mo YMOST4YaHUIO ABMSETCA 5 CeKyHA.

0 (OnumoHanbHO) Mapornb B hopMe 06bIMHOro He3angpPoBaHHOIO TeKCTa.
OTO ABnAeTCA onumMern No YMOMYaHuio.

7 (OnumoHanbHO) Maponb B 3alwmdpoBaHHOW dopMme.

key KEY-STRING Kritou, ncnonb3yembli AN CBs3U ¢ cepBepoM. [invHa knoya MoxeT

cocTaenaTb oT 1 Ao 254 cMmBonoB He3alwMdpPOBaHHOMO TEKCTA.

Mo ymonuaHuto

Mo ymonuanuto y3en cepsep TACACS+ He HACTPOEH.
Pexxum BBoAa koMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMOSTYaHUIO

YpoBeHb 15

Ucnonb3oBaHue KOMaHAbI

Wcnonb3ynte komaHay tacacs-server host ans cosgaHus yanos cepsepa TACACS+ nepen TeM, Kak OHU
MOryT ObITb cBA3aHbI ¢ rpynnon cepeepoB TACACS+ ¢ NOMOLLbIO KOMaHAbl Server.

Mpumep
B naHHOM npumepe nokasaHo, kak co3gaTth Aga yana cepsepa TACACS+ ¢ pasHbimu IP-agpecamu.

Switchf#configure terminal

Switch(config)# tacacs-server host 172.195.10.100 port 1500 timeout 8 key ABCDE
Switch(config)# tacacs-server host 172.15.122.3 port 1600 timeocut 3 key ABCDE
Switch(config)#

7-28 show radius statistics

[aHHasa komaHaa ucnonb3yeTcs anst otobpaxeHus cratnctmkn RADIUS anga nakeToB BegeHus yveTa u
ayTeHTUrKaLmm.

show radius statistics

MapameTpbl
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Het

Mo ymonuaHuio

Het

Pexxum BBOga KomaHAbl

User/Privileged EXEC Mode
JTioGon pexxum KoHurypaumm

YpOBeHb KOMaHAbl N0 YMOJTYaHUIO

YpoBeHb 1

Mcnonb3oBaHne KoMaHAbI

WMcnonb3ynte gaHHyo komaHay Ans 0ToOpaXKeHUs CHETYMKOB CTaTUCTUKN, OTHOCSLLMXCS K CEpBEpPaM.
Mpumep

B naHHOM npumepe nokasaHo, kak 0TOOpa3nTb CYETUMKM CTAaTUCTUKM, OTHOCSILLIMECH K CepBEpaM.

Switch#show radius statistics
REDIUS Server: 172.19.192.80: Ruth-Port 1645, Aect-Port l64dé

State is UP

Buth. Aeot.,
Found Trip Time: 1a 10
Aeocess Regquests: 4 HA
Access Accepts: i HA
Aecess Rejects: 4 HA
Bhecess Chal lenges: i HA
oot Request: N& 3
Beot Besponse: HE 3
Retranasmissions: i ]
Malformed Responses: ] ]
Bad Authenticators: i ]
Pending Requests: i ]
Timeouts: ] ]
Unknown Types: i ]
Packets Dropped: ] ]
OTob6paxaemble napamMeTpbl
Auth. CraTtnctyka ong nakeToB ayTeHTudukaumu.
Acct. CrartucTtuka OnA NakeToB BeAeHNA y4eTa.
Round Trip Time WHTepBan BpemeHu (B COTbIX AOMNAX CEKYHAbI) MeXay CaMbiM NOCAEAHUM
OTBETOM UM 3arnpoCcoM, KOTOPbIK COOTBETCTBYET €My, C 3TOro cepBepa
RADIUS.
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Access Requests

KonuuyectBo naketoB RADIUS Access-Request, oTnpaBneHHbIX Ha OaHHbIN
cepsep. He BknoyaeT NOBTOPHbIE Nepeaayn.

Access Accepts

Konnyecteo naketoB RADIUS Access-Accept (0encTBUTENbHbIX Unn
HeOenCTBUTENbHbIX), MOMYYEHHbIX C JAHHOTO cepBepa.

Access Rejects

Konnyectso naketos RADIUS Access-Reject (aenctButensHbIX Unm
HedencTBUTENbHBIX), MONYYEHHbIX C AaHHOrO cepBepa.

Access Challenges

Konnyectso naketoB RADIUS Access-Challenge (genctButensHbIX unm
HedencTBUTENbHbIX), MONYYEHHbIX C AaHHOrO cepBepa.

Acct Request

KonuyecTtBo otnpasneHHbix naketoB RADIUS Accounting-Request. He
BKITHOYAET NOBTOPHbIE Nepeaayu.

Acct Response

Konuyectso naketoB RADIUS, nonydeHHbIX Ha accounting-nopTy oT
AaHHOro cepsepa.

Retransmissions

Konunyecteo naketoB RADIUS Request, NOBTOpHO nepeaaHHbIX JaHHOMY
cepeepy RADIUS. lNMoBTopHbIE Nepefaym BKNOYAKOT 3anvcu, rae
noeHTncpmkaTop n Acct-Delay 6binv 0BHOBNEHBI, TaK Xe Kak 1 Te, B KOTOPbIX
OHW OCTaKTCHA OAMHAKOBbLIMM.

Malformed Responses

Konnyectso owmnboyHbix naketoB RADIUS Response, nony4yeHHbIX oT
AaHHoro cepeepa. OwnboyHbIe NakeTbl BKIOYAKOT NakeTbl C HEKOPPEKTHOM
OnuHon. HeBepHble ayTeHTUdUKaTopbl, nnu atpmbyTsl Signature, unu
Hen3BeCTHble TUMbl He BKIOYATCS B OLUMOOYHbIE OTBETHI.

Bad Authenticators

KonuuyectBo naketoB RADIUS Response, cogepalnx HEKOPPEKTHbIE
ayTeHTudmkatopbl unu atpnbyTtbl Signature, NONyYeHHbIX OT JAHHOIO
cepsepa.

Pending Requests

KonuyectBo naketoB RADIUS Request, npeaHasHa4eHHbIX 4ns JaHHOro
cepBepa, BpeMsi KOTOPbIX eLLe He UCTEKIO, UMK He MOSTyYMBLUMX OTBET. JTa
nepemMeHHasi yBenmymBaeTcs, Koraa 3anpoc oTnpaBniseTcs, U YMeHbLUaeTcs
n3-3a npuema oTBeTa, TauM-ayTa Unn NOBTOPHOM Nepeadayu.

Timeouts

KonnyectBo TaIZM-ayTOB An4a AaHHOro cepBepa. Mocne Ta|7|M-ayTa KIMNEHT
MOXET NOBTOPUTb NOMNbITKY C TEM XXE CepBepoOM, OTNpaBUTb OPYyromy
cepBepy Unn oTkasaTbCA. |_|OBTOpHa$| NnonbiTKa C TEM XXe CepBepoM
CHMUTaAETCAd KaK NOBTOPHaA nepenada, a Takke Kak TaVIM-ayT. OTI'IpaBKa
Opyromy cepBepy CHMTAETCA KakK 3arnpoc, a Takke Kak TaVIM-ayT.

Unknown Types

Konnyecteo naketoB RADIUS HensBecTHOro Tuna, Nofy4YeHHbIX OT JAHHOIO
cepBepa.

Packets Dropped

Konuyecto naketoB RADIUS Hen3BeCcTHOro tTmna, Nosy4YeHHbIX OT JaHHOro
cepBepa 1 OTOPOLLEHHBIX MO KAaKON-NMBO NpudmHe.

7-29 show tacacs statistics

[aHHasa komaHaa ncnonb3yeTcd and OTO6pa)KeHVIﬂ yCJ'IOBVIl7| B3aUMOAENCTBUSA C KaxabIM cepBepom

TACACS+.

show tacacs statistics

MapameTpbl
Het

Mo ymonuyaHuto
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Het
Pexum BBOAa KoMaHAbI

User/Privileged EXEC Mode
JTiobon pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

MCI‘IOJ‘Ib3yﬁTe OaHHY0 KOMaH4y anda OT06pa)KeHI/IF| CYEeTYMKOB CTAaTUCTUKN, OTHOCALLMNXCA K cepBepam.
Mpumep

B naHHOM npumMmepe nokasaHo, Kak OTO6pa3I/ITb CHETHYUNKN CTATUCTUKN, OTHOCALLIMECA K cepBepamMm.

Switch# show tacacs statistics
BCRACS+ Serwver: 172.19.192.80/49, State is UF
Socket Opens: 0
Soccket Closes: 0
Total Packets Sent: 0
Total Packets Recw: 0

—

Reference Count: 0

OTob6paxaemblie napamMeTpbl

TACACS+ Server IP-agpec cepBepa TACACS+.

Socket Opens KonuuecTtBo ycnewHbix nogkntoveHun TCP socket k cepeepy TACACS+.
Socket Closes KonuuecTtBo ycnelwHo 3akpbiTbix nonbiTok TCP socket.

Total Packets Sent KonunyectBo nakeTos, oTnpasneHHbIx cepsepy TACACS+.

Total Packets Recv KonnyectBo nakeTos, nony4yeHHbIx OT cepsepa TACACS+.

Reference Count KonuuecTtBo 3anpocos ayTeHTudukauum ot cepeepa TACACS+.

8. ba3oBble KOMaHAbl HAaCTpouku IPv4

8-1 arp

HaHHas komaHaa ncnonb3yetcs ans gobasneHus ctatndeckon 3anvcu B kaw ARP (Address Resolution
Protocol). cnonbayiite hopmy no, 4ToObl yaanuTb cTatuyeckyto 3anmck 13 kawa ARP (Address Resolution

Protocol).

arp IP-ADDRESS HARDWARE-ADDRESS
no arp IP- ADDRESS HARDWARE-ADDRESS
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MapameTpbl

IP-ADDRESS Ykaxute |IP-agpec.

HARDWARE-ADDRESS Ykaxute MAC-agpec (48-6UTHbIR).

Mo ymonyaHuto

B kawe ARP HeT HM ogHOWM cTaTU4ecKown 3anucu.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMMYaHUI0

YpoBeHb 12

Mcnonb3oBaHue KoOMaHAbl

Tabnuua ARP obecneunBaeT conoctaeneHne IP-agpecos ¢ MAC-agpecamu. [laHHOe COOTBETCTBUE
XPaHUTCS B NaMATU M He 3anpallnBaeTcs MOCTOSIHHO. YKasdaHHas koMaHAa Ucnonb3yeTcs Ansi 4o0aBneHus
ctatnyeckmnx ARP-3anucen.

Mpumep

B npumepe nokasaH npouecc gobasneHuns ctatmdeckon ARP-3anuncn ans tpaguumoHHoro Ethernet-ysna.

Switch# configure terminal
Switeh {cenfig)# arp 10.31.7.19 0800.0900.15834

Switch{config)#

8-2 arp timeout

HaHHas KomaHga ucnonb3yeTcs Anst HACTPOWKM BpeMeHun ctapeHus (aging time) ARP-3anvcen B Tabnmue
ARP. VcnonbaynTte hopMy no, YTOObI BEPHYTLCS K HACTPOMKaM No yMOSTYaHMH.

arp timeout MINUTES
no arp timeout

MapameTpbl

MINUTES Ykaxute TaMmayT, N0 UCTEYEHUU KOTOPOro AMHaMmyeckas 3anuchb ycrapeet
Mpun yCrnoBunN OTCYTCTBMSA CETEBON akTUBHOCTU. [lonycTuMble 3HaveHus — oT 0
0o 65535. Ecnv ykasatb 0, To 3anmMcn ARP Hukorga He ycTapeBatoT.

Mo ymonuyaHuio
Mo ymonuaHuto yctaHoBReHO 240 MUHYT.
Pexxum BBOAa kKomaHabI

Interface Configuration Mode
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YpoBeHb kOMaHAbI MO YMON4YaHUIo
YposeHb 12
Ucnonb3oBaHWe KOMaHAbI

[daHHas komaHaa ncnonb3yeTcs Ans HacTponku BpemeHu ctapeHns ARP-3anucen B Tabnvue ARP.
Wcnonb3ynte bopMy no, YTOObI BEPHYTLCS K HACTPOMKaM No YMOMYaHMIO.

Mpumep

B oaHHOM npumMepe nokKkasaHo, Kak 3agatb TaVIM-aYT npoAO0JIKNTENTIbHOCTbLIO 60 MUHYT, 4yTOObI 3anuncK
yCTtapeBanum 6bICTpee, 4YeM 3TO MNMO3BOJIAIOT HaCTDOIZKVI Nno yMOJT4HaHWIO.

Switch# configure terminal
Switch {config)# interface wlan 1
Switch {config-if)# arp timecut &0
Switch{config-i£f)#

8-3 clear arp-cache

[aHHas komaHga ucnonb3yeTcs Ans yaaneHus guHamudecknx ARP-3anncen ns tabnuupl.

clear arp-cache {all | interface INTERFACE-ID | IP-ADDRESS}

MapameTpbl

all YKaxuTe, 4ToObl NOMTHOCTLIO OMUCTUTL K3l AuHamuyeckux ARP-3anucein,
CBSA3aHHbIX CO BCEMU UHTepdencamu.

INTERFACE-ID YkaxuTe ngeHtucdumkaTop nHtepdenca (Interface ID).

IP-ADDRESS Ykaxute IP-agpec guHammyeckon ARP-3anmcy, KoTopyto Heobxoammo

yaanuTb.

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

[aHHas komaHga ucnonb3yeTcs Ans yaaneHns anHaMmmyeckux sanncen ns tabnuupl ARP. MNonb3oBaTtenb
MOXET yaanuTb cpasy Bce AUHAMU4YECKME 3anncu, ToNbKO BbibpaHHbIE AMHAMUYECKNE 3anncu Unm Bce

AnHamMmn4yeckne 3anmcu ana KOHKpeTHoro MHTepcbeVlca.

Mpumep
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B naHHOM npmnmepe nokasaHo, Kak yaanntb BCe ANHaMU4eCKme 3arnncm n3 Kawa ARP.

Switch# clear arp-cache all

Switch#

8-4 ip address

[aHHas komaHga ucnonb3yeTcsa ANA HasHavYeHUsa NHTepdency NepBUYHOro Unu BTOpUYHOro agpeca IPv4
nnun asTomaTtmyeckoro nonyyvenus IP-agpeca ot DHCP-cepepa. Vicnonbayiite oopmy no, 4Tobbl yoanutb
HacTpownku IP-agpeca nnu otkntounte DHCP Ha nHTepdeiice.

ip address {IP-ADDRESS SUBNET-MASK [secondary] | dhcp}
no ip address [/P-ADDRESS SUBNET-MASK | dhcp]

MapameTpbl

IP-ADDRESS YkaxuTe IP-agpec.

SUBNET-MASK Ykaxkute Macky noaceTtu ans coorseTcTytowero IP-agpeca.

secondary (OnumoHanbHO) YkaxuTe, ecnvn HaCTPOEHHbIN agpec SBMNSeTCS BTOPUYHBLIM
IP-agpecom. Ecnu gaHHoe knoyeBoe CroBO HE yKa3aHO, HACTPOEHHbIN
agpec byget aBNsATLCA NepBUYHbLIM |IP-agpecom.

dhcp YkaxuTe, 4Tobbl nony4nts IP-agpec ot DHCP-cepBepa.

Mo ymonyaHuto

IP-agpec no ymonyanuio ansa VLAN 1: 10.90.90.90/8.

Pexxnm BBoga KoMaHAbl

Interface Configuration Mode

YpoBeHb KoMaHAbI MO YMONYaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

IPv4-agpec nHTepderica MoxeT ObITb 3a[aH NONb3oBaTeNeM BPYYHYO MM AUHAMUYECKU (aBTOMaTUYECKM)
HasHayeH cepsepom DHCP. Mpu HacTpoiike BpyYHYO Nonb3oBaTenb MOXET HadHaunTb B ogHy VLAN cpasy
Heckonbko ceTewn ¢ IP-agpecom ans kaxgon. OguH 3 aTnx IP-agpecoB gomkeH 6biTb OCHOBHLIM IP-
agpecom, a ocTanbHble — BTOpocTeneHHbIMU. OCHOBHOWM agpec ucnonb3yeTtcs B kadecTtse IP-agpeca
MCTOYHMKa ANs OoTnpaBneHHbIX ¢ HTepdenca coobuieHmn SNMP trap unu SYSLOG. Wcnonbayiite komaHay
no ip address ans ynaneHusa 3agaHHoro IP-agpeca.

Mpumep

B gaHHOM npumepe nokasaHo, kak HacTpouTb 10.108.1.27 B kayecTBe OCHOBHOrO agpeca, a 192.31.7.17 n
192.31.8.17 B kayecTBe BTOpOCTENEHHbIX agpecos ana VLAN 100.
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Switch$# configure terminal

Switchi{config)# interface wvlan 100

Switch{config-if)4 ip address 10.108.1.27 255.255.255.0
Switch{config-i£f)$% ip address 192.31.7.17 255.255.255.0 secondary
Switchi{config-i£f)# ip address 192.31.8.17 255.255.255.0 secondary
Switch{config-i£)4#

8-5 ip proxy-arp

[aHHas komaHga ucnonb3yeTcsa Ansa BknoyeHus onuun proxy ARP ana nHtepdeica. Vicnonesyite
dopMy no, 4TOGbI BEPHYTLCS K HACTPOMKaM Mo yMOJYaHMI0.

ip proxy-arp
no ip proxy-arp
MapameTpbl
Het

Mo ymonyaHuto

[aHHas onuusa No yMOnYaHuio OTKIHYEHa.

Pexxum BBOAa KOMaHAbl

Interface Configuration Mode

YpoBeHb kKOMaHAbI MO YMONYaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

VMcnonb3ynTe AaHHy0 KOMaHay Ans HacTPowku Ha uHTepdence onuum proxy ARP. MNpu BkNoYeHUn proxy
ARP cuctema 6yget otBeyatb Ha 3anpocbkl ARP gnsa IP-agpecoB nokanbHbix nogcetein. MexaHuam proxy
ARP MOXeT ncrnonb3oBaTbCs B CETU, rO€ AN Y3N0B HE HACTPOEH LUMKO3 MO YMOITYAHWIO.

Mpumep

B gaHHOM npumepe nokasaHo, kak BktounTb proxy ARP ans nitepgenca VLAN 100.

Switch$# configure terminal

Switch {cenfig)# interface wlan 100
Switch({config-if)# ip proxy-arp
Switch{config-if)#

8-6 ip local-proxy-arp

[aHHasa komaHga ucnonbayeTcsa AN BKAoYeHUs Ha nHtepderice onuum local proxy ARP. Ucnonbayiite
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dopMy no, YToGbl BEPHYTLCS K HACTPOWKAM MO YMOITYaHUH0.

ip local-proxy-arp
no ip local-proxy-arp

MapameTpbl

Het

Mo ymonyaHuto

[daHHas onumsi N0 yMOMYaHUIo OTKIOYEHA.

Pexxum BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoOMaHAabI

Vcnonb3ynTe aaHHyt0 KOMaHay Ans BknoyveHusa onumm local proxy ARP Ha nHTepderice. KomaHaa
ucnonb3syetcsa B ocHoBHOM VLAN, oTHocsLLeNncs K JoMeHy n3onuposaHHon cet VLAN, Ans BkAOYeHUs
MapLUpyTM3aLmMn NakeToB Mexay BTopocTeneHHbiMu cetamu VLAN nnm n3onmpoBaHHbIMU NOpTaMmu B
npeaenax gomeHa. Komanga cpaboTtaeT TONbKO Nocne BKIHOYEHUS OMLUMM ip arp proxy.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BkMoumTb local proxy ARP Ha uHtepdence VLAN 100.

Switch# configure terminal
Switch{config)# interface wvlan 100
Switch{config-1f)# 1p local-proxy-arp
Switch {config-1£)#

8-7 ip arp elevation

[aHHas komaHga ucnonb3yeTcs Ans HasHavyeHus 6onee BbICOKOro npuoputeta BceM ARP-naketam aToro
KOMMyTaTopa no cpaBHEHUIO C ocTanbHbiMM ARP-nakeTamu.

ip arp elevation
no ip arp elevation

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonyaHuto Bce ARP-nakeTbl UMEOT OAMHAKOBbLIN NPUOPUTET.

Pexxum BBOOa KomaHAabl
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Global Configuration Mode
YPOBeHbKOMaHAbInOyMOnHaHMw
YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

Vcnonb3ynTe gaHHyto komaHnay Ans HasHadeHusa Bcem ARP-nakeTam 31oro kommyTtaTtopa 6onee BbICOKOro
npuopuTeTa no cpaBHEHMO C ocTanbHbIMKM ARP-naketamu.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKM4YMTb noBbiweHne npuoputeTa IP ARP.

Switch# configure terminal
Switch{config)# 1p arp elevation
Switch {config)#

8-8 ip mtu

[aHHas komaHaa ucnonb3yeTcs Anst HacTporky 3HadveHns MTU. VcnonbayinTe doopMmy no, 4Tobbl BEPHYTHCS
K HacTporkam no yMonyaHuio.

ip mtu BYTES
no ip mtu

MapameTpsbl

BYTES YkaxuTe 3HaveHue IP MTU. OnanasoH gonyctuMbix 3HadeHuin: ot 512 o
16383 6anr.

Mo ymonyaHuto

Mo ymonuaHuto yctaHoBneHo 3HadveHne MTU 1500 Gawr.

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

HekoTopble NpoToKOMbl MapLpyTusaumm, Takme kak OSPF, OyayT aHOHCMpoBaTh 3TOT NnapameTp B
OBHOBIEHNAX MapLLPYTOB.

Mpumep

B naHHOM npumepe nokasaHo, kak 3agatb 3HadeHne MTU paamepom 6000 6aint ans VLAN 4.
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Switch# configure terminal
Switch {config)# interface wlan 4
Switech {config-if) ip mtu &000
Switch{config-i£f)#

8-9 show arp

[aHHas kKomaHga ucnonb3yeTcsa s oTobpaxxeHus AaHHbIX kawa ARP.

show arp [ARP-TYPE] [ip-address [MASK]] [INTERFACE-ID] [HARDWARE-ADDRESS]

MapameTpbl

ARP-TYPE (OnumoHanbHo) Ykaxute Tvn ARP.
dynamic — gns oTobpaxeHus Tonbko AnHammnyeckmx ARP-3anucen.
static — ons oToBpaxeHus Tonbko ctatudecknx ARP-3anucen.

IP-ADDRESS [MASK] (OnumoHanbHO) YkaxuTe, ecnvu Heobxoaumo oTobpasnTb onpeaerneHHyo
3anucb UNM 3anncy onpeaeneHHom ceTu.

INTERFACE-ID (OnumoHanbHo) Ykaxnte, ecnn Heobxognmo otobpasute ARP-3anucy,

CBS3aHHbIE C OnpeaesieHHON CeThbIo.

HARDWARE-ADDRESS (OnumoHanbHO) YkaxuTe, ecnu Heobxogumo otobpasntb ARP-3anucu, yen
annapatHbI agpec paseH gaHHomy MAC-agpecy.

Mo ymonyaHuto
Het
Pexxnm BBoga KoMaHAbl

User/Privileged EXEC Mode
JTioBGon pexxum KoHdurypauum

YpoBeHb kOMaHAbI MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KOMaHAbI

[daHHas komaHaa nossonsieT oTobpasuTb UHdopmaumo Ans onpegeneHHon ARP-3anuck, scex ARP-
3anucen, gUHaAMUYECKUX NN CTaTUYECKNX 3anucen, a Takke ANng 3anucen, CBA3aHHbIX C onpeaeneHHsImM IP-
NHTEpPdENCOM.

Mpumep

B naHHOM npumepe nokasaHo, kak 0Tobpa3nTb AaHHble kawa ARP.
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Switch# show arp

5 - Static Entry

IP Address Hardware Addr IF Interface Bge (min)
5 10.108.42.112 00-00-a7-10-4b-af wlan 100 forever
10.108.42.114 00-00-a7-10-85-49b vlan 200 forever
10.108.42.121 00-00-a7-10-68-cd vlan 300 125

Teotal Entries: 3

Switch#

8-10 show arp timeout

[aHHas komaHga ucnonb3yeTcs Ans otobpaxxeHnsa BpeMeHU cTapeHust 3anncen B kawe ARP.
show arp timeout [interface INTERFACE-ID]

MapameTpbl

interface INTERFACE-ID (OnumoHanbHo) YkaxunTte nageHtndukatop nHtepdetrica (ID).

Mo ymonyaHuto
Het
Pexxum BBOoAa komaHAbl

User/Privileged EXEC Mode
TTro6on pexxum koHdurypaumm

YpoBeHb KOMaHAbI MO YMONM4YaHUo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAabI

[aHHas komaHaa ncnonb3yeTcs Anst oTobpaeHusl 3afaHHOro BpeMeHu ctapeHus ARP-3anuvcen.
Mpumep

B naHHOM npumepe nokasaHo, kak oTobpa3nTb BpeMs ctapeHus ARP-3anucen.
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Switch# show arp timeocut

Interface Timeout {(minutes)
wlan 100 30

wlan 200 40

Total Entries: 2

Switch#

8-11 show ip interface

[aHHas komaHga ucnonb3yeTcs ans otobpaxeHus nHgopmaumm no IP-nHTepdelicy.

show ip interface [INTERFACE-ID] [brief]

MapameTpbl

INTERFACE-ID (OnumoHanbHO) Ykaxunte, 4Tobbl 0TOOpa3nTe MHopMaumo Mo onpeaeneHHomy IP-
UHTepdency.

brief (OnumoHanbHo) YKaxnTte, 4YTobbl 0TOOpa3uTb MHdopmauuto no IP-uHtepdency.

Mo ymonyaHuto
Het
Pexxum BBOOa KomaHAabl

User/Privileged EXEC Mode
JTriobon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHuUIo
YpoBeHb 1
Ucnonb3oBaHne KOMaHAbI

Ecnu napameTp He ykasaH, byaeT otobpaxaTtbcs nHdopmMaumsa ons BCEX MHTEPAENCOB.

Mpumep

B naHHOM npumMepe nokasaHo, Kak 0TobpasnTb KpaTkyto uHpopmaumio no IP-nHtepdeicy.
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Switchfshow ip interface brief

Interface IF Address Link Status
vlan 1 10.490.90.490 up
mgmt ipif 192 . 1a8.0.1 down

Total Entries: 2
Switch#

B naHHOM npumepe nokasaHo, kak 0Tobpa3uTb MHdopmauuto ana nHrepdgenca VLAN 1.

Switch#show ip interface wlan 1

Interface vlan 1 is enabled, Link status is up
IF address is 10.30.490.30/8 (Manual)
ARF timecut is 240 minutes.
IF MTO is 1500 bytes
Helper Rddress is not set
Froxy RARF is disabled
IF Local Proxy RRP is disabled
IF Directed Broadeast is disabled

gratuitous-send is disabled, interval is 0 seconds
Total Entries: 1

Switch#

B naHHOM npumepe nokasaHo, kak oTobpa3nTb MHpopMaumto ansa nHtepdeiica loopback 1.

Switchfzshow ip interface loopback 1

Interface loopbackl is enabled

IF address is 192.168.1.1/24 (Manual)
Total Entries: 1

Switch#

8-12 ip directed-broadcast

[aHHas komaHaa ucnonb3yeTcs A4S BKIYEeHUsS Npeobpa3oBaHnsi HanpaBneHHbIX LMPOKOBELLATENbHbIX
pacchbINokK, NoflyvyaeMbIx MHTEPENCOM, B PACChINKM KaHarbHOrO YPOBHS, KOr4a CeTb HasHaveHust
noaKnoYeHa HenocpeacTBEHHO K KOMMYTaTopy. Micnonb3ayiite oopMy no, 4ToObl OTKMOUUTE
npeobpasoBaHue.

ip directed-broadcast
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no ip directed-broadcast
MapameTpbl
Het
Mo ymonyaHuto
[daHHas onums No yMon4aHuio OTKMYeEHa.
Pexxum BBOAA KOMaHAbI
Interface Configuration Mode
YpoBeHb kKOMaHAbI MO YMONM4YaHUIo
YposeHb 12
Ucnonb3oBaHue KoMaHAbI
Wcnonb3aynTe gaHHyto komaHdy AN HAaCTPOVKM Ha uHTepdence HanpasneHHON LWNMPOKOBeLLaTeNbHON
paccblnku. [laHHas KomaHAa He BNUSIET Ha MapLUpyTM3aumio OgHOaApEeCHbIX NakeToB, nepeaady nakeTos
HanpasrieHHON LUMPOKOBELLATENBLHOM PACChINKX 3a Npeaernbl oKansHOW CeTn.
[aHHas komaHaa BNMseT TOMbKO Ha Nepedadvy NakeToB HanpaBIiEHHON LUMPOKOBELLATENBLHOM PacChifku, Ans
KOTOPbIX CETW Ha3Ha4YeHUs ABNSATCA NoKanbHbIMM NOACETAMU KOMMyTaTopa. pu BKIHOYEHWM ONLMK
HanpaBieHHON LLUMPOKOBELLLATENBLHOM pacchifiki NakeTbl Oyay npeobpa3oBaHbl B LUMPOKOBELLATENBHbBIE U
HanpaBrieHbl BCEM y3raM CeTu HasHaveHus. B kauecTBe MHTepderica oTnpaBkn MOXET MCMNOMNb30BaTbCH
NMHTepdeNC Nony4YeHnsa nnu gpyrme nHTepgencsl KommyTtaTtopa.

Mpumep

B naHHOM nprvmMepe nokasaHo, Kak BKIHUMTb HaMpaBneHHYHo LLMPOKOBELLATENbHY pacChIfKy As
nHtepgenca VLAN 100.

Switch# configure terminal
Switch{config)# interface wlan 100
Switch{contfig-1£f)# i1p directed-broadcast
Switch{config-1£)#

9. ba3oBble KOMaHAbl HACTPOWKKU IPv6

9-1 clear ipv6 neighbors

[aHHas komaHga ucnonb3yeTcsa AN yoaneHnsa anHammnyeckux sanncen ns IPve neighbor cache.
clear ipv6 neighbors {all | interface INTERFACE-ID}

MapameTpsbl

all YKaxuTe, 4ToObl yaanuTb guHamunyeckme 3anucu ns IPv6 neighbor cache ans
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BCEX MHTEPGENCOB.

interface INTERFACE-ID Ykaxute, 4tTobbl yoanuTb AuHamudeckme 3anncu ns IPv6 neighbor cache gns
KOHKPETHOro nHtepdemnca.

Mo ymonyaHuto

Het

Pexnm BBoAa KoMaHAbl

Privileged EXEC Mode

YpoBeHb kOMaHAbI MO YMONM4YaHUto

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

[aHHast KomaHga ucnonb3yeTcs TONbKO ANnd yaaneHns anHaMmmyecknx 3anncen ns IPvé neighbor cache.
Mpumep

B npumepe nokasaHo, kak ounctuts IPv6 neighbor cache ana nHtepderica VLAN 1.

Switch# clear 1pvé neighbors wvlan 1

Switch#

9-2 ipv6 address

[aHHas komaHaa ucnonb3yeTcsa AN pyvyHomn HacTponku IPv6-agpeca Ha nHtepdeince. Micnonbsynte popmy
no, YToObl yaanuTb 3adaHHbI Bpy4Hyto IPvB-agpec.

ipv6 address {/PV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-BITS/PREFIX-LENGTH |
IPV6-ADDRESS link-local}

no ipv6 address {/PV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-BITS/PREFIX-
LENGTH | IPV6-ADDRESS link-local}

MapameTpbl

IPV6-ADDRESS Ykaxute IPv6-agpec v anvHy npedukca ns nogceTu.

PREFIX-LENGTH Ykaxute anuvHy npedwmkca. [pecumkc IPv6-agpeca Takke 4BnsieTcs
noKanbHOM NOACETLIO HAa MHTepdence.

PREFIX-NAME YkaxuTe nmsa npedmkca, ucnonb3ys He bonee 12 cumsornos 6e3 npobenos.

SUB-BITS Ykaxute ceTeByto 1 y3noByto Yactu IPv6-agpeca.

link-local YkaxuTte agpec Link-local.

Mo ymonyaHuto
Het

Pexxum BBOAA KOMaHAbI
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Interface Configuration Mode
YpoBeHb KOMaHAbI MO YMONMYaHUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

IPv6-agpec moxeT ObiTb 3a[aH Nonb3oBaTenem BPYYHYO UM Ha3Ha4YeH C UCNONb30BaHMEM OCHOBHOTMO
npedwukca, nonydaemoro knueHtom DHCPV6. Ecnu ncnonb3oBaHne komaHabl ipv6é address He
nnaHupyeTcs, To NpeaBapuTENbHOE MoyYeHne OCHOBHOTO npedmkca He TpebyeTcs. [Anst HacTporikn IPv6-
afjpeca OCHOBHOM NpedmuKkc Heobxoaumo nony4nTb 3apaHee. 3agaHHbln IPv6-agpec 6yaeT yaaneH, ecnu
TanM-ayT Nony4YeHUs OCHOBHOMO Npedukca ucTek, unu npedukce yaaneH. IPv6-agpec opmupyetca ¢
NCMNONMb30BaHNEM OCHOBHOIO npecdhmkca B rMaBHOM YacTh OUT, CKNoYasa YacTb OCHOBHOIO npedhmkca B
OCTaBLUENCs YacTm ouT.

MHTepdency MOXXHO HasHaunTb Heckonbko IPv6-agpecoB, MCnonb3ysa Ang 3TOro pasfnmMyHble MexaHu3Mbl,

BKIIOYaA pPYYHYHO HaCTPOWKYy, HaACTpOMKy afpecoB 6e3 coxpaHeHus coctosHus (Stateless address
configuration) n HacTponky agpecoB ¢ coxpaHeHuem coctosiHua (Stateful address configuration).

Mocne 3aBeplleHuss HacTpomnkn IPv6-agpeca uHTepdenc nonyyaet paspelueHue Ha ob6paboTtky IPV6.
Mpedukc 3apaHHoro IPv6-agpeca aBToMaTUYECKM aHOHCUPYETCH B KayecTBe npedukca B nepegaBaeMblX
nHTEepdencom coobLieHnsix RA.

Mpumep

B naHHOM npumepe nokasaHa HacTponka IPv6-agpeca.

Switch# configure terminal
Switch{config)# interface wlan 2
Switch{config-if)f ipvée address 3ffe:22:33:44::55/64

B gaHHOM npumepe nokasaHo, kak yaganutb IPv6-agpec.

Switch# configure terminal
Switch{cenfig)# interface wvlan 2
Switch{config-if)# no ipvé address 3ffe:22:3:44::55/64

B naHHOM npumepe nokasaHo, Kak HacTpouTb IPv6-agpec Ha 6a3e OCHOBHOMO npedmnkca, Nony4YeHHOro
knneHtom DHCPV6. mobGanbHeIn agpec 6yget ckoHUrypupoBaH nocrie nonyveHus knneHtom DHCPv6
ocHoBHoro npedwukca. Npegnonoxum, 4to obwun npedukc — 2001:2:3/48, a ntorosuin IPv6-agpec —
2001:2:3:4:5::3/64.

Switch# configure terminal
Switchi{config)# interface wvlan 2
Switch{config-if)# ipvé address dhep-prefix 1:2:3:4:5::3/a4

B naHHOM npumepe NokasaHo, kKak 0TMEHUTb dopMmnpoBaHme IPv6-agpeca Ha ocHoBe npedukca,
nonyyeHHoro DHCPV6-knneHToMm.

Switch# configure terminal
Switeh{config)# interface wlan 2
Switch{config-if)# no ipve address dhep-prefix 0:0:0:2::3/64d
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9-3 ipv6 address eui-64

[aHHas komaHga ucnonb3yeTcs Ans HAaCTPONKM Ha uHTepdence IPvB-agpeca ¢ MCnonb30BaHNEM
noeHTncpmkaTopa nHtepderca EUI-64 (Interface ID). Ucnonbayiite chopmy no, 4tobel yaanute IPv6-agpec
uHTepgenca c nageHtTudukatopom EUI-64.

ipv6 address /IPV6-PREFIX/PREFIX-LENGTH eui-64
no ipv6 address /PV6-PREFIX/PREFIX-LENGTH eui-64

MapameTpbl

IPV6-PREFIX YkaxuTte IPv6-npedukc ana koHcurypmpyemoro IPv6-agpeca.

PREFIX-LENGTH Ykaxute gnvHy npedumkca. MNpedmkce IPv6-agpeca Takke aBnsetcs
nokarnbHON NOAceTbI0 Ha UHTepdence. MakcumansHas gnvHa npedwmkca —
64.

Mo ymonyaHuto

Het

Pexxnm BBoga KoMaHAbl

Interface Configuration Mode

YpoBeHb kOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

Ecnu gaHHas komaHga ckoHgurypupoBaHa B TyHHene ISATAP (IPv6), To nocnegHue 32 6uta
noeHTndmrkaTopa nHTepderica (Interface 1D) oopmupytoTcs ¢ ucnonb3oBaHmem IPv4-agpeca ncTovHuka
TYHHens.

Mpumep

B oaHHOM npumepe nokasaHo, kak fobaesuTs IPv6-agpec.

Switch# configure terminal

Switch{config)# interface wlan 1

Switch{config-if)# ipvé address 3ffe:501:£££€:0:: /64 eui-a4d
Switch{config-1£f)#

9-4 ipv6 address dhcp

[aHHas komaHOa ucnonb3yeTcs Ans HACTPOWKK MHTepdperica Ha nonyyeHne |IPv6-agpeca ¢ NOMOLLbI0
DHCPV6. Vicnonbayite bopmy no, 4ToObl OTKNIOYNTL ncnonb3oBaHne DHCPv6 ansa nonyvenus IPv6-
agpeca.

ipv6 address dhcp [rapid-commit]
no ipv6 address dhcp
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MapameTpsbl

rapid-commit YKaxuTe, 4ToObl Mony4aTb ceTeBble HacTponku ot DHCP-cepBepa
nocpeacTBoM ObICTPOro obMeHa AByMS COOOLLEHMAMU BMECTO CTaHOAPTHbIX
veTtblpex mexay Requesting Router (RR) n Delegating Router (DR).

Mo ymonyaHuto

[daHHas onumsi N0 YMOMYaHUo OTKIOYEHA.
Pexxum BBOAa kKomaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO yMOS4YaHUIo
YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

Mcnonb3ynTe gaHHyto komaHdy AN HacTpovikn nHTepdenca Ha nornyyeHue ceteBblX HacTpoek IPv6 ot
cepsepa DHCPV6.

CrangapTHbIi 06meH coobLieHnsmm Mexay MapLupyTtusatopamm Delegating Router (DR) n Requesting
Router (RR) BkntoyaeT B cebs yeTbipe Tuna coobuieHun: SOLICIT, ADVERTISE, REQUEST v REPLY. lNpn
1crnonb3oBaHMM napameTpa rapid-commit mapLupyTnsaTopbl 06MeHVBalTCA ABYMSi COOOLLEHNSMN BMECTO
yeTblpex. B aTom cnyyae mapuwpyTtusatop RR otnpaeBut mappytusaTtopy DR coobueHne SOLICIT, B
KOTOPOM YBEAOMMT €ro 0 BO3MOXHOCTM NPOnyCcTuUTb nonyyeHue coobuieHns ADVERTISE v otnpasky
coobuweHns REQUEST u nepentn HenocpeacTBEHHO K nony4deHuto coobernns REPLY ot mapLupyTtusaTopa
DR. B coobuweHnn REPLY cogepxuTca MHdopMauus no ceTeBbIM HAaCTPONKaM.

[ns KoppekTHOM paboTkl 4aHHOIO (OyHKLMOHaNa Heobxoanmo BKNoUNTL NapameTp rapid-commit n Ha DR,
n Ha RR.

Mpu ncnonb3oBaHWM AAHHOM KOMaHAbl C POPMON ho TeKyLLMe ceTeBble HAaCTPonku IPv6, nonyyeHHble oT
DHCPv6-cepBepa, 6yayT yaaneHso.

Mpumep
B gaHHOM npumepe nokasaHo, kak HacTpouTb uHTepdenc VLAN 1 Ha nonydyenne IPv6-agpeca ot DHCPV6-
cepBepa.

Switch# configure terminal

Switch{config)# interface wlan 1

Switch (config-i1f£)# ipvéd address dhep

Switch{config-1£f)#

9-5 ipv6 address autoconfig

[aHHas komaHaa ucnonb3yeTcs Ans aBToOMaTU4eCKon HacTponku IPv6-agpeca ¢ NOMOLLbI0 MexaHu3ma
aBToKOHurypauum Stateless autoconfiguration. Micnonb3yinte doopmy no, 4tobbl yaanuts IPv6-agpec,
CreHepUpPOBaHHbIV C MOMOLLIbIO MEXaHN3Ma aBTOKOHMIypauuu.
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ipv6 address autoconfig
no ipv6 address autoconfig

MapameTpbl

Het

Mo ymonyaHuto

[aHHas onuusa No yMonyaHuio OTKIIYEHa.

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas komaHga goctynHa Tonbko Ans IPv6-agpeca untepgenca VLAN. Onuua asTokoHurypaumm no
YMONYaHUIO OTKITHOYEHA.

Mpw BKNHOYEHNM aBTOKOHpUIypaLmm nHTepdeinc BrkntodaeT o6paboTky IPv6 1 nonyyaeTt aHOHC OT
mapLupyTmusatopa IPv6 ¢ HasHa4yeHHbIM npedukcoM rnobaneHoro agpeca. [lanee UToroseln agpec,
cocToALWMIN N3 npedukca n naeHTudukaTopa nHTepdenca, HazHa4aeTcs JaHHOMY UHTepdency.

B cnyyae oTknoueHust aton onumm nonyyeHHbin Global Unicast-agpec 6yaet yaaneH ns untepdelica.

Mpumep

B paHHOM npyumepe nokasaHo, kak aBToMaTU4eCkn CKoHurypmpoBath IPv6-agpec, ncnonb3ys MexaHnsm
Stateless auto-configuration.

Switch# configure terminal

Switch {config)# interface wvlan 1
Switch{config-if)# ipvit address autoconfig
Switch {config-1i£)#

9-6 ipv6 enable

[aHHas komaHnga ucnonb3yeTcs Ans BKYeHUs 06paboTkm Pv6 Ha nHTepdericax, y KOTOpbIX HET SBHO
HacTpoeHHoro IPv6-agpeca. Ncnonb3ynte dopmy no, 4Tobbl OTKNIOUMTL 00paboTky IPv6 Ha nHtepdgeincax,
Y KOTOpbIX HET ABHO HacTpoeHHoro IPv6-agpeca.

ipv6 enable
no ipv6 enable

MapameTpbl
Het
Mo ymonyaHuto

[aHHas onumsi No YMOMYaHUO OTKIOYEHa.
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Pexxum BBoAa KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KOMaHAabI

Korga Ha uHTepdpence IPv6-agpec 3agaH sBHO, Link-Local IPv6-agpec reHepupyeTcs asToMaTU4ecku, un
HaunHaeTcs obpaboTka IPv6. Korga Ha nHtepderice HeT sBHO HacTpoeHHoro IPv6-agpeca, Link-Local IPv6-
afpec He reHepupyeTtcs, n obpaboTtka IPv6 He 3anyckaetcsa. Micnone3ynTe komaHay ipvé enable ons
aBTOMaTm4yeckon reHepaumn Link-Local IPv6-agpeca v 3anycka o6paboTku IPv6 Ha nHTepdelice.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKMYMTb nogaepxky IPv6 Ha nHtepderice VLAN 1, y KOTOPOro HET SBHO
HacTpoeHHoro IPv6-agpeca.

Switch# configure terminal
Switch{coenfig)# interface wvlan 1
Switch{coenfig-1if)% 1pvé enable
Switch{config-1i1£f)#

9-7 ipv6 hop-limit

[daHHas komaHaa ncnonb3yeTcs Ans HacTponku napameTpa Hop Limit (MpeaensHoe yucno waros) Ans IPv6
Ha KommyTaTope. MicnonbayirTte hopmy no, 4Tobbl BEPHYTHCSA K HACTPOMKAM MO YMOSYaHWIO.

ipv6 hop-limit VALUE
no ipv6 hop-limit

MapameTpbl

VALUE Ykaxute ananasoH 3HadeHun ons napametpa IPv6 Hop Limit. Ecnv 3agaH 0,
0N OTNpaBKM NakeTa MCMOMb3YKTCA HACTPOMKU MO YMOSNYaHUIO.
Jonyctumble 3HayeHus — ot 0 go 255.

Mo ymonuyaHuto

3HayeHne nNo ymonyaHuio — 64.
Pexxum BBoAa kKomaHAbl

Interface Configuration Mode
YpoBeHb KOMaHAbl MO YMOMN4YaHuIo
YposeHb 12

Ucnonb3oBaHne KoMmaHAbI
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VMcnonb3ynTe gaHHyto komaHady Ans HacTpoviku napameTtpa Hop Limit, koTopbin 6yaeT aHOHCHMpOBaTLCS B
coobueHunax RA. Maket IPv6, creHepupoBaHHbI B cMCTEME, Takke ByaeT ucnonb3oBaTb 3TO 3HAaYEHME B
KayecTBe HavanbHOro 3HavyeHus napametpa Hop Limit.

Mpumep

B maHHOM npumepe nokasaHo, Kak 3agatbh 3HaveHue Hop Limit ans IPv6.

Switch# configure terminal

Switch {cenfig)# interface wlan 1
Switch{config-if)# ipvé hep-limit 255
Switch{config-if)#

9-8 ipv6 mtu

[aHHas kKomaHga ucnonb3yeTcsa Ansa HacTporiku 3HaveHna MTU ansa IPv6. Mcnonb3ynte doopMy no, YTobbl
BEPHYTbLCS K HACTPOMKaM No YMOMYaHMIO.

ipv6 mtu BYTES
no ipv6 mtu

MapameTpbl

BYTES YkaxunTte, 4Tobbl 3agatb 3HaveHne MTU anga IPv6. JonycTumble 3HayYeHnst —
ot 1280 po 65534 Gawr.

Mo ymonyaHuto

Mo ymonuanuto ans IPv6 yctaHoeneHo 3HavyeHne MTU = 1500 6anT.

Pexxvum BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

[aHHaa komaHaa JoCTynHa TONbKO A48 KOHdUrypaumm nutepdeinca L3. Mcnonbayite aTy koMaHgy ass
HacTpovikn 3Ha4yeHnsa MTU, koTopoe ByaeT aHoHcMpoBaTbhes B coobuieHusax RA. MakeT IPv6,
CreHepupoBaHHbIV B cUCTeMe, ByaeT nepefaBaTbCa Ha OCHOBE 3TOro 3HayeHus. [poBepka BbINOMHAETCA Ha
Bbixoge. [NakeTbl cBbiwe 1518 6anT (oversize) 6yayT oTnpasneHb! BoilecToswemMy blade-cepsepy ans
AanbHeviwen o6paboTku.

Mpumep

B naHHOM npumepe nokasaHo, kak 3aaatb 3HadeHue IPv6 MTU pasmepom 6000 6ait ans VLAN 4.
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Switch# configure terminal
Switch{config)# interface wlan 4
Switeh {cenfig-i£f) ipwve mtu &000
Switch {config-if)# exit

Switch{config)#
B AaHHOM npumepe nokasaHo, Kak BOCCTaHOBUTL 3HaYeHne MTU, 3agaHHoe no ymonyaHuio.

Switch# configure terminal
Switch {cenfig)# interface wlan 4
Switch ({config-i£f)# ne ipvé mtu

Switch{config-if)#

9-9 ipv6 nd managed-config-flag

[daHHas komaHaa ncnonb3yeTcs Ans BkntodeHns conara Managed Configuration (M) B aHOHCHMpyeMbIxX
coobuweHunsax RA. [Ing BbiknioveHns dnara ucnons3ynte hopmy no.

ipv6 nd managed-config-flag
no ipv6 nd managed-config-flag

MapameTpbl

Het

Mo ymonyaHuto

JdaHHbIN DyHKUMOHAN N0 YMOMYaHUIO OTKITHOYEH.

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb kKOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

Ecnu cocegHun y3en nonyyaet coobuieHne RA ¢ yctaHoBneHHbIM cnarom, To Ans nonyyexus IPv6-agpecos
OH [OIMPKEH UCNoNb30BaTb NPOTOKOM KOHUrypaumm ¢ otcrnexmsaHnem coctosHus (Stateful Configuration).
Mpumep

B gaHHOM npumepe nokasaHo, Kak BKMouMTb donar M B coobuweHunsix RA, aHoHcupyembix B VLAN 1.

Switch# configure terminal
Switch{config)# interface wvlan 1
Switch{cenfig-if)# ipvé nd managed-config-£flag

Switch {config-if)#
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9-10 ipv6 nd other-config-flag

HaHHas komaHaa ncnonb3yetcd ans skntodeHns cnara Other Configuration (O) B aHOHCUpyeMbix
coobuweHunsax RA. [Ing BbikntoveHns dnara ncnonb3ynte hopmy no.

ipv6 nd other-config-flag
no ipv6 nd other-config-flag

MapameTpbl

Het

Mo ymonyaHuto

[aHHbIn dyHKUMOHAN N0 YMOMYaHUIO OTKITHOYEH.

Pexnm BBOoAa KoMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

YcraHoBuB dnar O, MapLipyTM3aTop AaeT KOMaHgy NOAKIMIOYEHHbBIM y3riaM UCMOoNb30BaTh NPOTOKOS
KOoHGUrypauum ¢ otcnexmsaHmeM coctosiHus (Stateful Configuration), 4ToBbl NONYy4YMTbL ONOMHUTENBHYIO
WMHpopMaLMo No aBTOMaTUYECKON KOHurypaumm nomumo IPv6-agpeca.

Mpumep

B naHHOM npuMepe nokasaHo, kak BKMounTb conar O Ans nonyyYyeHns Apyrux napameTpoB KOHUrypaumu.

Switch# configure terminal

Switch {config)# interface wlan 1
Switch{config-1f)# ipvé nd other-config-flag
Switch{config-1£f)#

9-11 ipv6 nd prefix

[aHHas komaHaa ucnonb3yeTcs Anst HacTponku IPv6-npedukca, koTopbii ByaeT aHOHCUMPOBaTLCH B
coobueHusx RA. [insa yaoaneHns npedmkca ucnonbayrte opmy no.

ipv6 nd prefix IPV6-PREFIX/PREFIX-LENGTH [VALID-LIFETIME PREFERRED-LIFETIME] [off-
link] [no-autoconfig]
no ipv6 nd prefix IPV6-PREFIX/PREFIX-LENGTH

MapameTpbl

IPV6-PREFIX/PREFIX- YkaxuTe IPv6-npedukc, koTopbii ByaeT creHepnpoBaH MM aHOHCUPOBaH B
LENGTH coobuieHnn RA Ha nHTepdenice.

VALID-LIFETIME (OnumoHanbHO.) Ykaxunte nepuof BpemMeHu B CEKyHAaX, B TEYEHUE KOTOPOro

npecdukc Oynet pencrtButeneH. [onyctumble 3HaveHus — ot 0 go
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4294967295. Ecnu 3HaveHue He 3adaHO, yCTaHaBnNMBaeTCA 3HayeHue Mo
ymon4danuto — 2592000 cekyHg (30 gHewn).

PREFERRED-LIFETIME (OnumoHankeHo.) Ykaxute npeanoyTUTENbHOE BPeEMS XU3HU npedukca B
cekyHaax. Jonyctumble 3HadeHus — oT 0 o 4294967295. Ecnu 3HaveHue He
3aflaHO, YyCTaHaBnMBaeTCH 3HadeHue no ymonyaHuio — 604 800 cekyHn

(7 pHen).

off-link (OnumoHaneHo.) Ykaxute, YTobbl OTKMOUNTL donar HanMyunsa coeauHeHnst on-
link. Ecnn 3Ha4yeHMe He 3agaHo, MO YMOSYaHUI0 yCcTaHaBnmBaeTcs donar off-
link.

no-autoconfig (OnumoHaneHo.) Ykaxute, 4Tobbl OTKNMIOYMTL cpnar auto-configure. Ecnu

3HaueHve He 3aaaHo, dpnar auto-configure BKMNOYAETCA MO YMOSYAHMUIO.

Mo ymonyaHuto

Het

Pexxum BBoga KkOoMaHAbl

Interface Configuration Mode
YpoBeHb KOMaHAbI MO yMOM4YaHUIo
YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

CTaTyC npecbvu(ca npeacrasrieH cnegyrowmmmn KOMOUHaLMNSMU:

. KombuHauus 1: Onuwmm off-link n no-autoconfig He 3agaHbl.

o [Ipedmkc gobasnsetca B Tabnuuy mapwpytusauun. but L =1, but A= 1.
. KombuHauus 2: 3agana onumsa no-autoconfig.

o [lpedwmkc gobasnsaetca B Tabnuuy mapwpytusauun. but L =1, 6ut A= 0.
. KombuHauusa 3: 3agaHa onums off-link.

o

Mpedukc He pobaensieTcsa B Tabnuuy mapwpytmusaumn. but L =0, out A= 1.

3HaveHne gonycTumoro Bpemenu xu3Hu Valid Lifetime gnsa npedukca SOmKHO NpeBbIwaTh 3Ha4YeHne
npeanoYTUTENBLHOrO BpeMeHu »xu3nn Preferred Lifetime. [JaHHble 3Ha4YeHUs BNMSIOT Ha Npedurke, B KOTOPOM
6uT A BkntoyeH. NonyyeHHbIn y3en byaeT KoHMrypupoBaTb agpeca Ha OCHOBE npedmKca, NCNonb3ys
mMexaHun3m Stateless configuration. Ecnv Bpemsi xun3Hn npedukca NpeBbICUII0 3HAYEHNE NPEeanoYTUTENBHOMO
BpemeHu Preferred Lifetime, Torga IPv6-agpec, ckoHUrypmpoBaHHbIn Ha OCHOBE 3TOro npedumkca, oyaer
npu3HaH yctapesLmnM. Ecnu Bpems xun3Hn npedmkca npesbicuno 3HaveHue Valid Lifetime, To IPv6-agpec,
CKOH(OUIYpMPOBaHHbBIN Ha OCHOBE 3Toro npedhmkca, byaet yaaneH.

Mpumep

B aTom npumepe nokasaHo, kak HacTpouTb IPv6-npedukc 3ffe:501:ffff:100::/64 ¢ napameTtpom Valid Lifetime
npogomxkutensHocTbio 30000 cekyHa u Preferred Lifetime npopomkutensHocTeio 20000 cekyHA,.

Switch# configure terminal

Switch{config)# interface wlan 1

Switch{config-if)# ipvé nd prefix 3ffe:501:££££:100:: /64 30000 20000
Switch{config-1if)#
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9-12 ipv6 nd ra interval

[daHHas komaHaa ucnonb3yeTcs Ans HACTPONKM BPEMEHHOIO MHTepBana Mexay coobueHnamn RA ans
IPv6-uHTepdelica.

ipv6 nd ra interval MAX-SECS [MIN-SECS]
no ipv6 nd ra interval

MapameTpbl

MAX-SECS YKaxuTe MakcumarnbHbli BPEMEHHOW MHTepBan A4S NOBTOPHOW nepegayu
coobuweHna RA (B cekyHgax). [onyctumble 3HadeHus — oT 4 pgo 1800
CeKyHA.

MIN-SECS (OnumoHanbHO)  Ykaxnte MUHUMarnbHbIA BPEMEHHOW MWHTepBan Aans

NMOBTOPHOM nepedayn coobuleHus RA (B cekyHaax). [JonycTumble 3HaYeHus
—ot1 3 go 1350 cekyHa.

Mo ymonyaHuto

MakcmmarnbHbIn BpeMeHHOW MHTepBan no ymonyaxduio — 200 cekyHA.
Pexxum BBOoAa KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

MuHUManbHbIV BDEMEHHOW MHTEPBAN HE MOXET OblTb MEHbLUE 3 CEKYHA.
Mpumep

B naHHOM npumepe nokasaHo, Kak 3agaTb BpEMEHHON MHTepBan ans coobweHni RA.

Switch# configure terminal

Switch{config)# i1nterface wlan 1
Switch{cenfig-if)# ipvé nd ra interval 1500 1000
Switch (config-1£)#

9-13 ipv6 nd ra lifetime

[daHHas komaHaa ncnonb3yeTcs Ans HACTPONKK 3HaYeHus BpemeHm xusHu (Lifetime) B aHoHCupyembix
coobuweHunsax RA. Ucnonbaynte hopMy no, 4TOObI BEPHYTLCH K HACTPOMKaM MO YMOMYaHUIo.

ipv6 nd ra lifetime SECONDS
no ipv6 nd ra lifetime

MapameTpbl

SECONDS YKaxnte BpeMsa KM3HM ONs UCNONb30BaHMS  MapLlpyTM3atopa B KayecTse
MapLupyTM3aTopa no ymonyaHuio (B cekyHgax). Jonyctumele 3HaveHns — ot 0 go 9000.
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Mo ymonyaHuto

3HaueHune no ymon4yanumio — 1800 cekyHa,.
Pexxum BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb kOMaHAbI MO YMOM4YaHUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

3HaueHue Lifetime B coobwennn RA ykasbiBaeT y3ny nepuon BpeMeHU, B TEYEHNE KOTOPOro MapLLpyTM3aTop
OyOeT UCcnonb30BaThCs B KAa4eCTBE MapLUpyTu3aTopa no YMOYaHuIo.

Mpumep

B naHHOM npumMepe nokasaHo, Kak 3aaaTtb BpeMd XXU3HN B aHOHCUPYEMbIX coobueHuax RA.

Switch# configure terminal

Switch {config)# interface wlan 1

Switch {cenfig-if)# ipvé nd ra lifetime 39000
Switch{config-1£f)#

9-14 ipv6 nd suppress-ra

[aHHas kKomaHga ucnonb3yeTcs Ans OTKIHYEHMs OTNpaBkM coobweHnn RA Ha nHTepderice. [ns
BKITHOMEHMST OTNpaBkn coobLueHnn RA ncnonb3ynte doopmMy no.

ipv6 nd suppress-ra
no ipv6 nd suppress-ra

MapameTpbl
Het
Mo ymonyaHuto

AHoHcupoBaHue RA Ha nHtepdence VLAN oTkntoveHo.
AHOHcupoBaHue RA Ha uHTepdence TyHHeENs OTKIMIOYEHO.

Pexxum BBOAAa KOMaHAabI

Interface Configuration Mode
YpoBeHb kOMaHAbI MO YMON4YaHUo
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

VMcnonb3ynTe komaHay ipv6 nd suppress-ra, YToObl OTKIOUNTL OTNPaBKy coobLueHnin RA Ha uHTepdence.
Mcnonb3ynTte komaHay no ipv6 nd suppress-ra, 4ToObl BKITOUNTE OTNPaBKy coobLleHnin RA Ha uHtepdence
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TyHHens ISATAP.

Mpumep

B paHHOM npmMepe nokasaHo, Kak 6rnokupoBaTb oTnpaBky coobweHnn RA ons VLAN 1.

Switch# configure terminal
Switch{config)f# interface wlan 1
Switch{config-if)# ipvé nd suppress-ra
Switch{contig-if)#

9-15 ipv6 nd reachable-time

[aHHas komaHnga ucnonb3yeTcs Ans HacTporiku napameTtpa Reachable Time (Bpems 4OCTynHOCTH) B
Tabnuue ND-npotokona. Ncnonb3ynte dhopMy no, 4Tobbl BEPHYTHCS K HACTPOMKaM MO YMOITHaHWIO.

ipv6 nd reachable-time MILLI-SECONDS
no ipv6 nd reachable-time

MapameTpbl

MILLI-SECONDS YKaxute Bpemsi 4OCTYNHOCTU ANS OTrNpaBrisieMblX aHOHCOB MapLupyTM3aTopa
(B munnucekyHgax). Jonyctumble 3HaveHns — ot 0 go 3600000, kpatHo 1000.

Mo ymonyaHuto

3HayeHne No ymonyaHuio, aHoHcupyemMoe B coobuieHunsax RA, — 1200000.

3HayeHne No ymonyaHuio, ncnonb3yemoe MapLupytusatopoM, — 1200000 (1200 cekyHA).

Pexxvum BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

3agaHHOe BpeMs CMOoMNb3yeTcst MapLUPYyTU3aTOpoOM Ha MHTepderice N aHoOHCUpyeTcs B coobLieHnn RA.
Ecnu 3agaH 0, mapwpyTtusatop 0yget ucnonb3osatb 30 cekyHa Ha nHTepdence n aHoHcmposaTb 0 (He

yKasaHo) B coobuweHnn RA.
MapameTp Reachable Time ncnone3yetca IPv6-y3nom anga onpegeneHnsa JOCTyNHOCTU COCEAHNX Y3M0B.

Mpumep
B aaHHoM npumepe nokasaHo, kak 3agatb B VLAN 1 3HaveHne Reachable Time npogomxkutensHocTeio 3600
CeKyH/I.

Switch# configure terminal

Switch{config)f interface wvlan 1

Switch {config-if)# ipwvé nd reachable-time 3600000

Switch {config-if) #
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9-16 ipv6 nd ns-interval

[aHHasa komaHga ucnonb3yeTcs Ans HACTPOMKU BPEMEHHOTO MHTEPBana Mexay NOBTOPHbIMU OTNpaBkaMm
coobuweHnn NS. Ucnonbaynte hopmy nNo, 4ToObl BEPHYTHCS K HACTPOMKAM MO YMOJTYaHMIO.

ipv6 nd ns-interval MILLI-SECONDS
no ipv6 nd ns-interval

MapameTpbl

MILLI-SECONDS YKaXXute BPEMEHHOW WHTepBan wMexay oTnpaBkamu 3anpocoB NS (B
MunnmMcekyHgax). Jonyctumele 3HaveHusi — ot 0 go 3600000 munnuvcekyHa,
kpaTtHo 1000.

Mo ymonyaHuto

3HayeHne No ymomnyaHuio, aHoHcupyemoe B coobuueHusax RA, — 0.

3HaveHne No ymonyaHuio, ncnonb3yemoe mMapLipytusatopom, — 1000 (1 cekyHaa).

Pexxum BBoga KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMONYaHUo

YpoBeHb 12

Ucnonb3oBaHue KoOMaHAbI

3agaHHOEe BpeMs UCMOoMnb3yeTcst MapLUpYyTU3aTOpoM Ha MHTepderice U aHOHCUpyeTcs B coobLeHnn RA.
Ecnu 3agaH 0, mapwpyTtusatop 6ygeT ucnonb3osatb 1 cekyHay Ha uHtepdence n aHoHcnposatb 0 (He
yKasaHo) B coobuweHnn RA.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HacTpouTb oTnpaBky cooblieHni NS ¢ nHtepsanom 6 cekyHa.

Switch# configure terminal

Switch{config)# interface wlan 1

Switeh {config-if)# ipwvé nd ns-interval &00040
Switch {(config-i1f)#

9-17 ipv6 neighbor

[aHHas kKomaHga ucnonb3yeTcs Ans co3gaHns ctatnieckon 3annck B Tabnuue IPv6 neighbor. VicnonbaynTe
dopmMy no, 4Tobbl yaanuTb CTaTUYECKYHO 3anncb U3 Tabnuubl.

ipv6 neighbor IPV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipv6 neighbor /PV6-ADDRESS INTERFACE-ID

MapameTpbl
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IPV6-ADDRESS YkaxuTe IPv6-agpec gns 3anucu B IPv6 neighbor cache.

INTERFACE-ID Ykaxute mHTepdenc ns cosgaHua ctatudeckon 3sanucu B IPV6 neighbor
cache.

MAC-ADDRESS Ykaxute MAC-agpec anga 3anucu B IPv6 neighbor cache.

Mo ymonyaHuto

Het

Pexxvum BBOAA KOMaHAbI

Global Configuration Mode
YpoBeHb KOMaHAbl MO yMON4YaHuIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Vicnonb3ynTe AaHHy0 KOMaHAy Ons co30aHus ctatudeckon 3anucu B Tabnuue IPv6 neighbor cache Ha
nHTepgence. OTcnexmBaHne AOCTUXKUMOCTU COCEAHMX Y3MOB K CTaTUYECKUM 3anmncsimM He NPUMEHSIETCA.

KomaHga clear ipv6 neighbors no3sonuT yaanutb guHamuyeckme 3anucu us tabnuupl IPv6 neighbor. [ng
yAaneHust CTaTu4eckon 3anncy ncnonb3ynte komaHay no ipv6é neighbor.

Mpumep

B oaHHOM npumepe nokasaHo, Kak co3gaTtb cTaTuyeckyto 3anvck B Tabnmue IPv6 neighbor cache.

Switch# configure terminal
Switch{config)# ipwé neighbor fes8l::1 wlan 1 00-01-80-11-22-499
Switch (config)#

9-18 show ipv6 general-prefix

[aHHas komaHga ucnonb3yeTcsa Ans NpocMoTpa MHopmauum No oCHOBHOMY IPv6-npedukcy.
show ipv6 general-prefix [PREFIX-NAME]

MapameTpsbl

PREFIX-NAME (OnumoHanbHO)  YKaxuTe UMS OCHOBHOro npedwmkca, AN KOTOPOro
Heobxoanmo oTobpa3nTb MHpopmauuo. Ecnn umsa ocHOBHOro npedukca He
ykasaHo, 6ygeT otobpaxaTbCcs MHdopmaLums Mo BCEM OCHOBHbLIM npedukcam.
Mmsa npedunkca He A0SMKHO npeBbiwaTth 12 CMMBOSOB.

Mo ymonyaHuto
Het
Pexxum BBOoAa komaHAbl

User/Privileged EXEC Mode
JTrobon pexxum koHdurypaumm
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YpoBeHb KOMaHAbI MO YMONMYaHUo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

VMcnonb3ynTe AaHHYy0 KOMaHay Ans npocMoTpa nHopMaLmMm no OCHOBHLIM IPv6-npedukcam.
Mpumep

B naHHOM npumepe nokasaHo, kak 0Tobpa3nTb MHpopMaLmMo Mo BCeEM OCHOBHbLIM IPvB-npedumkcam.

Switch$# show ipwvé general -prefix

IPvE prefix vy
Bequired wia DHCEvé FD
vlan 1: 200::/48
Valid lifetime 2592000, preferred lifetime 604800
Apply to interfaces

vilan 2: ::2/64
Total Entries: 1

Switch#

9-19 show ipv6 interface

[aHHas komaHga ucnonb3yeTcs Ans npocmoTpa MHopmauum no IPv6-uHTepdeiicy.

show ipv6 interface [INTERFACE-ID] [brief]

MapameTpbl
INTERFACE-ID (OnumoHankeHo.) Ykaxute uHtepdenc anga nonyyeHnsa nHdopmaLrmm no Hemy.
brief (OnumoHanbHo.) YkaxuTe, 4ToObl MONyYnUTb KPaTKyto MHAOPMaLMIO.

Mo ymonyaHuto
Het
Pexxum BBoga KomaHAabl

User/Privileged EXEC Mode
JTrobon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 1
Ucnonb3oBaHMe KOMaHAbI

Mcnonb3ynTe gaHHyo KoMaHay Ansg npocMoTpa HacTpoek koHdurypauum IPv6-nHtepdenca. na
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nHTepdenca IPv6-TyHHenst byaet otobpaxkaTbCs TONbKO TyHHEeNb ISATAP.
Mpumep
B naHHOM npumepe nokasaHo, Kak oTobpasnTb nHgopmaumnio no IPv6-nHTepdenicy.
Switch# show ipvé interface wvlan 2
vlan 2 is up, Link status is down
IPve i3 enabled,
link-local address:
FE80: :201:1FF: FEQ2: 305
Global unicast address:
200::2/64 (DHCPvé& FD)
IPwe MTO iz 1500 bytes
RA messages are sent between 66 te 200 secends
RA& advertised reachable time is 1200000 milliseconds
RA advertised retransmit interval is 0 milliseconds
RA advertised life time is 1800 seconds
RA advertised O flag is OFF, M flag is OFF
Fh advertizsed prefixes
200::/ 64

valid lifetime is 2592000, preferred lifetime is &04800

Switch#

B naHHOM nprvmMepe nokasaHo, Kak Nony4nTb KpaTkyto nHdgopmavmio no IPv6-nHtepdeicy.

Switeh# show ipvé interface brief

vlan 1 is up, Link status is up

FEBQ0::201:1FF:FEQ02:304

vlan 2 is up, Link status is down
FE80::201:1FF:FEOQ2:305
200z :2

vlan 3 is up, Link status is down

FEBQ::201:1FF:FEQ02:304

Lad

Total Entries:

Switch#

9-20 show ipv6 neighbors

[aHHas komaHga ucnonb3yeTcs Ans otobpaxeHusa nHgopmarmm o coceaHmx IPv6-ycTporicTBax.
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show ipv6 neighbors [INTERFACE-ID] [IPV6-ADDRESS]

MapameTpbl

INTERFACE-ID

Ykaxute nHtepdenc ans otobpaxeHus uHdopmaumm o 3anucsax B Tabnuvue
IPv6 neighbor cache.

IPV6-ADDRESS

Ykaxute IPv6-agpec, 4tobbl nony4nTb ONns HEro MHpopmaumio o 3anucsax B
Tabnuue IPv6 neighbor cache.

Mo ymonyaHuto
Het
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode

JTobon pexxum KoHdurypauum

ypOBeHb KOMaHAbl NO yMOn4aHUO

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

Vcnonb3ynTe gaHHyto komaHnay AN npocmMoTtpa 3anucu B Tabnuue IPv6 neighbor cache.

Mpumep

B gaHHOM npumepe nokasaHo, Kak 0TobpasnTb MHpopmaumio o 3anucsax B Tabnumue IPv6 neighbor cache.

Switch# show ipwvé

Total Entries: 1

Switch#

OTo6paxaemMble napameTpbl

neighbors

Link-Layer Addr Interface Type State

00-00-11-22-33-44 wlan 1 D

Twn 3anucn

D — guHammyeckas usyyeHHas 3anuceb.
S — cTtatnyeckas neighbor-sanuce.

CocTosiHMe 3anucum

INCMP (HenonHoe) — cocTosiHMe, Korga 3anpoc Ha MorlydeHue agpeca ansi
3anucu oTnpaereH, Ho oTBeTHoe coobleHne Neighbor Advertisement ele He
Mony4eHo.

REACH (goctmxmmoe) — cocTosiHMe, korga coobuweHne Neighbor
Advertisement yxe nonyyeHo, a Bpemsi Tammepa Reachable Time (B
MUNNUCEKYHAAX) eLle He UCTeKNo. OTO 03Ha4vaeT, YTO coceaHee YCTPOMCTBO
paboTaeT KOPPEKTHO.

STALE - cocTosiHMe, B KOTOpOe nepexoauT 3anucb, ecnum C MOMEHTa
nornyyYeHust MOCMegHEro MOATBEPXKAEHUS npowso Oonble 3agaHHoro
TanmMmepoM Reachable Time BpemeHu (B MunnumcekyHaax).

PROBE - cocTosHMe 3anucu, npu KOTOPOM YCTPOWCTBO OTNpaBnseT
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coobueHune Neighbor Solicitation, 4ToObl NnOATBEPAUTE AOCTUXKMMOCTb.

10. KomaHAabl norupoBaHUs BbIMNO/THEHHbIX KOMaHA,

10-1 command logging enable

D,aHHaﬂ KOMaHOa ncnonb3dyeTcda Ona BKNKOYeHUsA ('byHKLLI/II/I NornpoBaHUA BbINOJTHEHHbLIX KOMaHA. I'Ipw
ncnonb3oBaHn (*)OprI NO KOMaHAa OTKMKYUT (*)yHKLLI/IIO nornpoBaHnA.

command logging enable
no command logging enable

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonyaHuio faHHas onuus OTKYeHa.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YposeHb 12

Ucnonb3oBaHue KoMaHAbI

KomaHabl NorMpoBaHns MCNonb3ytoTcs AN 3anncy Cnmcka KOMaHg, YCrneLwHo BbINONHEHHbIX Yepes
NHTepenc KomaHgHoOW CTPOKK. B xypHane BegeTcs 3anucb BBeAEHHbIX KOMaHa U nHdopmaummn o6 yyeTHown
3anvcuy nonb3oBarens, B KOTOPoW Bbina BBeAeHa komaHaa. KomaHabl, He M3MEHSIIOLLME KOHDUIypaumio Unm

paboTy koMMyTaTopa (Hanpumep, show), He 3anucbiBatoTcs. VHdopMaUmsa 0 coxpaHeHU U NPOCMOTpe
CUCTEMHOIO XXypHara onuncaHa B XxapakTepucTukax sys-log.

MpumeyaHue: ecnv kKoMMyTaTop HaxoauTcs B pexxume BAT (npouenypa 3arpysku,
3arpyska KOHUrypaumoHHoro arina u T.4.), HUKakasa n3 komaHg KoHurypaumm He
normpyeTtcs (He BygeT 3anucaHa B XXypHan).

Mpumep

B naHHOM npumepe nokasaH NpoLecc BKIHOYEHUsST OYHKLIMN NOrMPOBaHKSI.

Switch# configure terminal
Switch{config)# command logging enable
Switch{config) #
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11. KomaHgbl CPU Access Control List (ACL)

11-1 soft-acl filter-map

[aHHas komaHga ucnonb3yeTcs AN co3gaHns Unv M3MeHeHUs NporpamMMHbIX CIMCKOB yNpaBneHus
poctynom (software ACL filter map). JaHHaa komaHaa BneyeT Bxop B pexum Hactporku Software ACL filter
map configuration mode. Vicnonb3yinTte popmy ho Ans yaaneHus NporpaMMHbIX CIIMCKOB yripaBneHus
poctynowm (software ACL filter map).

soft-acl filter-map NAME
no soft-acl filter-map NAME

MapameTpbl

NAME Mmsa nporpammHoro cnvcka ynpaeneHus goctynom (software ACL filter
map), KOTOPOW OMKeH ObITb HACTPOEH. [INMHa MMEHN He AOMKHa
npesblwaTb 32 CMMBOJIOB.

Mo ymonuyaHuio

Het

Pexxum BBoga KOMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

VMcnonb3ynte gaHHyto komaHay Ans Bxoda B pexum HacTponku Software ACL filter map configuration mode,
ONs CBA3bIBAHWUS HECKOMNbKUX NpeasaputensHo 3agaHHbix ACL ansa dunstpauumn nakeTos, nonyyYyaemMbix
CPU. MOXHO HacTpouTb HECKONBKO MPOorpaMMHbIX CNIUCKOB yrpaBneHus goctynom (software ACL filter map).
Mpumep

B oaHHOM NMpumepe nokasaHo, Kak co3gaTtb NporpaMMHbIA CIMCOK ynpaBneHust goctynom (software ACL filter
map) ¢ umeHeM “cpu_filter”.

Switch# configure terminal
Switch(config)# soft-acl filter-map cpu filter
Switch(config-zsoft-acl) #

11-2 match access-group

[aHHas komaHaa ucnonb3yeTcs A8 CBA3M CNMCKa A0CTyna C NPOrpaMMHbIM CIIMCKOM ynpaBneHus
poctynom (software ACL filter map). Vicnone3aynte popmy no ons yaaneHusi NpuBA3Ku.

SEQUENCE-NUMBER match mac access-group NAME
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SEQUENCE-NUMBER match ip access-group NAME
SEQUENCE-NUMBER match ipv6 access-group NAME
no match {mac | ip | ipv6} access-group

MapameTpbl

SEQUENCE-NUMBER [MopsaakoBbIN HOMEP COOTBETCTBYHOLLEN 3anMcK coBnagenns. [iuanasoH: ot
1 no 65535. Uem MeHbLLE HOMEpP, TEM BhbILLE NPUOPUTET CNUCKa JOCTyNa.

NAME YkasblBaeT nms cnuncka gocrtyna ACL, koTopoe aomkHO coBnagaTb.

Mo ymonyaHuio

Het

Pexnm BBOoga KomaHAbl

Software ACL Filter Map Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

HaHHas komaHga ucnomnb3yeTcs Ans NPMBSA3KN ClMcka JOCTyMna C NPOrpaMMHbIM CMMCKOM ynpaBneHus
poctynom (software ACL filter map). Heckonbko cnnckos goctyna MoryT BbiTe CBA3aHbI C NPOrpamMmmMHbIM
cnuckom ynpaeneHus goctynom (software ACL filter map). OgHako oHM JomnkHbI BbITb pasHbIX TUMNOB (expert,
MAC, IP u IPv6). Korga cBsisaH CnMCOK AOCTYyNa oAMHaKoBOro Tuna, kaxxaas nocrnegyrollas komaHga
nepesanucbiBaeT NpeablayLLyo KomaHay.

MopsiokoBble HOMepa onpeaensaT npuopuTeT 06paboTkmn cBA3aHHOro cnvcka goctyna B filter map. Cnncok

gocrtyna ¢ MeHbLUUM NopAaaKoBbIM HOMEPOM obnapaet 6onee BbICOKMM NMPUOPUTETOM. Ecnu CyLLleCTBYIOT
CBA3aHHbIE CNMNCKM O0CTyna C OAMHAKOBbIM NMOpPAOKOBbIM HOMEPOM, OHU 06paGaTbIBa}OTCFI B criegywuiemMm

nopsiake: cnucok goctyna expert, cnucok goctyna MAC, cnncok goctyna IP, cnncok goctyna IPv6.

Mpumep

B gaHHOM npumepe nokasaHo, Kak npyBsA3aTb cnncok goctyna IP ¢ umeHem “cpu-acl” n cnncok goctyna

MAC c umeHem mac4001 k nporpammMHOMY cnucky ynpasneHus goctynom (software ACL filter map)
“cpu_filter”.

Switch# configure terminal

Switch(config-ip-acl)# permit 10.20.0.0 255.255.0.0
Switch(config-ip-acl) # exit

Switch(config)# mac access-list extended macd4001
Switch(config-mac-ext-acl)# 25 deny host 0013.004%.8272 any

Switch(config-mac-ext-acl)# exit
Switch({config)# soft-acl filter-map cpu filter

Switch(config-soft-acl)# 2 match ip access—-group cpu-acl

Switch(config-soft-acl)# 3 match mac access-group macdd0l

Switch(config-soft-acl) #
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11-3 match interface

[aHHasa komaHga ucnonb3yeTcs Ang HAaCTPOMKM COOTBETCTBYIOLLMX BXOAHbIX MHTepderncoB. Mcnonb3ynte
dopMy no ansa yaaneHus CooTBETCTBYHOLUX BXOAHbIX MHTEPGENCOB.

match interface INTERFACE-ID [, | -]
no match interface {all | INTERFACE-ID [, | -]}

MapameTpbl

INTERFACE-ID CootsetcTByoWwmn nageHtndukatop nitepderica (Interface ID).
KoppekTHbIMK nHTepdencamm SBnatoTcs pusmyeckne nHTepdencho.

) (OnumoHanbHO) BeigeneHne cepym nHTEpdencoB nnu pasgeneHme rpynnol
nHTepdencos ot npegpiayLien. Npobenbl 4O 1 Nocne 3ansaTon
HeaonyCTUMBI.

- (OnumoHaneHo) BeigeneHve gnanasoHa nHtepdencos. Mpobens! 4o u
nocne gedwvca HegoMyCTUMbI.

all Yka3sblBaeT B (oOpMe NO 3TON KOMaHAbl yaanuTb BCe COBMECTUMbIE
BXOOHble UHTepPdENCHI.

Mo ymonuyaHuto

Het

Pexxum BBOoga KomaHAbI

Software ACL Filter Map Configuration Mode

YpoBeHb KOMaHAbI MO YMOM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

MporpammMHbIV CNUCOK ynpaeneHuns goctynom (software ACL filter map) OyaeT akTMBupoBaH, korga HacTpoeH
OLVH UNWN HECKOMBbKO COBMECTUMbIX MHTepdencoB. pyrumm cnoBamu, eCnm COBMECTUMbIN MHTEPENC He
HaCTPOEH, NPOrpaMMHbI CMIMCOK He BCTYNUT B CUITY.

Korga naket npuHumaetcs CPU, 1 BxogHoW nHTepdenc HacTpOEeH Ha NporpaMmMHOM CMMUCKE YrpaBneHust
poctynom (software ACL filter map), kommyTaTop 6yoeT aBToMaTU4eCKM BbIMOSTHATL MOUCK CBSA3AHHbIX
CMUCKOB JOCTyMNa COOTBETCTBYIOLLErO CNNCKA.

CBs13aHHbIV CMMCOK AOCTYNa C HAMBLICLUMM NPUOPUTETOM B NMPOrpamMMHOM cnvcke OyaeT NpoBEpPEH B NEPBYHO
ovepeab. Korga cosnageHue bygeT obHapyxeHo, gpyrue cnucku goctyna 6yayT npourHopmpoBsaHbl. B
NPOTMBHOM criyyae, 6yaeT BbINOMHATHCSA NOUCK CNUCKa JOCTYNa CO CneayrLmuM HanBbICLUUM NPUOPUTETOM U
Tak ganee.

BHyTpM cnucka gocTtyna Ucnonb3yeTcst NoXoxas npoBepka HoOMepOoB. NpaBuIio ¢ MeHbLUMM NMOPALKOBLIM
HoMepoM nony4aeT 6onee Bbicokui npuopuTteT. Korga coBnageHnve Oyaet obHapyxeHo, apyrue oyayt

NPOVrHOPMPOBaHbI.

B nTore, ecnu coBnageHne He oBHapyXeHo, NakeT ByaeT paspeLleH, 1 OH MOXET HEMPEPbLIBHO
obpabaTtbiBaTbCa APYrMMU OYHKLUSIMNA.,

Ecnu penictenem aensetcs ‘permit’, oH 6yget nponyweH k Apyrum yHKumam. Ecnn gencternem sasnsetcs
‘drop’, nakeT 6yaeTt oTOpoLLEH.
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Opyrvmun cnosamu, genctane NPorpaMmMHOro Crnmcka OCHOBaHO Ha TOYHO HACTPOEHHOW 3anucu
«paspewmnTb/3anpetTntby. [akeT pa3peLleH, ecnu oH He COOTBETCTBYET KakoMy-nnbo TOUHOMY npaBuiy
«paspeLnTby U1 «3anpetTuTby.

WHTepdenc moxeT npuHagnexaTb He Gonee, YyeM ogHoMy cnuncky. Korga nHtepdenc HacTpoeH ans HOBOro
NporpaMMHOro Cnucka, oH ByaeT yaaneH 13 npeablayLlero crnucka.

Mpumep

B naHHOM npumepe nokasaHo, kak HaCTpoUTb COBMECTUMbIN nHTepdeinc Ethernet 1/0/1 anst nporpammHoro
cnucka ynpaenenust goctynom (software ACL filter map) “cpu_filter”.

Switch# configure terminal

Switch(config)# ip access-list cpu-acl
Switch(config-ip-acl) # permit 10.20.0.0 0.0.255.255
Switch({config-ip-acl) # exit

Switch({config)# mac access-list extended macd400l

Switch (config-mac-ext-acl)# 25 deny host 0013.0045%.8272 any
Switch(config-mac-ext-acl)# exit

Ewitch(config)# soft-acl filter-map cpu filter
Switch(config-zoft-acl) # 2 match ip access-group cpu-acl
Switch(config-soft-acl)# 3 match mac access-group macd 0ol
Switch(config-soft-acl) # match interface ethernet 1/0/1
Switch(config-zoft-acl) #

11-4 show soft-acl

JaHHas komaHaa ucnonb3yeTcs Ans oTobpaxeHuss HOPMaLMM 0 NPOrpaMMHOM CMUCKE YNpPaBneHus
poctynom (software ACL filter map).

show soft-acl filter-map [NAME]

MapameTpbl

NAME (OnumoHanbHO) YkasbiBaeT UMs 0OTOOpakaemMoro NporpamMmMHOro cnmcka
ynpaenenust goctynom (software ACL filter map).

Mo ymonuaHuto

Het

Pexxum BBoga KoMaHAbI
User/Privileged EXEC Mode
YpoBeHb KOMaHAbI MO YMOS4YaHUIO0
YpoBeHb 1

Ucnonb3oBaHue KOMaHAbI

Wcnonb3ayinTe AaHHy KOMaHay Anst OTOBpaXeHNs yka3aHHOro NPOrpamMMHOro Cnucka ynpasrneHnst AOCTYNoM
(software ACL filter map). Ecnu nms He ykasaHo, To OyayT oTobpaxaTbCsi BCE CMUCKN.
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Mpumep
B oaHHOM npuMepe nokasaHo, Kak 0To6pa3vTb NPOrpaMMHbIA CIMCOK ynpaBneHus goctynom (software ACL
filter map).
Switch# show scft-acl filter-map
Software ACL Filter Map
cpu filter:
Matech BAccess-list(s):

TF{2): Ext-ip

MAC {3) :mac4001

Mateh Ingress Interface(s):
ethl/0/1

Switechg

OTob6paxaemblie napamMeTpbl

IP(N) Twn cnnucka gocTyna. Yucno B ckobkax o3HavyaeT NopsiaKoBbIA HOMEpP
CBSI3aHHOrO Cruncka gocryna.

12. KomaHgbl DHCP Snooping

12-1 ip dhcp snooping

HaHHas komaHga ucnonbayeTca anst rnobansHoro BkntoyeHnss DHCP Snooping. Ncnonb3ayiite hopmy no,
4yT06bI OTKNOUMTL DHCP Shooping.

ip dhcp shooping
no ip dhcp snooping

MapameTpbl

Het

Mo ymonyaHuto

Mo yMonyaHuio onums OTKIKOYEHa.
Pexxum BBOoga KomaHAabI

Global Configuration Mode
YpoBeHb KOMaHAbI MO yMOS4YaHUIo
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI
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DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

®yHkuma DHCP Snooping otcnexuBaeT naketsl DHCP, noctynatowue Ha HejoBEPEHHbIN NHTepdeNnC BO
VLAN, Ha KOTOpOM BKModeHa AaHHasa dyHkums. C nomoulbto gaHHon pyHkummn DHCP-nakeTsl, npuxogsaiwuve
C HeJOBEPEHHOro nHTepdernca, MoryT Nony4YnTb CTaTyC NPOBEPEHHbIX M OyAeT co3gaHa Tabnuua npuBsA3ku
DHCP gns DHCP Snooping Bo VLAN. Tabnuua npuessku cogepxut nidopmaumto o npmesske IP u1 MAC,
KoTopas no3xe OOMNOSNHUTENBHO MOXET ucnonb3oBatbes IP Source Guard n Dynamic ARP Inspection.

Mpumep

B gaHHOM npumepe nokasaHo, kak B4t DHCP Snooping.

Switch# configure terminal
Switch{config)# ip dhcop snooping
Switchi{config)#

12-2 ip dhcp snooping information option allow-untrusted

HaHHasa komaHaa ucnonb3yetca ans rnobaneHoro goctyna DHCP-naketoB ¢ Relay Option 82 k
HefoBepeHHbIM nHTepdencam. Vicnonb3ynte dopmy no, 4Tobbl 3anpeTntb nakeTsbl ¢ Relay Option 82.

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonyaHuMio onums OTKMoYeHa.

Pexxum BBOoAa koMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUIo

YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

®yHkuma DHCP Snooping nposepsieT naketel DHCP, korga oHu noctynatoT Ha nopT Bo VLAN, Ha KoTopom
BkntoYeHa yHkums DHCP Snooping. Mo ymonyaHuio npu npoBepke OyayT oTOpoLUEHbl NakeTkl, ECINN UX

agpec wrto3a He paseH 0 unu npucytcTteyeT Option 82.

Vcnonb3ynTe aaHHy0 KOMaHAy, YTobbl paspewmnTb naketam ¢ Relay Option 82 goctyn k HegOBEPEHHBIM
UHTepdencam.

Mpumep

B aaHHOM npumepe nokasaHo, kak BkntoumTe DHCP Snooping ans Option 82, ytobbl paspelumnTs 4OCTyN K
HeaoBepeHHbIM MHTepdericam.

Switch# configure terminal
Switchi{config)# ip dhep snooping information option allow-untrusted
Switch{config)#
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DGS-3130 Pykoeodcmeo nosnib3oeamernsi (CLI) 0ns ynpaensemo2o cmekupyemo2o KoMMymamopa 3 ypo8Hsi

12-3 ip dhcp snooping database

[aHHasa komaHga ucnonb3yeTcs Anst HACTPOWKN XpaHeHus 3anucen npueasku DHCP Snooping B nokansHowm
darinoBor cucteme (dneLl-kapTe) v Ha yaaneHHoMm yane. Mpu ncnonb3oBaHumn opmbl N0 KOMaHaa
OTKITHOYUT XPaHEHNE MUITN BEPHETCHA B HACTPOWMKMN MO YMOITHAHMIO.

ip dhcp snooping database {URL | write-delay SECONDS}
no ip dhcp snooping database [write-delay]

MapameTpbl
URL Ykaxunte URL B kakom-nnbo n3 npegcraBrneHHbIX (OpMaToB:
¢ ftp://lusername:password@location:tcpport/filename
* tftp://location/filename
¢ flash:/filename
write-delay SECONDS YKaxuTe BpeMsi oXnaaHus nepeq o6HOBNEHMEM 3anncu Npu obHapyxeHnn

n3MeHeHun B Tabnuue npmeaAskn. Bpems no ymonyanuto coctaenset 300
cekyHA. [AnanasoH AocTynHbIX 3HavYeHu oT 60 go 86400.

Mo ymonuyaHuio

Mo ymonuaHmnio URL-agpec areHTa 6a3bl JaHHbIX HE YCTAHOBIEH.
3HaueHne BpeMeHU 3adepXkku Ans 3anucu no ymonyaHuto coctaensaet 300 cekyHA,.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode
ypOBeHb KOMaHAbl N0 YMOJTYaHUIO
YpoBeHb 12

Ucnonb3oBaHue KOMaHAbl

[laHHast komaHga ucnonb3yeTcs Ans xpaHeHus 3anucen npmesasku DHCP B nokaneHon Flash-namstu unu Ha
yaaneHHoM yane. Micnonb3ynte cnegyrolmne Metoabl Ans XpaHeHus 3anucen npmesskm DHCP:

¢ flash: xpaHeHue 3anucen B hanne B NokarnbHON PannoBon cucTeme.
¢ tftp: xpaHeHWe 3anucer Ha yaaneHHom y3ne yepe3 TFTP.
¢ ftp: xpaHeHue 3anncen Ha yaaneHHoOM y3ne yepes FTP.

MpumeyaHue: Flash-namatb BkNoYaeT B ce6s TOMNLKO BHELLHIOW NaMATb, HanpumMep,
USB-dnew HakonuTens.

WMcnonb3ynte gaHHyto komaHay, 4Tobbl coxpaHuTb Tabnuuy npusaskun DHCP Snooping B kommyTatope
cTeka. Tabnuua He ByaeT coxpaHeHa B OTAENbHbIX KOMMYyTaTopax cTeka.

Bpewmsi apeHbl 3anucu (lease time) He OygeT nameHeHo, 1 Bpemsi xu3sHu (live time) npogormkut
OTCUMTbIBATbCSH, NOKa 3aMn1Cb CyLLECTBYET.

Mpumep
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) dnsi ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypo8HsI

B maHHOM npumepe NokasaHo, Kak HaCTPOUTb COXpaHeHME NPUBA3KN B hann dannoBon CUCTEMBI.

Switch# configure terminal
Switchi{cenfig)# ip dhcop sncoping database tftp: A710.0.0.2/store/dhep-snp-bind
Switch{config)#

12-4 clear ip dhcp snooping database statistics

[aHHas kKomaHga ucnonb3yeTcs Ansa yganeHnsa ctatucTukm tabnuubl npyueaskm DHCP.
clear ip dhcp snooping database statistics

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO yMOM4aHuIo

YpoBeHb 12

Wcnonb3oBaHue KoMaHAbI

[aHHas KomaHga No3BONSAET yaanuTb CTaTUCTUKy Tabnmubl npuesaskun DHCP.

Mpumep

B gaHHOM npumepe nokasaHo, Kak yaanutb cTatucTuky Tabnuubl npuesskm DHCP Snooping.

Switch# clear ip dhep snooping database statistics

Switch#

12-5 clear ip dhcp snooping binding
HdaHHas komaHaa ucnonb3yeTcs Ans yaanexnus npmesskm DHCP.

clear ip dhcp snooping binding [MAC-ADDRESS] [IP-ADDRESS] [vlan VLAN-ID] [interface

INTERFACE-ID]

MapameTpbl

MAC-ADDRESS (OnuuoHanbHo) Ykaxute MAC-agpec, KOTopbIi Heo6xo0auMo yaanuTh.
IP-ADDRESS (OnuuoHanbHOo) YkaxuTe IP-agpec, KoTopbli HEOBX0AMMO yaanuTb.
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DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMmymamopa 3 ypoeHsi

vlan VLAN-ID (OnuuoHanbHo) Ykaxute VLAN ID, koTopbI He0O6X0AMMO yaoanuThb.

interface INTERFACE-ID (OnuuoHanbHO) YkaxuTe nHTepdenc, KoTopbln He0BXoanMO yaanuTb.

Mo ymonyaHuto

Het

Pexxnm BBoAa KOMaHAbl

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas kKomaHga no3BongaeT yganuTb 3anucb npueasku DHCP, Bkntovas 3agaHHblie BPYyYHYHO 3anucu
NPUBA3KN.

Mpumep
B aaHHOM npumepe nokasaHo, Kak yaanutb Bce 3anvcu npmsaskn DHCP Snooping.

Switch# clear 1p dhep snooping binding

Switch#

12-6 renew ip dhcp snooping database
[aHHas komanga ucnonbdyeTcs ans obHoeneHnsa Tabnuupl npmeaskm DHCP.
renew ip dhcp snooping database URL

MapameTpbl

URL Yxaxunte URL mecTa, n3 KoTopbIX HY>KHO 3arpykaTtb Tabnumuy nprBsasku s
OBHOBMEHNS.
URL moxeT ObiTb B 0QHOM 13 criegytowmx opmaTos:

* ftp://lusername:password@location:tcpport/filename
¢ tftp://location/filename
¢ flash:/filename

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI
Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMONYaHUIO
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DGS-3130 Pykosodcmeo nonb3oeamernsi (CLI) Onsa yrnipasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

YpoBeHb 12
Ucnonb3oBaHWe KOMaHAbI

[aHHas komaHga ucnonesyetcsa Ana obHosneHusa tTabnuusl npyueaskm DHCP ¢ URL-agpeca n po6asneHus
3anucew B Tabnunuy npmesskm DHCP Snooping.
Wcnonb3ynTe criegytowne metoabl Ans 3arpysku npuesskn DHCP Snooping:

* flash: 3arpyska sanuncen ns canna B nokansHoOn annoBon CUCTEMBI.
* tftp: 3arpyska 3anucen c yganeHHoro y3na yepes TFTP.
e ftp: 3arpyska 3anucen c yganeHHoro yana yepes FTP.

MpumeyaHue: Flash-namatb BknioyaeT B cebs TOSNbKO BHELLHIOW NaMsiTb, HanpumMep,
USB-cneLw HakonuTens.

Mpumep
B gaHHOM npumepe nokasaHo, kak 06HoBUTL Tabnunuy npmeaskn DHCP Snooping.

Switch# renew ip dhep snooping database tftp: //10.0.0.27sterefdhep-snp-bind

Switch#f

12-7 ip dhcp snooping binding
[aHHas komaHga ucnonb3yetcsa Ansa HacTporiku npueaskm DHCP Snooping Bpy4Hyto.

ip dhcp snhooping binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface INTERFACE-ID
expiry SECONDS

MapameTpbl

MAC-ADDRESS Ykaxute MAC-agpec 3anucu, KoTopyro Heo6xoamMmMo fo6aBuTb UnNu yaanuTb.
vlan VLAN-ID YkaxuTe VLAN ID 3anucu, koTopyto Heo6xoammo 4obaBuTb unu yaanub.
IP-ADDRESS YkaxuTe IP-agpec 3anvcu, KoTopyto Heobxoaumo AobaBuTb UK yoanuTb.

interface INTERFACE-ID Ykaxute nHtepdeiic (dpusndeckun nopt unm port channel) Ha KoTopom
Heobxoanmo 406aBUTbL UNK yAanuTb 3anycb NPUBS3KK.

expiry SECONDS YKaXute nHTepBar, nocre KOTOporo NpuBsA3ku He ByayT 0eNCTBUTENbHbI.
HocTyneH grnana3soH 3HavyeHun ot 60 go 4294967295 cekyHa.

Mo ymonyaHuto

Het

Pexxum BBoga KoMaHAbl

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO yMON4YaHUIo

YpoBeHb 12
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Ucnonb3oBaHne KOMaHAbI
[aHHas komaHaa ncnonb3yeTcs Ans co3gaHnsa guHamudeckon 3anuen DHCP Snooping.
Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb 3anuce DHCP Snooping ¢ IP-agpecom 10.1.1.1 u
MAC-agpecom 00-01-02-03-04-05 B VLAN 2 n nopty Ethernet 1/0/10 ¢ expiry time 100 cekyHg.

Switch# ip dhep sneooping binding 00-01-02-03-04-05 wlan 2 10.1.1.1 interface ethernet 1/0/10
expicy 100

Switch#

12-8 ip dhcp snooping trust

[aHHas KomaHga ucnonb3yeTcs AN HaCTPOWKM NopTa B KayecTBe AOBEPEHHOro nHrtepdgenca gnsa DHCP
Snooping. lNpu ncnonb3oBaHnn HopMbl NO KOMaH4a BEPHETCH K 3HAYEHUSIM NO YMOMYaHUIO.

ip dhcp snooping trust
no ip dhcp snooping trust

MapameTpbl
Het
Mo ymonyaHuto
Mo ymonuyaHuto gaHHasi onumusa OTKIIYeHa.
Pexxum BBOAa KOMaHAbI
Interface Configuration Mode
YpoBeHb kKOMaHAbI MO YMON4YaHUIo
YpoBeHb 12
Ucnonb3oBaHue KoMaHAbI
[aHHasa koMmaHaa No3BOMSET HAaCTPOUTL onanyeckun nopT 1 port-channel nHTepdenc.
MopTbl, nogkntoyeHHble K DHCP-cepBepy mnu kK Apyrum KOMMyTaTopam, AOSMKHbI ObITb HACTPOEHDI Kak
JoBepeHHble nHTepdenckl. MopThl, noakntoyeHHble kK DHCP-knueHTam, AomkHbl OblTb HACTPOEHbI Kak
HegoBepeHHble MHTepdericbl. DHCP Snooping paboTaeT B Ka4eCTBe MEXCETEBOrO aKkpaHa Mexay
HeaoBepeHHbIMU MHTepdericammn n DHCP-cepsepamu.
Ecnu nopTt HacTpoeH Kak HeLoOBEPEHHbIN MHTepderic, cooblleHne DHCP npuget Ha nopt B Ty VLAN, B
koTopon BkntovyeH DHCP Snooping. KommyTtaTtop nepeHanpasuT naketsl DHCP, ecnu Tonbko He ByaeT
cobntogaTbesa noboe M3 crneayrLmx yCroBui (B TakOM criydae nakeTbl OyayT oTopacbiBaTbCs):
* [lopT kOMMmyTaTOpa nony4aet nakeT (Hanpumep, nakeT DHCPOFFER, DHCPACK, DHCPNAK nnmn
DHCPLEASEQUERY) ot DHCP-cepBepa 3a npegenamm MeXceTeBoro akpaHa.
* Ecnu BkntodeHa komaHaa ip dhep snooping verify mac-address, 4to6el nponTtun npoepky MAC-

agpec NCTOYHMKa B 3aronoBke Ethernet gomkeH ObiTb Takum e, Kak 1 annapaTtHbli agpec DHCP-
KnueHTa.

* HeposepeHHbI MHTEpderic nonydyaeT DHCP-nakeT, Bkntovatowmi B ceds IP-agpec areHTa
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DGS-3130 Pykosodcmeo ronb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMmymamopa 3 ypoeHsi

petpaHcnsumm (Relay Agent), otnuudbin ot 0.0.0.0, nnn Relay Agent nepeHanpaBnsieT naker,
BkrtovatoLwmn B cedbsa Option 82 Ha HegoBepeHHbIV MHTepAdENC.

*  MapuwpyTtusatop nony4vaet coobweHne DHCPRELEASE nnn DHCPDECLINE ot HegoBepeHHOro
y3na c 3anucbto B Tabnuue npmesaskn DHCP Snopping, n uHdopmaumsi o6 nHtepderice B Tabnuue
NPUBSI3KM HE COOTBETCTBYET € MHTEP(ENCY, HA KOTOPOM ObINIO NOMNy4YeHO COOBLLEHME.

B gononHeHue k npoueccy nposepkn DHCP Snooping Takke co3gaeT 3anucb NPUBA3KM Ha ocHoBe IP-
agpeca, Ha3Ha4YeHHOro KNMeHTy cepeepoM B Tabnuue npmeaskn DHCP Snooping. 3anuck npuBsasku
COAEPXMUT UHcpopmaumto, Bkrtovatowyto MAC-agpec, IP-agpec, VLAN ID n ngeHtudgukatop nopta (port ID),
K KOTOPOMY MOAKIIOYEH KITMEHT, @ TaKKe BpeMs UCTe4YeHns cpoka apeHanbl (lease time).

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb DHCP Snooping ansa aosepeHnHoro nopta 1/0/3.

Switch# configure terminal
Switch{config)# interface ethernet 1/0/3
Switchi{config-1£f)# ip dhcp snooping trust
Switch{config-1£)#

12-9 ip dhcp snooping limit entries

[aHHasi kKomaHga ucnonb3yeTcs A4S HaCTPOVKK KonnyecTea 3anucer npueasku DHCP Snooping, koTopble
MOXET U3y4nTb MHTepdelic. MNpu ncnonb3oBaHmm opMbl NO KOMaHZa COPOCUT 3HaYEHNE NMMUTA 3anncen
DHCP.

ip dhcp snooping limit entries {NUMBER | no-limit}
no ip dhcp snooping limit entries

MapameTpbl

NUMBER Ykaxute numnt konudectsa npmeasok DHCP Snooping Ha nopT. AnanasoH
aonyctumbix 3HaveHun ot 0 go 1024.

no-limit YKaXuTe AN CHATMSA OrpaHMYeHns KonndecTsa 3anncen.

Mo ymonyaHuto

Mo ymonyaHuio orpaHMYeHniA Ha KONMYECTBO 3anucen Her.

Pexxum BBOAAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabl

[aHHas komaHga no3BongeT HacTpouUTb mamndeckuin nopT u nHtepdenc port-channel. KomaHaa gencreyet
TONbKO Ha HeaoBepeHHbIX MHTepdercax. Cuctema nepectaHeT u3yyaTb NPUBSA3KM, CBA3AHHbIE C MOPTOM,

€Cnn npesBblleHO MakCcMMaribHoe 3Ha4yeHune.

Mpumep
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B naHHOM nprvmepe nokasaHo, Kak HaCTPOUTb OrpaHMYeHrEe KONMYeCTBa NpUBA30K (MCMOMb3yeTcs 3HavYeHne
100) ona Ethernet 1/0/1.

Switch# configure terminal

Switchi{config)4 interface ethernst 1/0/1
Switch{config-if)# ip dhep snecoping limit entries 100
Switchi{config-if)#

12-10 ip dhcp snooping limit rate

[aHHas komaHnga ucnonb3yeTcs ansa HacTponku konudectsa DHCP-coobuieHun, kotopble nHTepdenc
CMOXeT nony4atb 3a cekyHay. IMpu ncnonb3oBaHnn oopMbl NO KOMaHAa cOPOCUT 3HAYEHUE NUMKUTa
coobuweHuin DHCP.

ip dhcp snooping limit rate {VALUE | no-limit}
no ip dhcp snhooping limit rate

MapameTpbl

VALUE Ykaxute konnyectso DHCP-coobLieHunii, koTopoe MoXeT OblTb 06paboTaHo 3a
cekyHay. [lnanasoH gonyctumbix 3HadeHun ot 1 go 300.

no-limit YKaxunte Ans CHATUS orpaHUYeHnst CKOPOCTH.

Mo ymonyaHuto

Mo yMOnyaHuio orpaHu4eHni Her.

Pexxum BBOAa KOmMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YposeHb 12

Ucnonb3oBaHue KoMaHAbI

Mpu npeBblweHnn numuta konudectsa DHCP-nakeToB 3a cekyHAy nopT ByaeT OTKIIOYEH 13-3a OLLMGKW.
Mpumep

B oaHHOM npuMepe nokasaHo, Kak HacTPOUTb KonmyecTBo coobeHnit DHCP, koTopoe KoMMyTaTop CMOXET
nonyunTb Ha nopty 1/0/3 3a ogHy cekyHay.

Switch# configure terminal

Switchi{ceonfig)# interface ethernset 1/0/3
Switechi{config-if)# ip dhep sncoping limit rate 100
Switchi{cenfig-if)#

12-11 ip dhcp snooping station-move deny
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[aHHas komaHga ncnonb3yeTcd Anst oTknioveHns coctossHua DHCP Snooping Station Move. IMpwu
ncnonb3oBaHMM opmMbl NO kKOMaHaa BkNouMT coctosiHne DHCP Snooping Roaming.

ip dhcp snooping station-move deny
no ip dhcp snooping station-move deny

MapameTpbl

Het

Mo ymonyaHuto

Mo yMonuaHuio onuus BKMOYEHa.

Pexxum BBOoAa KomaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO yMOM4YaHuIo

YpoBeHb 12

Wcnonb3oBaHue koMaHAbI

Mpu BkntoveHnn DHCP Snooping Station Move guHamuyeckas 3anuck npmesskn DHCP Snooping ¢ Temu xe
VLAN ID n MAC-agpecom Ha onpegerneHHoM NopTy MOXET NepeMecTUTbCS Ha APYro nopT, ecnv
0obHapyxuTcs, UTo HoBomy npoueccy DHCP npunagnexuT 1ot e VLAN ID n MAC-agpec.
Mpumep

B naHHOM nprmMepe nokasaHo, Kak OTKIH4YMTb cocTosiHMe Roaming.

Switch# configure terminal

Switchi{config)# 1p dhcp snooplng

Switch{config)# ip dhep snooping wlan 10
Switch{config)# ip dhep snooping statiocn-move deny
Switchi{config)#

12-12 ip dhcp snooping verify mac-address

[aHHas komaHga ucnonb3yeTcsa AN BKoYeHus nposepku cosnageHns MAC-agpeca nctovHmka DHCP-
nakeTa u annapaTtHoro agpeca knueHTta. Npu ncnons3oBaHny GOpMbl NO KOMaHAA OTKMYNUT MNPOBEPKY
MAC-agpeca.

ip dhcp snooping verify mac-address
no ip dhcp snooping verify mac-address

MapameTpsbl
Het
Mo ymonyaHuto

Mo YMON4YaHUIO onuna BKIOYEHa.
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Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHUI0

YposeHb 12

Mcnonb3oBaHne KoMaHAabI

®yHkuma DHCP Snooping nposepsier DHCP nakeThbl, npucbinaemsle Ha nopT Bo VLAN, Ha koTopon
BkntoveHa yHkuma DHCP Snooping. Mo ymonyaHmio DHCP Snooping nposepseT, coBnagaet nm MAC-
agpec uctodHuka B 3aronoeke Ethernet ¢ annapaTtHeiM agpecom DHCP-knveHTa, 4TO6bl MPOTY NPOBEPKY.
Mpumep

B naHHOM npumepe nokasaHo, Kak BKITUMTL NPOoBEPKY Toro, 4tobbl MAC-agpec nctouHmka DHCP-naketa
coBnagarn c annapaTtHbiM agpecoMm KrveHTa.

Switch# configure terminal
Switchi{config)# ip dheop snooping verify mac-address
Switchi{contig)#

12-13 ip dhcp snooping vian

[aHHas komaHga ucnonbdyetcsa ans BknodveHnss DHCP Snooping Bo VLAN unu rpynne VLAN. MNpu
ncnonb3oBaHmMm opmbl No komaHaa oTknmounT DHCP Snooping Bo VLAN wnu rpynne VLAN.

ip dhcp snooping vian VLAN-ID [, | -]
no ip dhcp snooping vlan VLAN-ID [, | -]

MapameTpbl

VLAN-ID Ykaxunte VLAN, B KOTOpOW HEOBXOAMMO BKIHOUUTL UITM OTKIOUNTDL GOYHKLIMIO
DHCP Snooping.

, (OnumoHankbHo) Buigenenne cepumn VLAN vnu pasgenenue rpynnbl VLAN ot
npeabigyien. Npobenbl 0o n nocne 3ansTon HeAoNnyCTUMBI.

- (OnumoHaneHo) Beigenenune ananasoHa VLAN. MNpo6enkbl 4o 1 nocne geduca
HeJonyCTUMBI.

Mo ymonyaHuto

Mo ymonuaHuto pyHkma DHCP Snooping oTkntodeHa Bo Bcex VLAN..
Pexxum BBOoAa koMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHWe KOMaHAbI
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DGS-3130 Pykoeodcmeo nonb3ogamensi (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypo8Hs

Vcnonb3ynTe gaHHyto komanay Ans rnobaneHoro BkntoveHnss DHCP Snooping, ucnonb3ayiite komaHay ip
dhcp snooping vlan ans skntoveHns DHCP Snooping ans VLAN. ®yHkuma DHCP Snooping oTcnexuBaeT
naketbl DHCP, npuxoasiwime Ha HegoBepeHHbI HTepdeinc Bo VLAN, Ha KOTOpOW BKMoYeHa PyHKLUS
DHCP snooping. C nomowpto gaHHon dyHkummn, DHCP-nakeTbl, Npuxoaswme ¢ HegoBepeHHOro
MHTepdenca, MoryT NosyyYnTb CTaTyc NPOBEpPEHHbIX, a Tabnuua npuesasku DHCP 6ynet cosgana gns DHCP
Snooping Bo VLAN. Tabnuua np1BsA3ku npegoctaBnseT nHgopmauuto o npuesaske IP n MAC, kotopas nosxe
MoxeT ncnonb3oBatbest IP Source Guard n Dynamic ARP Inspection.

Mpumep

B naHHOM npumepe nokasaHo, kak Bkntounte DHCP Snooping Bo VLAN 10.

Switch# configure terminal
Switch{config)# ip dhep snooping wlan 10
Switchi{config)#

B naHHOM npumepe nokasaHo, Kak Bknoumnte DHCP Snooping B Heckonbkmx VLAN.

Switch# configure terminal
Switch{config)# ip dhcp snooping wlan 10,15-18
Switchi{contig) #

12-14 show ip dhcp snooping

[aHHas komaHga ucnonb3yeTcs ans otobpaxeHus HacTpoek DHCP Snooping.
show ip dhcp snooping

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbI

User/Privileged EXEC Mode
JTroBon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

[aHHas kKomaHga ucnonb3yeTcs Ans otobpaxeHus napaMmeTpoB HacTpoek DHCP Snooping.
Mpumep

B naHHOM npyumepe nokasaHo, Kak BKITHYMTbL 0TOOpaxkeHne napameTtpoB HacTpoek DHCP Snooping.
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DGS-3130 Pykosodcmeo ronb3ogamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

Switch# show ip dhep

CHCE
CHCE

Snooping is enabled

Snooping is enabled cn
10, 15-18

Verification of MAC

Statioen move is permitted.

address is

snooping

WLANS:

disabled

Informatiecn epticn is noet allowed en un-trusted interface

Intertface Trusted
ethl/ 071 re 10
ethl/ 072 re 50
athl/0/3 ves r
Switch#

Fate Limit

1 limit

Entry Limit
noe limit
noe limit

noe limit

12-15 show ip dhcp snooping binding

[aHHas komaHga ucnone3yetcsa Ansa otobpaxeHusa npmeaskm DHCP Snooping.

show ip dhcp snooping binding [/P-ADDRESS] [MAC-ADDRESS] [vlan VLAN-ID] [interface

INTERFACE-ID [ [, | <111

MapameTpbl

IP-ADDRESS (OnumoHanbHO) YkaxuTe, ecnu Heobxoaumo oTobpaxaTb NPMBS3KN Ha
ocHoBe IP-agpeca.

MAC-ADDRESS (OnumoHanbHO) YkaxuTe, ecnu Heobxoaumo oTobpaxaTb NPMBS3KN Ha
ocHoBe MAC-agpeca.

vlan VLAN-ID (OnumoHanbHo) Ykaxnte, ecnn HeobxoaumMo oTobpaxkaTb MPUBA3KN HA

ocHoBe VLAN.

interface INTERFACE-ID

(OnumoHanbHo) Ykaxnte, ecnn HeobxoaumMo oTobpaxkaTb MPUBA3KN HA
ocHoge ID nopTa (port ID).

(OnumoHanbHO) BeigeneHne cepun uHTepdencos nnu pasgeneHue rpynneol
nHTepdencos ot npeapiayLlen. Npobensl 4o 1 Nocne 3anaTon
HeaonyCTUMBI.

(OnumoHankeHo) BeigeneHne gnanasoHa nHtepdencos. Npobenesl 4o 1 nocne
Aedmca HegonycTUMBI.

Mo ymonyaHuto
Het
Pexxum BBoAa komaHAbl

User/Privileged EXEC Mode
JTrobon pexxum koHdurypaumm
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DGS-3130 Pykoeodcmeo nonb3ogeamensi (CLI) dns1 ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypo8HsI

YpoBeHb kKoMaHAbI MO YMONM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbI

HaHHas komaHaa ncnonb3yeTcs ans otobpaxeHus npusasku DHCP Snooping.

Mpumep

B naHHOM npumMepe nokasaHo, Kak HacTpouTb oTobpakeHune npueasku DHCP Snooping.

Switch#show ip dhep sncoping binding

MAC Address IF Rddress Leasa (seconds ) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhep-sneceping 100 ethl/0/5
00-01-02-00-00-05 10.1.1.11 14495 dhep-sneceping 100 ethl/0/5

Total Entries: 2

Switch#
B gaHHOM npumepe nokasaHo, kak HacTpouTb oTobpaxeHue npuesasku DHCP Snooping no IP 10.1.1.1.
Switch# show ip dhep sncoping binding 10.1.1.1

MAC Address IF Rddress Lease (seconds) Type VLA Interface

00-01-02-03-04-05 10.1.1.1 1500 dhep-snocoeping 1004 ethl/0/5
Total Entries: 1

Switch#

B gaHHOM npumepe nokasaHo, Kak HacTpouTb oTobpakeHue npmsssku DHCP Snooping no IP 10.1.1.11 n
MAC 00-01-02-00-00-05.

Switch# show ip dhep socoping binding 10.1.1.11 00-01-02-00-00-05

MAC Address IF Address Leasa (seconds) Type VILAN Interface

0d-01-02-00-00-05 10.1.1.11 1495 dhep-sneeping 100 ethl/f0/5
Total Entries: 1

Switch#

B gaHHOM npumepe nokasaHo, Kak HacTpouTb oTobpaxeHue npusaskm DHCP Snooping no IP 10.1.1.1 u
MAC 00-01-02-03-04-05 o VLAN 100.
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DGS-3130 Pykoeodcmeo nosnib3o8amerisi (CLI) Onst yripaensiemo2o cmekupyemMoao KoMMymamopa 3 ypo8Hs!

Switch# show ip dhep socoping binding 10.1.1.11 00-01-02-00-00-05 wlano 100
MAC Address IF RAddress Leasa (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.1 1500 dhep-snooping 100 ethl/0/5

Total Entries: 1

Switch#

B oaHHOM npuMepe nokasaHo, Kak HacTpouTb oTobpaxeHue npuesaskn DHCP Snooping Bo VLAN 100.

Switch# show ip dhep sneoping binding wlan 100

MAC Address IF Address Lease (secaonds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhep-sneoping 100 ethl/0/5
0d-01-02-00-00-05 10.1.1.11 1495 dhep-sneeping 100 ethl/0/5

Total Entries: 2

Switch#

B naHHOM npumepe nokasaHo, Kak HacTpouTb oTobpakeHne npueaskun DHCP Snooping Ha nHTepdelice
Ethernet 1/0/5.

Switeh# shew ip dhep snoceping binding interface ethernet 1/0/5

MAC Address IF Address Lease (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhep-snooping 100 ethl/0/75
00-01-02-00-00-05 10.1.1.11 445 dhep-snooping 100 ethl/0/5

Total Eatries: 2
Switch#

OTo6paxaeMble napamMeTpbl

MAC-apgpec AnnapatHbin MAC-agpec KnueHTa.

IP-appec IP-agpec knneHTa, HasHadeHHbIn DHCP-cepepom.

Bpewms apeHabl (lease) (B Bpewms apeHabl IP-agpeca.

ceKyHAaax)

Twvn Twvn NpuBA3KN, HACTPOEHHbIN Yepes3 MHTepENC KOMaHAHOM CTPOKN NNn
N3yYeHHbIN AUHAMUYECKMW.

VLAN VLAN ID.

Interface WuTepderic, nogkntovatowmiics K yany DHCP-knveHTa.
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DGS-3130 Pykosodcmeo nonib3o8amenisi (CLI) dns1 ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypo8Hs

12-16 show ip dhcp snooping database

[aHHas KomaHga ucnonb3yeTcs ans oTobpaxkeHnsa cTaTucTrkm Tabnuubl npmeasku DHCP Snooping.
show ip dhcp snooping database

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbI

User/Privileged EXEC Mode
JTriobon pexum KoHdurypauum

YpoBeHb kOMaHAbI MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

[aHHas komaHga ucnonb3yeTcs ans otobpaxkeHnsa cTtatucTrkm Tabnuubl npmeasku DHCP Snooping.
Mpumep

B AaHHOM npumepe nokasaHo, Kak BKM4YMTb oTobpaxeHue ctatucTnkn Tabnuubl npmesask DHCP Snooping.

Switch#show ip dhep snooping database

URL: tftp: FA10.0.0.2/store fdhep-snp-bind

Write Delay Time: 300 seconds

Last ignored bindings counters:

Binding collisions : i Expired lease : ]
Invalid interfaces : 0 Unsupported wvlans : ]
Farse failures : ] Checksum errors : 4]
Switch#

OTo6paxaemblie napamMeTpbl

Binding Collisions KonuuecTtBo 3anucen, CO34aBLUMX KOMMU3MKU C CYLLECTBYIOLUMM 3anncamu B
Tabnmue npmesiskn DHCP Snooping.

Expired leases KonnyecTBo 3anncer ¢ MCTEKLIMM CPOKOM apeHabl B Tabnuue npuBsasku
DHCP Snooping.

Invalid interfaces KonuuyectBo nHtepdencos, nony4ymsLumx coobuweHme DHCP, Ho DHCP
Snooping AN KOTOPbIX HE BbIMOMHAETCS.

Pase failures KonuuectBo HegonycTumbix naketos DHCP.

Checksum errors KonnyecTBo nogcymMTaHHbIX 3Ha4YeHu checksum, He paBHOE COXpaHEeHHOMY
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

3HaveHuto checksum.

Unsupported vians KonuuecTtso 3anucen, ans kotopbix VLAN oTknoueHa.

13. KomaHabl DHCPv6 Guard

13-1 ipv6 dhcp guard policy

[daHHas komaHaa ncnonb3yeTcsa Ans cosgaHusa unu namerHeHuns nonutukm DHCPv6 Guard Policy. Komanaa
nossonget BonTtu B pexum DHCPVv6 Guard Configuration Mode. NMpu ncnonb3osaHun popmbl no AaHHas
komaHga yoanut nonutuky DHCPv6 Guard.

ipv6 dhcp guard policy POLICY-NAME
no ipv6 dhcp guard policy

MapameTpbl

POLICY-NAME Ykaxute nmsa nonntukn DHCPv6 Guard.

Mo ymonyaHuto

Het

Pexxum BBOga koMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas komaHga ucnonb3yeTcsa Ansa cosgaHns unu nameHeHunsa nonutukn DHCPv6 Guard Policy. KomaHga
nossonsieT Bontu B pexxum DHCPv6 Guard Configuration Mode. Monutukn DHCPv6 Guard moryT
ncnonb3oBaTbcs Ans 6noknpoeku otseToB DHCPVG Reply n coobLieHuni, npuxogsawmx ¢

HeaBTOpPU30BaHHOTO cepBepa. CoobLLeHMsl KNMeHTa He GrOKUPYIOTCS.

Mocne cospanus nonutnkn DHCPvV6 Guard ncnonb3ynte komaHay ipv6 dhep guard attach-policy ans
NPUMEHEHUS NONUTUKN Ha onpeaeneHHoOM nHTepdence.

Mpumep

B naHHOM npumepe nokasaHo, Kak co3aatb nonutuky DHCPv6 Guard.

Switch# configure terminal

Switch{config)# ipvé dhep guard policy policyl
Switch{cenfig-dhep-guard)# device-role serwver
Switch{config-dhecp—guard)# match ipvé access-list acll
Switch{centfig-dhep—-guard) #
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13-2 device-role

[aHHasa komaHga ncnonb3yeTtca Ond ykadaHua ponv noakn4YeHHOoro yCTpOIZCTBa. an/l ncnonb3oBaHUn
CbOprI Nno JaHHaA KOMaHAa BepHEeTCA K HaCTpOIZKaM no ymon4aHuio

device-role {client | server}
no device-role

MapameTpsbl

client Ykaxute, 4Tobbl HACTPOUTL NOAKIMIOYEHHOE YCTPONCTBO B KAYECTBE KIMEHTA
DHCPV6. Bce coobuieHusi ceppepa DHCPv6 Ha atom nopTy OyayT oTbpackiBaTbCS.

server YkaxuTe, 4Tobbl HACTPOUTL NOAKIMIOYEHHOE YCTPONCTBO B KAYECTBE CepBeEpa

DHCPV6. Bce coobuieHusi ceppepa DHCPv6 Ha atom nopTy 6yayT NpUHMMaThCS.

Mo ymonyaHuto

Mo ymonuaHuto HacTpoeHa onuums client.

Pexxum BBOAa KOMaHAbI

DHCPv6 Guard Policy Configuration Mode

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

[aHHas komaHaa ucnonb3yeTcs Anst yka3aHus ponn NogKmoyYeHHOro yecTporcTea. o ymonyaxuio
YCTPONCTBO BLIMNOMHAET POrib KNUEHTA, N Bce coobueHuns cepeepa DHCPV6G, npuxogsawme Ha nopT, 6yayTt

oTbpackiBaTbCA. ECnmn HacTponTb YCTPOMCTBO B kKavyecTBe cepBepa, coobuleHusa cepsepa DHCPv6E 6yayT
paspeLleHbl Ha AaHHOM MOpTY.

Mpumep
B naHHOM npumepe nokasaHo, kak co3gatb nonutuky DHCPv6 Guard n HacTpouTb YCTPOMCTBO B Ka4ecTBe
cepBepa.

Switch# configure terminal

Switchi{config)# ipwve dhep guard policy dhepguardl

Switch{coentig-dhep-guard) # device-role server

Switch{coentig-dhep-guard) #

13-3 match ipv6 access-list

HaHHas komaHaa ucnonb3yeTcs Ans nposepku IPv6-agpeca ncToyHrka B coobLueHusx cepsepa. Mpu
ncnonb3oBaHMM opmMbl NO AaHHAA KOMaHAa OTKIYUT NPOBEPKY.

match ipv6 access-list IPV6-ACCESS-LIST-NAME
no match ipv6 access-list

MapameTpbl
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IPV6-ACCESS-LIST-NAME  YkaxwuTe cnucok gocrtyna IPv6, ¢ koTopbiM HEOOX0AMMO CBEPSATLCS.

Mo ymonyaHuio

Mo ymonyaHu1io onums OTKMoYeHa.

Pexxum BBOga KoMaHAbI

DHCPv6 Guard Policy Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas komaHga ucnonesyetca ansa gpunetpaumn DHCPv6-coobleHnii cepeepa Ha ocHoBe IP-agpeca
ncrtouHuka. Ecnun He HacTpoeHa komaHaa match ipv6 access-list, Bce coobLieHns cepsepa OyayT
nrHopupoBaTbcs. CIMCOK JOCTyna HacTpanBaeTcsi C MOMOLLbIO KoMaHabl ipv6 access-list.
Mpumep

B naHHOM npumepe nokasaHo, kak co3gaTtb nonmutuky DHCPv6 Guard n HacTpouTb NpoBepKy COOTBETCTBUS
agpecos |IPv6 co cnuckom goctyna list1.

Switch# configure terminal

Switch{config)# ipwvé dhop guard policy dhep filterl
Switchi{config-dhep—guard)# match 1pvd access-list listl
Switchi{config-dhep-guard) #

13-4 ipv6 dhcp guard attach-policy

[aHHas komaHga ucnonbdyetcsa ansa npumeHeHus nonutukun DHCPv6 Guard Policy Ha onpeaeneHHOM
nHTepdence. MNMpu ncnonb3osaHNN GoOpMbl NO AaHHaA KOMaHAa yaanuT NpUBSA3KY.

ipv6 dhcp guard attach-policy [POLICY-NAME [vlan {add | remove} VLAN-ID-LIST]]
no ipv6 dhcp guard attach-policy

MapameTpbl
POLICY-NAME (OnumnoHanbHO) Ykaxute nmsa nonutukm DHCPv6 Guard Policy.
vlan add VLAN-ID-LIST (OnumoHankeHo) Ykaxute VLAN ansa npoeepku. Ecnn VLAN He yka3aHa,

nposepsaTbcsa 6yayT Bce VLAN.

vlan remove VLAN-ID-LIST (OnuunoHanbHo) YkaxuTte VLAN, ansi KoTopot He00XoaNMMO OTMEHUTL
NpOBEpPKY.

Mo ymonyaHuto
Mo ymonuyaHuio onumsi OTKMYeHa.
Pexxum BBOga KomMmaHAbI

Interface Configuration Mode
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YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

[aHHas komaHga ucnonb3yetcs ans npumeHeHus nonutukn DHCPv6 Guard Ha nHtepdence. MonuTtukn
DHCPv6 Guard ncnoneaytotca ansa 6nokmpoekn DHCPv6-coobLwennn cepeepa unu punstpanmm
cooOLeHnn cepeepa Ha ocHoBe IP-agpeca nctoyHuka. Ecnu nms nonmMTrkn He ykasaHo, TO MONMTUKa no
YMOYaHUIO HACTPOUT YCTPOMCTBO B KAa4YeCTBeE KINUEHTa.

Mpumep

B naHHOM npumMepe nokasaHo, Kak npumeHuTb nonutuky DHCPv6 Guard «pol1» ana Ethernet 1/0/3.

Switch# configure terminal

Switch{cenfig)# interface ethernet 1/0/3
Switch{config-1£f)f 1pwvid dhcecp guard attach-policy poll
Switchi{config-1£)#

13-5 show ipv6 dhcp guard policy

[aHHas komaHga no3eonsaeT otobpa3ntb MHopmaumo o DHCPv6 Guard.
show ipv6 dhcp guard policy [POLICY-NAME]

MapameTpbl

POLICY-NAME (OnumoHanbHo) Ykaxute umsa nonutmukn DHCPv6 Guard.

Mo ymonyaHuto
Het
Pexxum BBoga KOMaHAbl

User/Privileged EXEC Mode
JTrobon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHuUIo
YpoBeHb 1
Ucnonb3oBaHMe KOMaHAbI

Ecnu ykasaHo nmsi NonuTukn, To oTobpakaTbes OyaeT MHopmauust TONbKo Ans Hee. Ecnv umsi nonmTmkm
He yka3aHo, oTobpaxaTbcs ByaeT MHopMaumsa Ansi BCexX NosMTUK.

Mpumep

B naHHOM npmnmepe nNoka3aHo, KakK BKITHOYUTb 0To6pa>|<eH|/|e I/IH(*)OpMaLI,VII/I Anga Bcex NonnTuk.
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Switeh# show ipvé dhep guard policy

DHCF guard policy: default
Dewvice Role: DHCP client

Target: ethl/0/3
DHCF guard policy: testl
Davice Role: DHCP sarver
Source Address Match Access List: acll
Target: ethl/0/1

Switch#

OTo6paxaeMble napamMeTpbl

Device Role Ponb yctponcTsa. Ponbto MoxeT 6bITb KITMEHT uUnn cepsep.

Target HasBaHue nHTepdelica.

Source Address Match Access List  Cnucok goctyna IPv6 onpegeneHHom NonmuTuku.

14. KomaHAabl npegorBpalweHus atak DoS

14-1 dos-prevention

[aHHas komaHga ucnonb3yeTcs AN BKIYEHUS U HACTPOWKM MexaHuama npegoTtepatleHus atak DoS (DoS
Prevention). MNpu ncnons3oBaHun hopmbl NO AaHHas KOMaHAa BEPHETCS K HACTPOMKaM Mo YMOMYaHuio.

dos-prevention DOS-ATTACK-TYPE
no dos-prevention DOS-ATTACK-TYPE

MapameTpbl

DOS-ATTACK-TYPE YKaxute CTPOKY, naeHTudunumpytoLyto tun DoS, koTopbii Heobxogumo
HaCTpPOUTb.

Mo ymonyaHuto

Mo ymonuaHuio Bce nogaepxvBaemble Tunbl DOS oTKMOYEHbI.
Pexxum BBOga KoMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUI0

YpoBeHb 12

Ucnonb3oBaHWe KOMaHAbI
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

[aHHas komaHda ncnonb3yeTcs Ans BKIYEHUS M HACTPONKM MexaHu3ma npegoTtepalleHms atak DoS ans
onpegeneHHoro Tvna atak DoS vnu gnsa Bcex nogaepxuBaembix TMNOB. MexaHu3mbl NpegoTBpaLLeHns atak
DoS (conocTtaBneHue n NnpuHSaTUE Mep) SBNSATCS PYHKUMSIMU annapaTtHoro obecneyeHms.

Mpwn BkNtOYEHHOM NpeaoTBpaLleHun atak DoS koMmyTaTop coXpaHUT cobbITue (10r) B XXypHane, ecnu 6bin
nony4veH xoTa 6bl OOWH «aTakyrLLnny naker.

KomaHaa no dos-prevention c kntoyeBbimM crioBoMm all cnonb3ayeTcs Ans oTKnioYeHUs MexaHuama
npegoTeBpalleHus atak DoS ans Bcex nogaepxmBaemMblx TUMNoB. Bce HacTpolikv GyayT Bo3BpaLleHbl K
3HAYEHUsIM MO YMOSYaHWIo AN onpeaeneHHbIX TUMOB aTak.

Crieaylowme pacrnpocTpaHeHHble Tunbl DoS-atak MoryT 6biTb 0GHapYKeHbl GONbLUMHCTBOM KOMMYTaTOPOB:

Mpumep

Blat: gaHHbIM TMN aTaku BkoYaeT B cebs OTNPaBKy YCTPOMNCTBY NakeToB C NOPTOM UCTOMHMKA
TCP/UDP, paBHbIM NOPTY HasHa4YeHUs. ATO MOXET NOCNY>XNUTb NPUYNHON TOrO, YTO YCTPOMCTBO
OyneT oTBevaTb camomy cebe.

Land: ataka LAND BkritovaeT B cebs oTnpaBKy yCTPONCTBY |IP-NakeToB ¢ agpecom NCTOYHUKA U
HasHayeHus, paBHbIM agpecy YCTPOMUCTBA. OTO MOXKET NMOCMY>XUTb MPUYMHOWN TOrO, YTO YCTPOMUCTBO
OyneT HenpepbIBHO OTBEYaTb caMoMy cebe.

TCP-NULL-scan: ckaHnpoBaHue nopTta ¢ UCNOMb30BaHNEM OnpedeneHHbIX NakeToB, CoaepaLmx
nocnegoBaTenbHOCTb Yncen ot 0 u He coaepXalumx dnaru.

TCP-SYN-fin: ckaHMpoBaHMe nopTta ¢ UCNOMb30BaHNEM OMNPEAENeHHbIX NakeToB, CoAepKaLLNX
dnarm SYN u FIN.

TCP-xmas-scan: ckaH/poBaHWe nopTa C UCMNOSb30BaHNEM OnpeaerieHHbIX NakeToB, coaepXaLumnx
nocrnepoearensHocTb Ymcen ot 0 n cdonarn Urgent (URG), Push (PSH) u FIN.

Ping-death: gaHHbIM TUN aTakM Ha KOMMBIOTEP BKNOYaeT B cebs 0TnpaBKy HEKOPPEKTHOIO NN
BPEAOHOCHOTO ping-3anpoca koMmnbtoTepy. ObbI4HO pa3mep ping-3anpoca coctasnseT 64 6anTa;
MHOIMe KOMMNbIOTEePbl HE MOTYT pacnosHaTh ping-3anpoc, ecnn oH 6onblue, YemMm MakCcuMmanbHbIV
pa3wvep IP-naketa (65535 GanT). OTnpaBka ping-3anpoca Takoro paamepa MOXeT NoBpeanTb
KOMNbloTEp HasHayeHus. Kak npasuno, 4aHHbIM C60eM MOXHO OTHOCUTENbHO NPOCTO
Bocnorb3oBaTbes. OTnpaBka ping-naketa pasamepomM 65536 6ant HegonycTMMa COrfacHoO CETEBOMY
NPOTOKONY, HO NAKeT TakOro pasmepa MOXHO OTNPaBUTb, ecnn oH ByaeT dparmeHTMpoBaH. MNpu
noBTOpHOW cbopke nakeTa Bydep kKoMNbOTEPA MOXET NEPENONHUTBLCS, YTO MOCYXUT NPUYMHON
cbos cuctembl.

TCP-tiny-frag: npu atake Tiny TCP Fragment ucnonbesyetcs dpparmeHtauus IP ana cosgaHus
OuYeHb ManeHbkux pparmeHToB, 4To6bl TCP-3aronoBok 6bin B 0TAeNbHOM hparmeHTe nakeTa. 310
no3sonseT emy 060/TU NPOBEPKY MapLUpyTM3aTopa W BbIMOMHWUTL artaky.

All: Bce BbienepeyncneHHbIe TUMbI.

MpumevyaHue: HekoTopble yHKUMK, Ucronb3ytoLwme npotokon NTP, MoryT pa6otaTtb
HEKOPPEKTHO, eCrnun BKIKOYEHO npegoTepalleHne DoS-aTtak Tvna Blat, Tak kak oHM
NCMNOMb3YIT OAMH U TOT )Xe HOMEp nopTa.

B oaHHOM npmumepe nokasaHo, Kak BKITIO4YNTb MEXaHU3M NpeaoTBpaLleHna aTtak DoS gna ataku Land.

Switch# configure terminal

Switchi{co

Switchi{co

nfig)# dos-prevention land

nfig)#

B naHHOM npumMmepe nokasaHo, Kak BKITIO4YNTb MEXaHU3M NpeaoTBpalleHna atak DoS anga atak Bcex
noggepXxmBaemMbixX TUMOB.
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Switch# configure terminal
Switch{config)# does-prevention all
Switchi{config)#

B mnaHHOM npumepe nokasaHo, Kak OTKMYUTL MexaHu3M npefoTBpalleHns atak DoS ansa aTtak Bcex
noaaepXuBaemblX TUMOB.

Switch# configure terminal
Switch{coenfig)# no des-preventiocn all
Switchi{config)#

14-2 show dos-prevention

[aHHasa komaHga ncnonb3yeTca A4 nonyy4YeHuna VIHCbOpMaLI,VIVI O CTaTyce npeaoTBpalleHna atak DoSwu
COOTBETCTBYHOLLKNX CHETHUKAX.

show dos-prevention [DOS-ATTACK-TYPE]

MapameTpbl

DOS-ATTACK-TYPE (OnuuoHanbHo) YkaxuTe Tun DoS, koTopbIi HEOOX0AMMO 0TOOPa3nTb.

Mo ymonyaHuto
HeTt
Pexxum BBOAa KomaHAbl

User-Privileged EXEC Mode
JTrobon pexxum KoHdurypauum

YPOBeHb KOMaHAbl N0 yMoOn4aHUo

YpoBeHb 1

Ucnonb3oBaHue KOMaHAbl

[aHHas komaHaa ncnonb3yeTcs Anst nonyyYyeHus nHdopmaumm o ctatyce npegorepaileHms atak DoS
Mpumep

B gaHHOM npumepe nokasaH npouecc Bbi3oBa MHbopMauun 0 HacTponKax npegoTepalleHus atak DoS.
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Switehfshow does-prevention

DeS Freventicn Information

D3 Type State
Land Attack Enabled
Blat Attack Enabled
TCF Null Disabled
TCF Xmas Disabled
TCF SYN-FIN Disabled

TCF SYN SrcPort Less 1024 Disabled

Ping of Death Attack Disabled
TCF Tiny Fragment Attack Disabled
Switchf

B naHHOM npumepe nokasaH npouecc Bbi3oBa MHOPMaLMM O HAaCTpoWKax npegoTepalenns atak DoS gns
Tuna ataku Land.

Switeh#show des-prevention land

DoS Type : Land Attack
State : Enabled
Switch#

14-3 snmp-server enable traps dos-prevention

[aHHas komaHnga ucnonbdyetcs ans ornpaskn SNMP-yBegomneHunn o DoS-aTtakax. [Ansa OTKIo4YeHUs
JaHHOW KOMaHAbl NCNoSb3ynTe hopMy No.

snmp-server enable traps dos-prevention
no snmp-server enable traps dos-prevention

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonyaHuio AaHHaa PyHKUUSA OTKNOYEHa.
Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb kOMaHAbI MO YMONM4YaHUIo
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI
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Ecnu npegoTtepalleHme atak DoS Bkto4eHO, Kaxable NsTb MUHYT KOMMYyTaTop OyaeT 3anncbiBaTh B XKypHa
coObITUe, eCrin Kakon-nMbo aTakyloLwmn nakeT byaeT NPUHAT 3a 3TOT NPOMEXYTOK BpeMeHU. VicnonbayinTte
OaHHYI0 KOMaHay, YTOObI BKITHOYNTL UMW OTKMOYNTE OTNpaBky yBegomneHnn SNMP ang takmx cobbiTuii.
Mpumep

B naHHOM npmnmMepe nNokasaHo, KakK BKITHOYNTb OTMNPAaBKYy TpanoB AN aTak DoS.

Switch# configure terminal
Switch{config)# snmp-server enable traps dos-prevention
Switchi{contfig)#

15. KomaHgbl Dynamic ARP Inspection

15-1 arp access-list

[aHHas KomaHga ucnonb3yeTcs Ansa co3naHns unu naMeHeHusa cnmcka goctyna ARP. KomaHnga nossonsiet
BonTn B pexxum ARP Access-list Configuration Mode. Npu ncnons3osaHnn opmbl NO JaHHas KOMaH4a
yaanuT cnucok goctyna ARP.

arp access-list NAME
no arp access-list NAME

MapameTpbl

NAME Ykaxute ums cnucka goctyna ARP, KoTopbln He0BX0AUMO HacTPOUTb.
MakcumansHas gonyctumas anvHa — 32 cumBona.

Mo ymonyaHuto

Het

Pexxum BBoAa komaHAbl

Global Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHuIo
YposeHb 12

Ucnonb3oBaHue KoMaHAbI

Nmsa AOOJTKHO ObITb YHUKanbHbIM Cpean BCeX CMUCKOB A0CTyna. Nmsa HYYyBCTBUTEITbHO K PErncTpy. B KOHUEe
cruncka JOCTyna ykasaH 3anpeT B 4OCTYyNe BCEM, KOTO HET B CTUCKE pa3peLleHuit.

Mpumep

B naHHOM npmmepe nokasaHo, Kak HaCTpOUTb CMUCOK OO0CTyna ARP c OBYyMA paspellarowmMmn 3anmcamun.
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Switch# configure terminal

Switchi{config)# arp access-list static-arp-list
Switch{config-arp-nacl)# permit ip 10.20.0.0 0.0.255.255 mac any
Switch{config-arp-nacl)# permit ip 10.30.0.0 0.0.255.255 mac any
Switeh{config-arp-nacl)#

15-2 clear ip arp inspection log

[aHHas komaHnga ucnonb3yetcs ans ouncTtkm bydepa xxypHana ARP Inspection.
clear ip arp inspection log

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexxum BBOAAa KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMONYaHUo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

[aHHas komaHga ucnonb3yeTcd Anst o4ncTkM Bydpepa xypHana ARP Inspection.

Mpumep

B gaHHOM npumepe nokasaHo, kKak ouncTuTb XXypHan ARP Inspection.

Switch# clear ip arp inspectiocn log

Switch#

15-3 clear ip arp inspection statistics

[aHHasa komaHaa ucnonbayeTca Ong yaaneHus aadHblx ctatuctukm Dynamic ARP Inspection.

clear ip arp inspection statistics {all | vlan VLAN-ID [, | -]}

MapameTpbl

all YkaxuTe anga yganeHns aaHHelx ctatuctnkm Dynamic ARP Inspection gna Bcex
VLAN.

vlan VLAN-ID Ykaxute VLAN mnnu gnanasoH VLAN.
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, (OnuuoHanbHo) BeigeneHme cepmm VLAN mnu pasgenenue rpynnsl VLAN ot
npeabigyLien. Npobenbl o 1 nocne 3ansTon HeaonyCTUMBI.

- (OnuunoHanbHo) BeigeneHne gnanasoHa VLAN. MNpo6enbl Ao u nocne gedwmca
HeJonyCTUMBI.

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas komaHga ucnonb3yeTca AN yaaneHns AaHHbIX ctatnctuku Dynamic ARP Inspection.

Mpumep

B paHHOM npumepe nokasaHo, Kak yaanutb gaHHble ctatuctukn Dynamic ARP Inspection ansa VLAN 1.

Switch# clear i1p arp inspection statistics wlan 1

Switch#

15-4 ip arp inspection filter vian

[aHHas komaHaa ucnonb3yeTcs Ans ykasaHus cnvcka goctyna ARP, koTophin 6yaeT ncnonb3oBatbcs Anst
nposepkn ARP Inspection ana VLAN. Npu ncnonssoBaHnm hopMbl ho KOMaHaa yaanut ykasaHHyo
MPUBSA3KY.

ip arp inspection filter ARP-ACL-NAME vlan VLAN-ID [, | -] [static]
no ip arp inspection filter ARP-ACL-NAME vlan VLAN-ID [, | -] [static]

MapameTpbl

ARP-ACL-NAME YKasbIBaeT UMs Cnncka ynpasneHns goctynom. MakcumanbsHas gonyctmmas
anvHa — 32 cumBona.

vlan VLAN-ID Ykaxute VLAN, conocTtaeneHHyto co cnuckom goctyna ARP.

) (OnuuoHanbHo) BeigeneHne cepum VLAN unu pasgeneHune rpynnsl VLAN ot
npegplaywen. Npobenbl 40 1 NOCNe 3ansaTon HeAONYCTUMBI.

- (OnuunoHanbHo) BeigeneHne ananasona VLAN. MNpo6enbl Ao 1 nocne gedwmca
HeJonyCTUMBI.

static (OnuuoHanbHO) YKaxunTe npu HeobXOAMMOCTI OTOpackiBaTh NAKET, ECNK Napa

npuesasku IP-to-Ethernet MAC He pa3spelwena ARP ACL.

Mo ymonyaHuto
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Het

Pexxum BBOoga koMaHAbI

Global Configuration Mode
YpoBeHb KOMaHAbI MO YMONM4YaHUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas komaHga ucnonb3yeTcsa Ansa ykasaHus cnucka goctyna ARP, kotopbii ByaeT ncnons3oBaTtbca Ans
nposepkn ARP Inspection ana VLAN. [nga oaHon VLAN MOXHO yka3aTb OAMH CMIMCOK OOCTYyNa.

Dynamic ARP Inspection nposepsieT ARP-nakeTbl, nonyyeHHsble B0 VLAN, AN npoBepKn KOPPEKTHOCTH
napbl npuesa3ku IP-agpeca nctovHuka n MAC-agpeca nctodyHunka. Bo Bpemsi npoBepky nponsonget
CornocTaBrneHne agpeca NpuBS3kN 1 3anucen na tadnuubl npmueasku DHCP Snooping. MNpoeepka 6bygeT

MPOM3BOANTLCS, €CNM AaHHas KomaHaa CKOHUIyprpoBaHa.

Cniuckn ynpaenenust goctynom ARP (ARP ACL) nmetoT 6ornee BbICOKUI MPUOPUTET Hag Tabnmuen npuBasku
DHCP Snooping. Ecnu nakeTy siBHO 3anpeLueH AOCTYN CUCKOM ynpaBsreHus JocTyna, nakeT oyaet
oTbpolueH. Ecnn nakeTy HesiBHO 3anpeLueH 4oCTyn, OH ByaeT 4OMNOMHUTENbHO COMOCTaBIEH C 3anMcamm
npuesisku DHCP Snooping, ecnu He yka3aHo KrntoyeBoe croBo «staticy. Ecnn nakeTy HesIBHO 3anpeLyeH
OOCTYMe 1 yKasaHo KItoveBoe CcrioBo «static», nakeT 6yaeT otopoLueH.

Mpumep

B gaHHOM npumepe nokasaHo, Kak NpuMeHuTb cnucok ynpaeneHusa goctynom ARP (ARP ACL) static ARP
list 8 VLAN 10 ans DAL

Switch# configure terminal
Switchi{config)# ip arp inspectiocn filter static-arp-list wlan 10
Switchi{config)#

15-5 ip arp inspection limit

[laHHas komaHaa ncnonb3yeTcs Ans orpaHUYeHnst ckopocTy Bxoaswmx ARP-3anpocoB 1 oTBeToB Ha
nHTepdeice. Mpu ncnonb3oBaHMM OPMbI NO KOMaHAa BEPHETCS K 3HAYEHWSIM M0 YMOJTYaHWIO.

ip arp inspection limit {rate VALUE [burst interval SECONDS] | none}
no ip arp inspection limit

MapameTpbl

rate VALUE Ykaxute makcumanoHoe konndectso ARP-nakeToB B cekyHAy, KOTopoe
MOXeT bbITb 0bpaboTaHo. [locTyneH guanasoH 3HayveHun ot 1 go 150.

burst interval SECONDS  (OnuuoHanbHO) YkaxuTe paspeLleHHy0 BENNMYNHY NPOaOIHKNTENBHOCTH
Bcnnecka (burst duration) ARP-nakeTtoB. [locTyneH Anana3oH 3HayeHui oT 1
0o 15. Ecnu He ykasaHo, 3Ha4eHre No yMmorndaHuto coctaenseT 1 cekyHay.

none YkaxuTe, 4Tobbl ckopocTb nepegayn ARP-nakeToB He Obina orpaHuyeHa.
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Mo ymonyaHuto

[ns HegosepeHHbIx MHTepdericoB DAl orpaHnyeHne ckopocTu cocTaenseT 15 nakeToB B CekyHAy C
nHTepBanom Bcnrecka burst interval B 1 cekyHay.

[ns nosepeHHbIX UHTEpdencos DAl orpaHnyYeHUIn HeT.

Pexxum BBOAa KomaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YposeHb 12

Ucnonb3oBaHne KOMaHAbI

[daHHas komaHaa ncnonb3yeTcs U Ans JOBEPEHHbIX, U ANS HeAOBEPEHHbIX NHTepdencos. Ecnm ckopocTb
ARP-nakeToB B CeKyHOy NpeBbIIAET orpaHuyeHune 1 ycrnosus Anst HACTPOEHHON NPOAOIMKUTENBHOCTU
Bcnnecka (burst duration), nopT aBToMaTyYeckn OTKNIOUYNTCH MU3-3a OLLUNOKN.

Mpumep

B gaHHOM npumMepe NokasaHo, Kak Ha3HauYnTb orpaHnyeHune ckopocTtu Bxoaswmx ARP-3anpocos oo 30
NnakeToB B CEKYHAY M MHTEpBan NpoBepKN UHTepdenca 4o 5 cnenyowmx cekyHs,.

Switch# configure terminal

Switch{config)# interface ethernst 1/0/10

Switchi{config-if)# ip arp inspection limit rate 30 burst interwal 5
Switch{config-1i£f)#

15-6 ip arp inspection log-buffer

[aHHas kKomaHga ucnonb3yeTcs Ans HacTpoViku napameTpa bydepa xypHana ARP Inspection.

ip arp inspection log-buffer entries NUMBER
no ip arp inspection log-buffer entries

MapameTpbl

NUMBER YKaxute Konum4ecTBo 3anucen B bydepe. MakcumanbHoe 3HaveHne — 1024,

Mo ymonyaHuto

3HaueHne no ymon4yaHmio — 32.
Pexxum BBOOa KomaHAabl

Global Configuration Mode
YpoBeHb KOMaHAbI MO0 YMONYaHUo
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI
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HaHHas KomaHda ncnonb3yeTcs Anst HACTPONKM MakCumarbHOro KonmM4ecTBa 3anvcer B Oydepe xxypHana.
Bbydep xypHana ARP Inspection xpanut nidopmauuio 06 ARP-naketax. NepBbi NakeT, NpoLLeaLwnii Yepes
NpoBepKy, byaeT oTnpaBneH B MOAYsb CUCTEMHOIO XypHana (syslog) n 3anucaH B 6ydpep xypHana
nposepku. [NocneaytoLme nakeTol U3 TOM Xe ceccun He ByayT oTnpaBneHbl B MOAYMb XypHara, eCnn TONbKO
ero 3anucb B bydpepe xxypHana He GygeTt yaaneHa. Ecnu 6ydpep xXypHana nornoH, Ho cobbITUst NpogormkarT
nocTynaTb, OHU He ByayT 3anucaHbl B xypHan. Ecnu nonb3oBartens 3agaeT pa3mep bydepa MeHbLue
TeKyLLero Homepa 3anucu, bydep xypHana (nora) 6ygeTt ounLLeH aBTOMaTUYECKU.

Mpumep

B oaHHOM npumepe nokasaHo, Kak M3MeHUTb pa3mep Gydepa Ha 64.

Switch# configure terminal
Switchi{config)# ip arp inspection log-buffer entries &4
Switch{contig) #

15-7 ip arp inspection trust

[aHHas komaHOa ucnonb3yeTcsa AN HasHavyeHus JosepeHHoro uHTepderca ana Dynamic ARP Inspection.
Mpwn ncnonb3oBaHUM OPMbI NO KOMaHAA OTKMOYUT PEXMM OOBEPEHHOro HTepdelica.

ip arp inspection trust
no ip arp inspection trust

MapameTpbl

Het

Mo ymonyaHuto

Mo yMonyaHuio faHHas onuus OTKMYeHa

Pexxum BBOoga KomaHAabI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

Ecnu nHtepdenc Haxooutcst B coctosiHum trust (qoBepeHHbI), ARP-nakeTbl, nocTynatowme Ha uHTepdenc,
He OyayT npoBepsATbCA. Ecnu nHTepdenc HaxoamTesa B coctossHum untrusted (HegoBepeHHbI), ARP-nakeThl,
nocTynawLLme Ha nopT u npuHagnexaiwume VLAN, B KOTOpOW BKMOYeHa NpoBepKa, OyayT NpOBEPATHCS.
Mpumep

B gaHHOM npumepe nokasaHo, Kak HacTpouTb cocTosHue Trust (aoBepeHHbIn) ans nopta 1/0/3 ana DAL.

Switch# configure terminal
Switchi{config)# interface ethernst 1/0/3
Switch{config-if)# ip arp inspection trust
Switch{config-if)#
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15-8 ip arp inspection validate

[daHHas komaHaa ncnonb3yeTcs Ans ykasaHusa gononHuTensHbiX npoepok npu ARP Inspection. Mpwu
ncnonb3oBaHnM opMbl NO KOMaHAa OTKIMIOYUT AOMNOMHUTENbHBLIE MPOBEPKU.

ip arp inspection validate [src-mac] [dst-mac] [ip]
no ip arp inspection validate [src-mac] [dst-mac] [ip]

MapameTpbl

src-mac (OnumoHanbHO) YkaxuTe Ana nposepkn naketoB ARP-3anpocoB 1 0TBETOB, a Takke
cornacosaHHocTn MAC-agpeca uctodHuka B 3aronoske Ethernet c MAC-agpecom
nctoyHnka B ARP 3aronoske.

dst-mac (OnumoHanbHO) YkaxuTe Ana nposepku naketoB ARP-0TBeTOB, a Takke
cornacoBaHHocTn MAC-agpeca uctoyHuka B 3aronoske Ethernet c MAC-agpecom
nctovHnka B ARP 3aronoske.

ip (OnuuoHanbHOo) YkaxunTe ans nposepku cogepxkumoro ARP Ha Hannune

HedonyCTUMbIX U HenpeaBuaeHHbIX IP-agpecoB. Ykaxute onsg npoBepku
ponyctumocTn IP-agpeca B 3aronoske ARP. lMNposepsioTcs IP-agpeca nctodHuka Bo
Bcex ARP-3anpocax u oteeTax, u IP-agpec HasHayeHus B ARP-oTeeTe. NakeTsl,
otnpaensemsble Ha IP-agpeca 0.0.0.0, 255.255.255.255 u Bce IP-agpeca
MHOroagpecHow paccblinkvm oTbpacbiBatoTcs. IP-agpeca nctouHvka npoBepsaoTCs BO
Bcex ARP-3anpocax 1 otBeTax, a IP-agpeca HazHa4yeHus1 NPOBEPAIOTCA TOMbKO B
ARP-oTBeTax.

Mo ymonyaHuto

Mo yMonyaHuio faHHas onums OTKYeHa.

Pexxum BBOoga komaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl N0 YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

[aHHas komaHga ucnonb3yeTcs ANs ykasaHus ONONHUTENBHBLIX NpoBepok BO Bpemsa Dynamic ARP
Inspection. YkasaHHble NpoBepKM OyayT NPON3BOAUTBLCS C NAKeTaMu, NPUChINTaeMbiMU C HEAOBEPEHHbIX
nHTepdencos u npuHagnexawmx VLAN, ana kotopbix BkrtodeHa IP ARP Inspection. Ecnn Hukakne
napameTpbl HE yKa3aHbl, BCE OMNLUMW BKIOYEHbI UK BbIKMOYEHbI. [1pyn ncnonb3oBaHn hopMbl NO KOMaHaa
OTKIMOYUT JOMOSNHUTENbHBIE TUMbI MPOBEPOK.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BkMo4YMTb npoBepky MAC-agpeca UCTouHuKa.

Switch# configure terminal
Switchi{config)# 1p arp i1nspection wvallidate src-mac
Switch{config)#

T Nl h v https://tm.by

—ALIAE §70RE NHTepHeT-marasuH



DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

15-9 ip arp inspection vian

HaHHas komaHaa ucnonb3yetca ans skrtodeHns Dynamic ARP Inspection ans onpegeneHHbix VLAN. MNpu
ncnonb3oBaHmMn opmMbl no komaHaa oTknounT Dynamic ARP Inspection ana VLAN.

ip arp inspection vian VLAN-ID [, | -]
no ip arp inspection vlian VLAN-ID [, | -]

MapameTpbl

VLAN-ID Ykaxute VLAN, Ans KOTOpon HeO6X0AMMO BKIYMTL MK OTKNIOUNTE hyHKUmo ARP
Inspection.

) (OnumoHanbHO) BeiaeneHne cepun unu pasgenerue rpynnsl VLAN oT npeabiayLuen.
Mpobenbl Ao 1 Nocne 3ansTon HeJoMyCTUMbI.

- (OnumoHanbHo) Ykaxute guanasoH VLAN. MpoGenbl Ao n nocne gedwmca
HeaonyCTUMBI.

Mo ymonyaHuto

Mo ymonyaHuio ARP Inspection oTkntodeHa ans scex VLAN.

Pexxum BBOoga KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO0 YMOMYaHUo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

Ecnn VLAN BkntoveHa ansa ARP Inspection, npoBepsitbcsa 6yayT ARP-nakeTbl, Bkntovas naketol ARP-
3anpoca u oTeeTa, NnpuHagnexawme VLAN 1 oTnpaBneHHble Ha HeJoBepeHHbIN MHTepdenc. Ecnu napa
npuesaskn IP-to-MAC MAC-agpeca nctouHuka n IP-agpeca nctovHuka He paspeweHsl ARP ACL, nn6o
Tabnuuen npusasku DHCP Snooping, ARP-nakeTbl 6yayT otbpoLueHbl. [Tomrmo npoBepku NpuBa3kn agpeca,
ocylecTBnATbCA byaeT AononHUTeNbLHas NpoBepka, onpeaensemMas komangow ip arp inspection validate.

Mpumep

B naHHOM npumepe nokasaHo, kak Bkntountb ARP Inspection Bo VLAN 2.

Switch# configure terminal
Switch{config)# ip arp inspecticon wlan 2
Switchi{config)#

15-10 ip arp inspection vlan logging

[aHHasa komaHga ncnonb3yeTca On4d ynpasieHnda TUNoM nakeTtoB, KOTOpble 6yﬂ,yT perncTtpmnpoBaTbCca
(ﬂOFMpOBaTbCH). I'IpM ncnonb3oBaHn (*)OprI Nno KoOMaHa BepPHEeTCA K 3Ha4eHUAM MO YMOJIHaHUIO.

ip arp inspection vilan VLAN-ID [, | -] logging {acl-match {permit | all | none} | dhcp-bindings
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DGS-3130 Pykosodcmeo nonb3oeamersi (CLI) Onda yrnipasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

{permit | all | none}}
no ip arp inspection vian VLAN-ID [, | -] logging {acl-match | dhcp-bindings}

MapameTpbl

VLAN-ID Ykaxunte VLAN, 0ns KOTOpon HEOOXOAMMO BKITHOUMTb UMM OTKITHOUUTL (PYHKLMIO
yrpaBreHnsi TIOrMpoBaHNEM.

, (OnumoHanbHo) Buigenenne cepum nnu pasgenexue rpynnsl VLAN oT npeabigyLuen.
Mpobenbl Ao 1 nocne 3ansTon HeJoMyCTUMbI.

- (OnumoHanbHo) Ykaxute agunanasoH VLAN. NMpobenbl Ao 1 nocne geduca
HeJonyCTUMBI.

acl-match YKaxute KpUtepumn normpoBaHus Ans nakeToB, OTOPOLUEHHbIX UMK pa3peLLeHHbIX Ha
OCHOBE COBMafeHnsi co CN1ckoM ynpasrneHns goctynom (ACL).

permit Ykaxxute 4ns NOrMpoBaHust, pa3peLleHHOro CKOH(UIypupoBaHHbIM ClMCKOM
ynpaenenus goctynom (ACL).

all Ykaxxute s TOrMpoBaHuUs, pa3peLleHHOro ninm 3anpeLieHHoro
CKOH(UIypMpOBaHHbLIM CMIMCKOM ynpasrneHus goctynom (ACL).

none YkaxuTte, 4Tobbl OTMEHUTL NTOrMPOBaHME NakeToB Ha OCHOBE COBMaAeHNst CO CrIUCKOM
ynpasneHus goctynom (ACL).

dhcp-bindings YKaxute KpuTepum ormpoBaHus Ans NakeToB, OTOPOLUEHHbIX UMW paspeLUeHHbIX Ha
OCHoBe coBnageHus ¢ npmesaskon DHCP.

permit Ykaxute ans nornpoBaHusi, paspelleHHoro npuesiskon DHCP.

all YKaxuTte ans normpoBaHusl, paspeLleHHOro nnu 3anpeleHHoro npmesskon DHCP.

none Ykaxute, 4ToObl OTMEHWTB JTOMMPOBaHNE BCEX NMAKETOB, pa3peLUEeHHbIX NI

3anpeLLeHHbIX Ha ocHoBe npueasku DHCP.

Mo ymonyaHuto

Bce 3anpeLueHHble 1 OTOPOLLEHHbIE NakeTbl MOrMPYTCS.

Pexxum BBOoga KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

Ucnonb3ynte hopmy no, 4ToObl KOMaHAa BEPHYNACh K KPUTEPUSIM JTIOTMPOBaHMUS MO YMOMYaHUIO.
Mpumep

B aaHHOM npumepe nokasaHo, kak HacTpouTb ARP Inspection Bo VLAN 1 ans go6asneHus nakeTos B
XypHarn Ha ocHoBe cnucka ynpasneHus goctynom (ACL).

Switch# configure terminal
Switch{config)# ip arp inspection wlan 1 legging acl-match all
Switch{config)#
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M ONLINE STORE

15-11 permit | deny (arp access-list)

HanHas komaHga ucnone3yetca Ansa ynpasneHus goctynoMm ARP-3anncu. Micnonb3dynte komaHay deny ans
co3gaHus 3anpewatoen ARP-3anucu. MNpu ncnonb3osaHmn popmMel NO KOMaHAa yaanuT 3anuchb.

{permit | deny} ip {any | host SENDER-IP | SENDER-IP SENDER-IP-MASK} mac {any | host
SENDER-MAC | SENDER-MAC SENDER-MAC-MASK}

no {permit | deny} ip {any | host SENDER-IP | SENDER-IP SENDER-IP-MASK} mac {any | host
SENDER-MAC | SENDER-MAC SENDER-MAC-MASK}

MapameTpbl
ip YkaxuTte IP-agpec nctodHuka.
any Ykaxunte ans conocraeneHuns nobdoro IP-agpeca ncTodHmKa.

host SENDER-IP

YKaxute ans conoctaBneHnsa eanHCTBEHHOMO IP-ap,peca
NCTOYHUMKA.

SENDER-IP SENDER-IP-MASK

YkaxuTe Ans conocTtaBneHust rpynnel IP-agpecoB NcTouHMUKa ¢
nomoLlbto 6utosor macku (bitmap). MNpoBepaTeca byaeT 6uT,
COOTBETCTBYHLLMIA 3HaYeHno 6uTa 1. dopmaTt BBOAA TOT Xe, YTO
n onsa IP-agpeca.

mac

Ykaxute MAC-agpec.

any

YkaxuTe gnsa conocraeneHns noboro MAC-agpeca nctodHuka.

host SENDER-MAC

Ykaxunte ansa conocrtasneHna eanHcteeHHoro MAC-agpeca
NCTOYHMKA.

SENDER-MAC SENDER-MAC-MASK

Ykaxute anga conocrasnenuna rpynnsl MAC-agpecoB UCTOYHMKA C
nomoLbto 6utosor macku (bitmap). MNpoeepaTeca byaeT 6uT,
COOTBETCTBYIOLLMI 3HA4YeHuto buTa 1. Popmat BBoAA TOT Xe, YTO
n ansa MAC-agpeca.

Mo ymonuyaHuio

Het

Pexum BBoAa kKoMaHAbI

ARP Access-list Configuration Mode
YpoBeHb KOMaHAbI MO YMOMTYaHUIO
YpoBeHb 12

UAcnonb3oBaHne KomaHAbI

|/|CI'IOJ'Ib3yl7ITe onuuro permit any, YTOObI KOMaHAA paspewnna ooCcTtyn oCTtalibHbIM NakeTam, He npollealmnm

NPOBEPKY NO npeabiaywmnm npasuiam.

Mpumep

B naHHOM npumepe nokasaHo, Kak HacTpouTb cnncok goctyna ARP ¢ aoByms paspelueHHbIMU 3anncamu.
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Switch# configure terminal

Switchi{config)# arp access-list static-arp-list
Switeh{config-arp-nacl)# permit ip 10.20.0.0 255.255.0.0 mac any
Switch{config-arp-nacl)# permit ip 10.30.0.0 255.255.0.0 mac any
Switchi{config-arp-nacl)#

15-12 show ip arp inspection

HaHHasa komaHaa ucnonb3yeTcs Ans otobpaxeHus ctatyca DAl ansa ykazaHHoro gnanasoHa VLAN.
show ip arp inspection [interface INTERFACE-ID [, | -]] statistics [vlan VLAN-ID [, | -]11

MapameTpbl

interface INTERFACE-ID (OnunoHaneHo) NHTepdenc (NopT), rpynna uHTepdencos (NopToB) Unm
BCe MHTepdelchl (MopTbl), KOTOpble HEOOXOAUMO HaCTPOUTb.

, (OnunoHankeHO) BelgeneHune cepun nHTepgEncoB nnu pasgeneHve
rpynnbl MHTEpdECoB OT NpeabiayLen. Mpobensbl 4o 1 nocne 3ansaTown
HeZonyCTUMBI.

- (OnumoHaneHo) Beigenenne gnanasoHa nHtepdencos. MNpobenbl 4o u
nocne geduca HeJonNyCcTUMBbI.

statistics (OnumoHanbHo) YKkasbiBaeT AaHHble cTatucTukm DAL

vlan VLAN-ID (OnumnoHanbHo) Ykaxute VLAN vnu rpynny VLAN.

) (OnumnoHanbHo) Beigenexne cepum VLAN unun pasgenenue rpynnsl VLAN
oT npeabigyLien. Mpobensl 4o 1 nocne 3anaTon HeaonyCTUMBI.

- (OnumoHanbHO) BeigeneHne gnanasona VLAN. Mpobenbl go 1 nocne
Aedmca HegonycTUMBI.

Mo ymonyaHuto
HeTt
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTrobon pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KOMaHAbl

HaHHas komaHaa ncnonb3yeTcs Anst otobpaxeHus cratyca DAl gnsa ykasaHHoro gnanasoHa VLAN.
Mpumep

B gaHHOM npumepe nokasaHo, Kak BKMUMTb 0ToOpaXKeHne napameTpoB CTaTUCTUKM NaKeTOB, KOTOPbIe
6binn obpaboTtansl DAl ansa VLAN 10.
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Switch# show ip arp inspection statistics wlan 10

VLAN Forwarded Dropped DHCF Drops BCL Drops
10 21544 145261 145261 i

VLAN DHCF Permits ACL Permits Source MAC Failures
10 21544 0 0

VLEN Dest MAC Failures IP Validatien Failures

10 i i

Switch#

B oaHHOM npuMepe nokasaHo, Kak BKMYMTL OTOOpaXKeHe napameTpoB CTaTUCTUKM NAKeTOB, KOTOPbLIE
6binn o6paboTarbl DAI ons Bcex aktuBHbIX VLAN.

Switch# show ip arp inspection statistics

VLAN Forwarded Dropped DHCF Drops ACL Drops

HCF Permits ACL Permits Source MAC Failures

100
200

a a
] ]
10 ] ]
] ]
a a
1024 a a

Switch#

OToGpaxaemble napameTpbl

VLAN VLAN ID, Ha koTtopow gencteyeT ARP Inspection.
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Forwarded KonnyectBo ARP-nakeToB, nepeagpecoBaHHbIX ARP Inspection.

Dropped KonunuectBo ARP-nakeTtoB, oTopoLueHHbIX ARP Inspection.

DHCP Drops Konuuecteo ARP-nakeToB, oTOpoLleHHbIX Tabnmuenn DHCP Snooping.

ACL Drops Konuuecteo ARP-nakeToB, 0TOpoOLLEHHbIX ¢ nomoLlbto ARP npasun ACL
(ARP ACL).

DHCP Permits KonnyectBo ARP-nakeToB, pa3speLueHHbix Tabnuuen npmesiakn DHCP
Snooping.

ACL Permits Konuuectso ARP-nakeToB, paspelueHHbix npasunom ARP ACL.

Source MAC Failures KonnyectBo ARP-nakeToB, He npoweawmx nposepky MAC-agpeca
WCTOYHMKA.

Dest MAC Failures KonnyectBo ARP-nakeToB, He npoweawmx nposepky MAC-agpeca
HasHa4veHwus.

IP Validation Failures Konuuecteo ARP-nakeToB, He npolueamx npoeepky IP-agpeca.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKMYMTb OTOOpakeHne HacTpoek n ctaTtyc paboTel DAL

Switch#show ip arp inspection

Source MAC Validatien : Enabled

Destinaticon MAC Validation: Disabled

IFP Address Validatien : Disabled

VLAN State ACL Match Static ACL
10 Disabled static-arp-list N

VLAN ACL Logging DHCF Logging

Switch#

OTob6paxaemblie napamMeTpbl

VLAN VLAN ID, Ha koTopom fgencteyeT ARP Inspection.

State CocTtosiHue HacTpoek ARP Inspection.
Enabled: ARP Inspection paboTtaer.
Disabled: ARP Inspection He paboTaerT.

ACL Match Mmsa ykasaHHoro cnucka ynpasnexus goctynom ARP (ARP ACL).

Static ACL HacTtpoliku ctatnyeckoro cnvcka ynpaeneHust goctynom (static ACL).
Yes: cTatnyeckuin cnncok ynpaeneHus goctynom (static ARP ACL) HacTpoeH.
No: ctatnyeckun cnucok ynpaeneHus goctynom (static ARP ACL) He HacTpoeH.

ACL logging CocTosiHMe normpoBaHus Aris NakeToB, OTOPOLLEHHBIX UM pa3peLleHHbIX Ha OCHOBE
CoBMageHus co cnuckom ynpaeneHus goctynom (ACL).
None: nakeTbl, paspeLleHHble cnMckom ynpasneHus goctynom (ACL), He normpytoTcs.
Permit: nornpoBaHne NnponcxoamT, €Cnu NakeTbl pa3peLleHbl HACTPOEHHBIM CMIUMCKOM
ynpasneHus goctynom (ACL).
Deny: normpoBaHvne NponCcxXoamT, eCnv NakeTbl OTOPOLLIEHbI HACTPOEHHBLIM CMUCKOM
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ynpasneHus goctynom (ACL)..
All: norvpoBaHune Ans Bcex NakeToB, pa3peLUeHHbIX HACTPOEHHbBIM CMIMCKOM YNpaBreHns
poctynom (ACL).

DHCP Logging CocTtosiHMe NnorMpoBaHusi 4nsi NakeToB, OTOPOLUEHHbIX MW pa3peLLeHHbIX Ha OCHOBE
Tabnuupl npmesasku DHCP.
None: nakeTbl, 0OTOpOLUEHHbIE UK pa3pelleHHble Tabnuuen npusaskn DHCP, He
NOrMpyroTCS.
Permit: normpoBaHne nponcxoanT, ecnm NakeTbl paspeLleHbl Tabnmuen NpuBS3Kn
DHCP.
Deny: normpoBaHve NpoucxoauT, ecriv nakeTbl oTbpolleHsl Tabnuuen npuesskm DHCP.
All: nakeTbl, 0TBpOLLEHHbIE NNK pa3peLleHHble Tabnuuen npmesaskn DHCP, normpytoTes.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKMYMTb 0TobpakeHne coctosHua ans Ethernet 1/0/10.

Switch#fshow ip arp inspecticn interfaces ethernet 1/0/10
Interface Trust State Rate({pps) Burst Interval
ethl/0/10 trusted None 1

Taotal Entries: 1
Switch#

B naHHOM npmuMmepe nokasaHo, Kak BKITI4YNTb 0T06pa>|<eH|/|e COCTOSIHMI Ans MHTepCbeVICOB KOMMYyTaTopa.
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Switchfshow ip arp inspection interfaces

Interface Trust State Rate{pps) Burst Interval
ethl/0/1 untrusted 15 1
ethl/ /072 untrusted 15 1
ethl/ 073 untrusted 15 1
ethl/ 074 untrusted 15 1
ethl/ 075 untrusted 15 1
ethl/0/6 untrusted 15 1
athl/0/7 untrusted 15 1
athl/0/8 untrusted 15 1
athl/0/9 untrusted 15 1
sthl/0/10 trusted None 1
sthl/0/11 untrusted 15 1
sthl/0/12 untrusted 15 1
sthl/0/13 untrusted 15 1
sthl/0/14 untrusted 15 1
sthl/0/15 untrusted 15 1
sthl/0/16 untrusted 15 1
sthl/s0/17 untrusted 15 1
ethl/0/18 untrusted 15 1
ethl/0/149 untrusted 15 1
ethl/0/20 untrusted 15 1
ethl/0/21 untrusted 15 1

CTRL+C ESC g Quit SPFACE n Next Fage ENTER MNext Entry a &ll

OToGpaxaemble napamMmeTpbl

Interface Wma nHtepderica, Ha kotopom paboTtaet ARP Inspection.

Trust State CocTosiHme uHTepdenca.
trusted: gaHHbIN NHTEpdenc aesnaeTca goBepeHHbIM noptom ARP Inspection, Bce
ARP-nakeTbl 6ygyT 4OCTOBEPHbI, U HE ByayT NPOXOAUTL aBTOPU3aLnto.
untrusted: gaHHbIN UHTEpPdENC aBnseTca HeaoBepeHHbIM NopToM ARP Inspection,
Bce ARP-nakeTbl OyayT NpOXoanTb aBTopM3aumio.

Rate (pps) BepxHsia rpaHnLa konmyecTBa BXOASLLMX NakeToB, 00pabaTbiBaeMbIX B CEKYHAY.

Burst Interval lMocnepoBaTenbHbIV MHTEPBar B CeKyHAaXx, B TeYEeHNe KOTOPOro Ha nHTepdeince
aHanuaupyetcs yactota nossrneHna ARP-Tpaduka.

15-13 show ip arp inspection log

HaHHas komaHaa ucnonb3yeTcs anst otobpaxeHus 6ydepa nora (kypHana) ARP Inspection.
show ip arp inspection log
MapameTpsbl

Het
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Mo ymonyaHuto
Het
Pexxvm BBOAA KOMaHAbI

User/Privileged EXEC Mode
JTiobon pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbI

[daHHas komaHaa ucnonb3yeTcs Ans otobpaxeHusa cogepxkumoro bydepa nora (xypHana) ARP Inspection.
Mpumep

B oaHHOM npumepe nokasaHo, Kak BKM4YMTb oTobpaxeHue bydepa nora (>kypHana) ARP Inspection.

Switech#show ip arp inspection log

Total log buffer size: 44

Interface VLAN Sender IF Sender MAC Occurrencea

ethl/0/1 100 10.20.1.1 Q0-20-30-40-50-60 1 (2013-12-28 23:08:66)
ethl/s0/2 100 10.5.10.14 55-66-20-30-40-50 2 {(2013-12-02 00:11:54)
ethl/0/3 100 10.58.2.30 10-22-33-44-50-60 1 (2013-12-30 12:01:38)

Total Entries: 3
Switch#

OTo6paxaemble napamMeTpbl

Interface Wma nHtepderica, Ha KOTOPOM NPOU3BOAUTCS NOrMPOBaHUE.
VLAN VLAN, Ha KOTOpOW NpOM3BOAUTCS NOrMpPOBaHMe.

Sender IP IP-agpec ncrtovHuka y normpyemoro ARP.

Sender MAC MAC-agpec ncrodHuka y normpyemoro ARP.

Occurence CyeTumk obLuero Yvicna normpoBaHus 3anncen, a Takke BpeMeHu

nocnegHero cny4mseLieroca normpoBaHuA.

16. KomaHab!l ynpaBneHna nHrtepdencom

16-1 clear counters

[aHHasa komaHga ncnonb3yeTcqa ond C6p008 BCEX CHETHMKOB OJ14 YKa3aHHbIX VIHTep(*)eIZCOB.
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clear counters {all | interface INTERFACE-ID [, | -]}

MapameTpbl
all Ykaxute, ecrnm HeobxoaumMo cOpOoCUTb CHETUMKM AN BCeX MHTepdencoB.
interface INTERFACE-ID Ykaxute HacTpauBaeMble MHTepdencel. iHTepdencamm MoryT cunmtatbes

dusndeckume nopthl, NopT ynpasneHua OOB, port-channel nnm
uHTepdgencol VLAN 2-ro ypoBHs.

(OnumoHanbHO) BeigeneHne cepumn NHTEpPAENCOB UK pasgenieHne rpynnol
MHTepdencor ot npegpiayLen. MNpobenbl 40 1 Nocne 3anaTon
HeaonyCcTtnuMbl.

- (OnumoHanbHo) YKaxunTte gmanasoH uHtepdencos. Mpobenbl Ao 1 nocne
nedmca HegonyCcTUMBbI.

Mo ymonyaHuto

Het

Pexxum BBOOa KomaHAabl

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO yMOM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

KomaHnpga ucrnonb3yeTcs s copoca cHeTYMKOB ANng nHTepderica domsndeckoro nopra.
Mpumep

B oaHHOM npumepe nokasaH npouecc copoca cyetymkoB Ansa Ethernet 1/0/1.

Switch# clear counters interface sthernet 1/0/1
Switch#
16-2 description

HdaHHas komaHga ucnonb3yeTtca Ang gobasneHns onucaHus Ana nHrepdenca. MNpu ncnonb3oBaHnm GOpPMbI
no KOMaHAa yaanuT onucaHue.

description STRING
no description

MapameTpbl

STRING OnucaHve ansa nHtepdenca. MakcrmanbHO 4ONYCTUMOE KONMYECTBO CUMBOSIOB — 64.

Mo ymonyaHuto

Het
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DGS-3130 Pykosodcmeo nonb3oeamersi (CLI) Ona yrnipasnsemozo cmekupyemoao KoMMmymamopa 3 ypoeHs

Pexxnm BBOoAa KoMaHAbl

Interface Configuration Mode

YpoBeHb kOMaHAbI MO YMON4YaHUto

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

YkasaHHoe onucaHue cootBeTcTByeT 00bekTy MIB «ifAlias», onpegeneHHomy B RFC 2233.
Mpumep

B oaHHOM npumepe nokasaHo, kak obaBuTe onvcaHue «Physical Port 10» Ha nHTepdelic Ethernet 1/0/10.

Switch# configure terminal

Switch{cenfig)# interface ethernet 1/0/10
Switch{config-if)# description Physical Fort 10
Switch{config-1£f)#

16-3 interface

[aHHas komaHga ucnonb3yetcsa ansa sxoga B pexum Interface Configuration Mode gns ogHoro nHtepdernca.
Mpu ncnonssoBaHun opmbl NO KOMaHAa yoanuTt nHTepdenc.

interface INTERFACE-ID
no interface INTERFACE-ID

MapameTpbl

INTERFACE-ID Ykaxute ngeHtudpukatop nHtepdenca (Interface ID). ID nHtepdperica coctont
13 TMna uHTepderica n Homepa nHtepdeinca 6e3 Npobenos Mexay HAMMK.

Mo ymonyaHuto

Het

Pexxum BBoAa kKomaHbl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YposeHb 12

Ucnonb3oBaHue KoMaHAbI

HdaHHas komaHaa ncnonb3yeTca ans sxoda B pexum Interface Configuration Mode ans onpegeneHHoro
nHtepgemnca. ID nHtepdenca coctout n3 Tuna uHTepdgenca n Homepa nHtepdenca 6e3 npobenos mexay

HUMW.
I'Io,u,uepx(MBarOch M MOIyT NCNOJNIb30BaTbCA CrieayoLlne KrnoyeBbie cloBa:
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DGS-3130 Pykoeodcmeo nonb3ogeamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

* Ethernet — dmsuueckuii nopt Ethernet-kommyTaTtopa nobow cpeapl

¢ L2vilan — BuptyaneHbii LAN-uHTEpdenc sBToporo yposHsa IEEE 802.1Q

* Loopback — nporpammMHbIN MHTEPdENC, KOTOPbLIV BCerga HaxoamTcs B paboyemM COCTOSIHUM
* mgmt — uHTepdenc Ethernet, ucnonbayemoin ans ynpasneHuns noptom out-of-band

*  Null = nutepdenc null

¢ Port-channel — arpernpoBaHHbii nHTEpPdENC port-channel

¢ Tunnel — B1pTYyanbHbI MHTEPENC, NCNOMNB3YEMbIN AN TYHHENMPOBaHNA

* Vlan — untepdenc VLAN

dopmaT HoMmepa nHTepderica 3aBUCUT OT Tuna uHTepdenca.

Ons nHTepdencos pmanyecknx NopToB Nonb3oBaTellb HE MOXET BOUTU B MHTEPEENC ecrin nopT
KOMMYyTaTopa He cyllecTByeT. IHTepdenc unsnyeckoro nopta He MOXeET BbITb yaaneH KoMaHaom no.

Ucnone3ynte komaHay interface Vlan onsa cospaHusa nHtepdpenica 3 yposHs. Mcnone3dynte komaHay vian B
pexume Global Configuration Mode, 4to6bl co3gate VLAN nepepf cozganHnem nHtepderica 3 ypoBHS.
Wcnone3ynte komaHay no interface Vlan, 4yto6bl yaanuTe uHTepdeinc 3 ypoBHs.

WHTepdpenc port-channel aBTomatnyeckn cos3gaeTcs, korga komaHga channel-group HacTpoeHa ans
nHTepgenca dusnyeckoro nopta. MHTepderic port-channel 6yaet yoganeH aBtomatuyecku, ecnv ans
komaHabl channel-group He OygeT HacTpoeH uHTepdenc guanyeckoro nopta. Micnonb3ynte komaHay no
interface Port-channel, 4yto6bl yaanutb port-channel.

Ons nHtederica null nogaepxmsaetcs uHtepdenc null0, n oH He moxeT BbITb yaaneH.

Onsa nHtepdencos loopback unu tunnel komaHaa interface ncnonb3yetca Ans cosgaHusa nHTepdenca nnm
N3MeHeHus1 HacTpoek nHTepderica. Npu ncnonb3osaHMM GOPMbI NO KOMaHAa yaanut nHTepdeinc.

Pexxumbl nHTepdericoB L2vlan n L2ve ncnonb3yoTcs Tonbko Ang 4obaBneHns onMcaHnst K CyLLEeCTBYOLLUM
L2VLAN u L2 Virtual circuit. Komangp! interface 12vlan v interface 12vc He co3gatoT HoBble MHTEpPdENCHI, U
HUKaKkne popmbl NO AaHHbIX KOMaHA He yaanstoT CcylwecTBylowme NHTepdencsl.

Mpumep

B aaHHOM npumepe nokasaHo, kak BouTu B pexum Interface Configuration Mode ans Ethernet 1/0/5.

Switch# configure terminal
Switechi{config)#4 interface ethernet 1/0/5
Switch{config-1i£)4#

B aaHHOM npumepe nokasaHo, kak BonTn B pexum Interface Configuration Mode ans VLAN 100.

Switch# configure terminal
Switch{config)# interface wlan 100
Switch{config-i1£)#

B aaHHOM npumepe nokasaHo, kak BonTn B pexum Interface Configuration Mode gns port-channel 3.

Switch# configure terminal
Switch{config)# interface port-channel3
Switch{config-1£)4#

B naHHOM npumepe nokasaHo, kak AobaBuTb MHTepdelic loopback 2 n Boitu B pexxum Interface
Configuration Mode.
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DGS-3130 Pykoeodcmeo nosnib3ogamenisi (CLI) dnsi ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypo8Hs

Switch# configure terminal
Switech{cenfig)# interface loopback?2
Switch (config-if£)#

B naHHOM npumMepe nokasaHo, Kak yaanutbe UHTepdenc loopback 2.

Switch# configure terminal
Switchiconfig)# no interface loopback2
Switch {config)#

16-4 interface range

[aHHas komaHga ucnonb3yeTcs ansa Bxoga B pexum Interface Range Configuration Mode gns HeCcKonbkux
NHTEepEncos.

interface range INTERFACE-ID [, | -]

MapameTpbl

INTERFACE-ID YkaxuTte |D nHtepdenca. ID nHtepdenca coctouT ns tuna nHtepderica un
Homepa nHTepdenca 6e3 npobenos Mexay HUMU.

s (OnumnoHanbHO) BeigeneHne cepum nHTEpdencoB nnu pasgeneHme rpynnoi
uHTepdencos ot npegpiayLien. MNpobenbl 4O 1 Nocne 3anaTon
HeJonyCTUMBI.

- (OnumoHanbHO) YkaxuTe ananasoH nHtepdercos. Mpobensl 4o 1 nocne
aedwvca HegonyCcTUMBI.

Mo ymonyaHuto

Het

Pexxum BBoAa KOMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

KomaHga ucnonbsyetcsa ans exoaa B pexum Interface Configuration Mode ons ykasaHHoro guanasoHa
nHTepdencos. Komanabl, BBeAeHHbIe B pexxume Interface Range Mode, npumeHsitoTcs Ko Bcem
UHTepdencam B guanasoHe.

Mpumep

B gaHHOM npumepe nokasaHo, kak BoMTu B pexum Interface Configuration Mode ans guanasoHa noptoB OT
2/0/1 po 2/0/5, n ana nopta 3/0/3.
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DGS-3130 Pykosodcmeo nonb3oeamersi (CLI) Onsa yrnipasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

Switch# configure terminal
Switchi{config)# interface range Ethernet 2/0/1-5, 3/0/3
Switch{contfig-if-range)#

16-5 show counters

[aHHas komaHga ucnonb3yeTcsa Ansa otobpaxeHusa nHgopmarmm ob uHTepdence.
show counters [interface INTERFACE-ID]

MapameTpbl

interface INTERFACE-ID (OnumnoHanbHO) YkaxuTte HeobxoaumbI MHTepdenc: uanyYeckmin nopT,
port-channel nnu VLAN. Ecnu uHtepdenc He ykasaH, ByayT otobpaxaTbcs
CUYETUYUKM ANd BCEX MHTEPENCOB.

Mo ymonyaHuto
Het
Pexxum BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTioBon pexxum KoHdurypauum

YpoBeHb kOMaHAbI MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KOMaHAbI

[aHHas komaHga ucnonb3yeTcs Ans oToopaxeHus CTaTUCTUKM CYETYUKOB ANs UHTepdenca.

CnepytoLmne NyHKTbl NpeaocTaBnsAloT nogpobHyo nHpopmaumio 06 otobpaxeHur napameTpoB JaHHOW
KOMaHbl:

*  max-rcv-frame-size: makcumanbHbIi pasmep Ethernet-kagpa, onpegeneHHbin B komaHgax Jumbo
Frame. [lnanasoH JOCTYMHbIX 3Ha4YeHUn — oT 64 oo 12288 Ganr.

Mpumep

B naHHOM npumepe nokasaHo, Kak BKITUUTbL oToDpaxeHue cdetdmnkos ans Ethernet 1/0/1.
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Switch#show counters interface ethernet 1/0/1

ethl/0/]1 counters

rxHCTotalFkts : 67004
txHCTotalFkts : 63918
rxHCUnicastPkts : 6024
txHCUnicastPkts : 46199
rxHCMulticastFkts : 383
txHCMulticastFkts : 98438
rxHCBroadecastFPkts : 5495
txHCBroadcastFkts : 7871
rxHCOctets : 143394916
txHCOctets : 13420831
rxHCFkt640ctets : 45325
rxHCFkt65tal270ctets : 1058
rxHCFPktl1 28t o255 0ctets : 0
rxHCPkt256te2110ctets : 4705
rxHCPkt512t0l10230cteats : 15914
rxHCPkt1024tel15180ctats a
rxHCPkt1519tel15220ct et s a
rxHCPkt1519ta20470ctet s i}
rxHCFkt2048t040950ctets 0
rxHCFkt4096to92160ctets 0
txHCFkt640ctets : 6347
txHCFktaStol2Voctets : 21584
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DGS-3130 Pykoeodcmeo nonb3ogeamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

txHCFktl28to02550ctets
txHCFktZ256t05110ctets
txHCFkt512t0l0230ctets
txHCFkt1024tnl15180ctats
txHCFkt1519t0l15220ctat s
txHCFPkt1519to20470ctets
txHCFkt2048tod404950ctets
txHCFktd4096tod21a60ctets

rxCRCAlignErrors
rxlndersizedPkts
rxFragmentFPkts
rxSymbol Errors

rxDropFPkts

txCellisicns

ifInErrors

i fOutErrors

1 fInDiscards
ifoutDiscards
txDelayExceededDiscards

txCRC

det35tatsSingleCol Frames
dot3StatsMultiCelFrames
dot3StatsDeferredTransmisicns
det3StatslateCellisicns
det3StatsExcessivelellisions
dot3statsInternalMacTransmitErrors

dot3statsFrameToolongs
linkChange

Switch#

OTob6paxaemblie NnapamMeTpbl

27683
S82z2
270
2230
4]

i}

i}

i}

4]
4]
4]
4]

]

4]
4]
4]
4]
i}
i}
4]

4]
4]
4]
i}
i}
4]
4]

rxHCTotalPkts

CuYeTUmK NPUHSTLIX NakeToB. Bo3pacTaeT ¢ KaxabiM NPUHSATHIM
nakeToM (BKMtoYas NoBpeXAeHHbIE NaKeTbl, BCE OAHOAAPECHbIE,
LUMPOKOBELLLATENbHbIE 1 MHOrOAAPECHbIE NAKEThl U NAKETbI
ynpaenennss MAC).

txHCTotalPkts

CueTurk NnepefaHHbIX NakeToB. BospacTaeT ¢ kaxabiM nepegaHHbIM
nakeToMm (BKrMoYas NoBpeXAeHHble NakeTbl, BCe OA4HOaApPECHbIe,
LUMpOKoBeLLaTeNbHble N MHOroaapecHble NakeTbl N NakeTbl
ynpasnenns MAC).

rxHCUnicastPkts

CYeTumK NPUHATLIX NaKeToB 0AHOaAPECHOW pacchinki. BospacTaeT
C KaXxablM yCMeLHO NPUHATLIM NakeToM 0AHOaAPECHON PaCChINKU.

txHCUnicastPkts

CueTumnk NnepefaHHbIX NakeToB OOHOAAPECHOW PaCChISKN.
BospacTtaet ¢ kaxablM YCNeLwHO nepeaHHbIM NakeToMm
OAHOaapPEeCHOM PacChbIfKu.
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DGS-3130 Pykosodcmeo ronis3oeamersi (CLI) Onis yripasnsiemMo2o cmeKupyemMo2o KoMMymamopa 3 ypoeHs

rxHCMulticastPkts

CyeTunK NPUHATBIX NAaKeTOB MHOTOaAPECHOW PACCHISIKM.
BospacTaeT ¢ KaxablM yCNeLwwHo NPUHATEIM NakeToM
MHOroaapeCHOW PaccblIfkn, UCKMYasa nakeTsbl ynpasneHus MAC.

txHCMulticastPkts

CueTunk NnepegaHHbIX NakeToB MHOrOA4PECHON PacChIfKU.
BospacTaeT ¢ kaxablM yCneLwHo nepegaHHbIM NakeTom
MHOroaapeCcHOM PaccbIfikn, UCKMYaa naketsbl ynpasneHus MAC.

rxHCBroadcastPkts

CyeTtumnk NMPUHATBLIX NAaKeToB LLII/IpOKOBeLLI,aTeJ'IbHOIz PaCCbIIIKN.
BospaCTaeT C KaXgbIM yCrneLlHO NPpUHATbIM NakeToM
LIJI/IpOKOBeLLI,aTEJ'IbHOIZ PacCCbIJIKWA.

txHCBroadcastPkts

CueTtumnk nepegaHHbIX NakeToB LIJMpOKOBeLLI,aTeJ'IbHOﬁ PacCbIJIKWN.
BospaCTaeT C KaXgbIM yCneLlHo nepegaHHbIM nakeTom
IJJI/IpOKOBeUJ,aTeJ'IbHOI7I PacCCbIJIKWN.

rxHCOctets

CueTumk NpuHATLIX GanToB. Bo3pacTtaeT ¢ nogcyeTom 6aritos
MPUHATBIX NAKETOB, MCKINIOYasa NoBpexaeHHble nakeThl. (Vcknoyas
BuTbl KagpoB., HO BkMtovas 6anTel FCS)

MpumeyaHme: [ns yCeYEHHOro NakeTa CHETUMK YYNTLIBAET TOMbKO
pasmep max-rcv-frame.

txHCOctets

CueTtunk nepegaHHbIx 6anToB. BospacTtaeT ¢ nogcyeTom 6antos
nepeaaHHbIX NAaKeToB, UCKIHOYasi NOBPEXAEHHbIE NAKETHI.
(Mcknoyas 6uTebl Kagpos, HO BkMoyasa 6anTel FCS)

rxHCPkt640Octets

CueTumk NpuHATLIX 64-0anNToBbLIX KaapoB. Bo3pacTaeT ¢ kaxabiM
OOMYyCTMMbIM 1 MOBPEXAEHHBIM NMPUHATLIM Kagpom (Bkntodas FCS,
Symbol, owmnbka Len/Type), 0o 64 6aiT BKNIOYMTENBHO (MCKoYas
OuWTbI KagpoB, HO Bktoyas 6antel FCS).

rxHCPkt65t0o1270Octets

CueTumk NpuHATLIX 64 — 127-6aiToBbIX KagpoB. Bo3pacTaeT ¢
KakgbIM JOMYCTUMbIM U NMOBPEXAEHHBIM NPUHATBIM KagpoM
(Bkrntovas FCS, Symbol, owmnbka Len/Type), ot 65 go 127 6ant
BKIMIOUNTENBHO (MCKMoYas OuThbl Kagpos, HO BkMoyas 6anTel FCS).

rxHCPkt128to2550ctets

CueTunk NpuHATLIX 128 — 255-6aiToBbIX KagpoB. Bo3pacTtaeT ¢
KaxabIM JONYCTUMbIM U MOBPEXAEHHBIM NMPUHSATHIM KaipoM
(Bkntoyast FCS, Symbol, owmnbka Len/Type), ot 128 go 255 Gant
BKITHOYMTENBHO (MCKMoYasn buTbl kagpoB, HO BkMoyast 6antel FCS).

rxHCPkt256t05110ctets

CueTumk NpuHATLIX 256 — 511-6arToBbIX KagpoB. Bo3pacTaeT ¢
KakgbIM JOMNYCTUMbIM U NMOBPEXAEHHBIM NPUHATLIM KaapoM
(skntoyast FCS, Symbol, owmnbka Len/Type), ot 256 go 511 6ant
BKIIOUNTENBHO (MCKMo4as OuThbl KagpoB, HO BkMoyas 6anTel FCS).

rxHCPkt512to10230ctets

CueTtunk npuHATLIX 512 — 1023-6anToBbix kKagpos. BospacTaeTt ¢
KaXkgbIM JOMNYCTUMbIM U NOBPEXAEHHLIM NPUHATLIM KaapoM
(skntovas FCS, Symbol, owumnbka Len/Type), ot 512 go 1023 6ant
BKITHOYMTENBHO (MCKMoYas BuTbl kagpoB, HO BKMtoyasi 6anTtel FCS).

rxHCPkt1024t015180ctets

CueTumk npuHaTbIX 1024 — 1518-6anToBbIX kKagpoB. Bo3pactaeT ¢
KaxabIM JONYCTUMbIM U MOBPEXAEHHBIM NMPUHSATHIM KaZipoM
(Bkntoyast FCS, Symbol, owmnbka Len/Type), ot 1024 go 1518 Gant
BKITIOUMTENBHO (MCKMoYasn buTbl kagpoB, HO BKMoyast 6antel FCS).

rxHCPkt1519to15220ctets

CyeTumK NpUHATLIX JoNycTUMbIX 1519 — 1522-6aToBbIX KaapoB
VLAN. BospacTtaeT ¢ kaxgblM 4oNYyCTUMbIM MPUHATLIM Kagpom
VLAN (nckntovasa FCS, Symbol, owmnbka Truncated), ot 1519 go
1522 6anT BKNOUYUTENBHO (UCKNoYas BUTbl KaApPOB, HO BKIHOYas
B6antbl FCS). MNoacunTbIBIOTCA Kak OOUHOYHbIE, Tak 1 ABaXAbl
TEerMpoBaHHbIe Kaapbl.

rxHCPkt1519t02047Octets

CueTtunk NpuHATLIX 1519 — 2047-6anToBbIX KagpoB. BospacTtaet ¢
KaXxabIM JONYCTUMbIM U MOBPEXAEHHBIM NMPUHSATHIM KaZipoM
(Bkntoyast FCS, Symbol, owmnbka Len/Type), oT 1519 no 2047 Gant
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BKITOYMTENBHO (MCKMtoYas buTbl kagpoB, HO BKMoyasi 6antel FCS).

rxHCPkt2048to40950ctets

CueTumk npuHaTbix 2048 — 4095-6ariToBbIX KagpoB. Bo3pacrtaeT ¢
KakgbIM JOMNYCTUMbIM U NMOBPEXAEHHBIM NPUHATBIM KaapoM
(Bkrtovas FCS, Symbol, owmnbka Len/Type), ot 2048 no 4095 6ant
BKIIOUNTENBHO (MCKMoYas OuThbl KagpoB, HO BkMtoyas 6anTel FCS).

rxHCPkt4096t092160ctets

CueTtunk NpuHATLIX 4096 — 9216-6anToBbIX KagpoB. BospacTtaet ¢
KakgbIM JOMNYCTUMbIM U NOBPEXAEHHBIM NPUHATLIM KaapoM
(Bkntoyast FCS, Symbol, owmnbka Len/Type), ot 4096 no 9216 6ant
BKITOYMTENBHO (MCKMoYasn BuTbl kagpoB, HO BKMtoyast bantel FCS).

rxHCPkt9217to163830ctets

CueTtunk NpuHATbIX 9217 — 16383-6ariToBbIX KagpoB. BospacTtaet ¢
KaxabIM JOMNYCTUMbIM U MOBPEXAEHHBIM NMPUHSATHIM KaZipoM
(Bkntoyast FCS, Symbol, owmnbka Len/Type), ot 9217 po 16383 6ant
BKITHOYMTENBHO (MCKMoYasn buTbl kagpoB, HO BkMtoyast 6antel FCS).

txHCPkt64Octets CueTumk nepedaHHbIx 64-6anNToBbLIX KagpoB. BospacTtaeT ¢ kaxabim
AOMYCTMMbIM U MOBPEXAEHHbIM NepeAaHHbIM Kagpom (BKrtodas
FCS, Symbol, owmbka Len/Type), no 64 6anT BKAYNTENBHO
(nckntovas 6uTbl kagpos, HO BkMoYas 6anTel FCS).

txHCPkt65t01270ctets CueTumk nepepaHHbIx 65 — 127-6ariToBbix kKagpoB. Bo3pactaet ¢

KaXkablM JONYCTMMbIM M NOBPEXAEHHbIM NepeaaHHbIM Kagpom
(skntovaa FCS, Symbol, owumnbka Len/Type), ot 65 go 127 6ant
BKITOYMTENBHO (MCKMoYasn BuTbl kagpoB, HO BKMtoyast 6anTtel FCS).

txHCPkt128t02550ctets

CueTumk nepedaHHbIx 128 — 255-6arToBbiX KagpoB. Bo3pacTaeT ¢
KakgbIM JOMNYCTUMbIM U NMOBPEXAEHHBIM NepeaaHHbIM Kaapom
(Bkntovas FCS, Symbol, owmnbka Len/Type), ot 128 go 255 Gawnt
BKIIOUUTENBHO (MCKMoYas OuThbl KagpoB, HO BkMtoyas 6anTel FCS).

txHCPkt256t05110ctets

CueTumk nepepaHHbIx 256 — 511-6anToBbIX KagpoB. BospacTaet ¢
KakgbIM JOMNYCTUMbIM U NMOBPEXAEHHBIM NepegaHHbIM Kaapom
(skntovas FCS, Symbol, owmnbka Len/Type), ot 256 go 511 Gant
BKITIOYMTENBHO (MCKMtoYasn buTel kagpos, HO BkMoyas Gartel FCS).

txHCPkt512to10230ctets

CueTtunk nepepaHHbix 512 — 1023-6anToBbix KagpoB. Bo3pacTtaer ¢
KaxabIM JONYCTUMbIM U MOBPEXAEHHbIM NepeaaHHbIM KagpoMm
(skntoyast FCS, Symbol, owmnbka Len/Type), ot 512 go 1023 6ant
BKITOYMTENBHO (MCKMtoYasa buTbl kagpoB, HO BKMoyasi 6antel FCS).

txHCPkt1024to15180ctets

CueTumk nepeaaHHbix 1024 — 1518-6arToBbIX kKagpoB. Bo3pactaet
C KaXabIM AONYCTUMBIM U NOBPEXAEHHBIM NepefaHHbIM KaapoMm

(Bkrtovas FCS, Symbol, owmnbka Len/Type), ot 1024 no 1518 6ant
BKITIOUUTENBHO (MCKMoYas OuThbl KagpoB, HO BkMoyas 6anTel FCS).

txHCPkt1519to15220ctets

CueTtunk nepegaHHbIX gonyctumblix 1519 — 1522-6artoBbiX Kagpos
VLAN. BospacTaeT ¢ kaxablM gonyctumbiM kagpom VLAN
(nckntovas FCS, Symbol, owmnbky TX), ot 1519 no 1522 6ant
BKITOYMTENBHO (MCKMoYasn buTbl kagpoB, HO BKMtoyast bantel FCS).

txHCPkt1519t020470Octets

CueTtunk nepegarHbix 1519 — 2047-6ariToBbiX KagpoB. Bospactaet
C KaXabIM 0MNYCTUMbIM 1 MOBPEXAEHHbIM NepeaaHHbIM KagpoMm

(Bkntoyast FCS, Symbol, owmnbka Len/Type), ot 1519 no 2047 6ant
BKITHOYMTENBHO (MCKMoYasn buTbl kagpoB, HO BkMoyast 6antel FCS).

txHCPkt2048t040950ctets

CueTumk nepepaHHbix 2048 — 4095-6anToBbIX kagpoB. Bospactaet
C KaXkabIM IONYCTUMbIM M MOBPEXAEHHBLIM NepeaaHHbIM KagpoMm

(skntovas FCS, Symbol, owmnbka Len/Type), ot 2048 no 4095 6ant
BKITIOYMTENBHO (MCKMtoYasn buTbl kagpos, HO BkMoyas 6antel FCS).

txHCPkt4096t092160ctets

CueTtunk nepegaHHbix 4096 — 9216-6arToBbIX KagpoB. Bospactaet
C KaXabIM AOMNYCTUMBbIM U NMOBPEXAEHHBIM NepefaHHbIM KaapoMm

(skntovaa FCS, Symbol, owmbka Len/Type), ot 4096 oo 9216 6ant
BKITHOYMTENBHO (MCKMoYas BuTbl kagpoB, HO BKMtoyast 6antel FCS).
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DGS-3130 Pykosodcmeo nonb3oeamerist (CLI) Ona ynpaesnsemozo crmekupyemoao KomMMmymamopa 3 ypoeHsi

txHCPkt9217to163830ctets

CueTumk nepeaaHHbix 9217 — 16383-6arToBbIX kagpoB. Bo3pactaet
C KaXabIM AONYCTUMBIM U NOBPEXAEHHBIM NepedaHHbIM KaapoMm
(Bkntovas FCS, Symbol, owmnbka Len/Type), ot 9217 go 16383 6ant
BKIIOUUTENBHO (MCKMoYas OuThbl Kagpos, HO Bktoyas 6anTel FCS).

rxCRCAlignErrors

CuyeTunKk NpUHATBLIX KaapoB ¢ owWMbKoN BbipaBHMBaHWSA. Bo3pactaet
C KaXXabIM MPUHATBIM NakeToM OT 64 [0 max-rcv-frame-size (Mnu
max-rcv-frame-size+4 gnsa TerMpoBaHHbIX KAOPOB) OKTETOB B ANVHY
(nckntovas 6uTel kagpa, Ho Bkntovasd okteTel FCS), HO nmetowmm
nnbo nospexaeHHbin FCS ¢ uenbim yncrnom oktTeToB (ownbka
FCS), nn6o nospexaeHHbin FCS ¢ HelenbiM Y1CNOM OKTETOB
(Owmbka BbIpaBHUBaAHUSA).

rxUndersizedPkts

CuUeTumnK NPUHSITLIX KagpoB HemnonHoro pasMepa. BospacTaeT ¢
KaXkabIM NPUHSATLIM NakeToM MeHblue 64 6ainT B A4nuHY (UCKnovas
OuWTbI KagpoB, HO BKtoyasi okteTbl FCS), Ho B ocTanbHOM
chopMMpOBaHHLIM BEPHO (copepalium gonyctumbin FCS).

rxFragmentPkts

CueTunk NpUHATBLIX hparmeHToB. Bo3pacTaeT ¢ KaXablM NPUHATEIM
NakeTom MeHbLUe 64 6aiT B onMHY (Mcknovas GuTbl KaApPOoB, HO
BkMtoyasa okteTbl FCS), HO nmetowmm nnbo nospexaeHHbin FCS ¢
LenbiM yncnom okteToB (owmnbka FCS), nnbo noepexaeHHbin FCS
C HeuenbIM YncrnoM okteToB (Owwnbka BbipaBHUBAHWS).

rxSymbolErrors

CueTtumk NPUHATBLIX KaapoB C owmnbkon koaa. BospaCTaeT C KaXObiM
NPUHATBLIM KagpoMm, coaepKalinm HeﬂOﬂyCTI/IMbIIZ CUMBOIJ1 AAHHBbIX,
HO D,OI'IyCTVIMbIVI HOCUTEIb.

txCollisions

CuyeTumk obLLEero Ymcna Konnmaum npu nepenade. Bo3paCTaeT C
0OLMM YNCITOM KOJNIM3UIA, BO3HUKLLMX BO BpeMA nepenayn.

ifinErrors

CuUeTumnK NPUHSITBIX NaKeToB C owMbKon. Bo3pacTaet npu npueme
NakeToB, COAepXXaLnx oWnbKM, He JONyCKaloLMe NX SanbLlUEenLyo
nepegavy NpoOTOKONY Ha ypoBeHb Bbille. CYETYMK SBNSETCH CYMMOW
dot3StatsAlignmentErrors, dot3StatsFCSErrors,
dot3StatsFrameToolLongs u dot3StatsInternalReceiveError.

ifOutErrors

CueTunk NnakeToB, NepefaHHbIX C owmnbKon. BospacTtaeT npu
nonbITKE NepeaayYn NakeToB, coAepKallmx OnbKN, He
JOnMycKalLwWmx Ux ganbLluenwyto nepegady. CHeTumk siBnsieTcs
cymmonm dot3StatsSQETestErrors, dot3StatsLateCollisions,
dot3StatsExcessiveCollisions,

dot3StatsinternalMacTransmitErrors n dot3StatsCarrierSenseErrors.

iflnDiscards

CyeTumK oTOpPOLLEHHBIX MPUHATBLIX NakeToB. BospacTtaeT npu
npueme NakeToB, KOTOPbIE B AanbLuellem oTbpacbkiBatoTcs No
kakon-nmbo npuymHe. Hanpumep, MTU drop, Buffer Full Drop, ACL
Drop, Multicast Drop, VLAN Ingress Drop, Invalid IPv6, STP Drop,
Storm and FDB Discard n T.4.

ifOutDiscards

CueTunk oTOpOLLEHHBIX NepeaaHHbIX nakeToB. BodpacTtaeT npu
nepegaye nakeToB, OTOPOLUEHHbIX B AarnbHeNLLeM No Kakon-nnbo
npuymHe. Hanpumep, excessive transit delay discards, HOL drop,
STP drop, MTU drop, VLAN drop, n 1.4.

txDelayExceededDiscards

CyeTurK NPpOoCpPOYEHHBIX NepefdaHHbIX NakeToB. BospacTaeT npu
nepenaye NakeToB, KOTOpbIe ObINM OTOPOLLEHbI 13-3a NPEBbLILLEHUS
BpPEMEHM nepeaayu.

txCRC

CueTumk NnepedaHHbIx NakeToB ¢ owmbkon FCS. BospacTaet ¢
KaxxabIM nepefaHHbIM MakeToM, He npoleawmm nposepky FCS.

dot3StatsSingleColFrames

CueTumKk NnepeaaHHbIX KaapoB ¢ OAMHOYHOW Konnuanen. [loctyneH
Tonbko Ang pexuma 10/100. Bo3pacTtaeT ¢ kaxabiM nepefaHHbIM
Kagpom, UCNbITaBLLUMM OOHY KOMMU3MIO NO BpeEMS nepeaayu.
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DGS-3130 Pykosodcmeo nosnis3oeamerisi (CLI) 0nis ynpaesrnisiemo2o cmeKupyemo2o KomMMymamopa 3 ypogHsi

dot3StatsMultiColFrames

CyeTuunk nepefaHHbIX KaapOB MHOFOYUCIIEHHBIX KOSIN3UIA.
HoctyneH Tonbko B pexxume 10/100. Bo3pacTtaeT ¢ kaxabim
YCNELLHO NepeAaHHbIM Kagpom, UcnbITaBLmMm 6onblie ogHom
KONnnusnm no spema nepenadu.

dot3StatsDeferredTransmisions

CueTunk 0 QNHOYHBIX OTNOXEHHbIX NPY Nepeaade kagpos.[JocTyneH
Tonbko B pexume 10/100 BospacTaeT ¢ kaxabiM nepeaaHHbIM
KadpoM, KOTOpPbIN Bbinl OTNOXEH NPV NepBON NOMNbITKE Nnepejadn v B
AanbHeliweM He NoABeprcs KONnu3nm Bo BpeMs nocneayoLwemn
nepegayun.

dot3StatsLateCollisions

CueTunk KagpoB No3aHEN Konnuann. [JoCTyneH TOMNbKO B peXume
10/100. Bo3pacTtaet ¢ kaxablM nepeaaHHbIM Kagpom € No3gHewn
KONnuamen Bo BpeMsI NMONbITKN Nepegayn.

dot3StatsExcessiveCollisions

CueTunk NnepefaHHbIX KagpoB € M3ObITKOM Konnnamin. ocTynex
Tonbko B pexume 10/100. Bo3pacTaeT ¢ kaxxabiM KagpoM, nepenada
KOTOpOroO He COCTOosINach n3-3a U3bbiTka KOMNmnmM3aumn.

dot3StatsinternalMacTransmitErrors

CueTumKk NnepeaaHHbIX KaapoB ¢ BHYTpeHHewn owmnbkon MAC.
BospacTtaet ¢ kaxablM KagpoM, nepegadya KOTOPOro He COCTosAnach
n3-3a owmnbkun nepenadm BHyTpeHHero nogyposHa MAC. Kagp
YYUTBIBAETCS TOMLKO €CNW OH He Obin YY4TEH HUKAKUM U3
cnepytowmx cyetynkoB: dot3StatsLateCollisions,
dot3StatsExcessiveCollisions u dot3StatsCarrierSenseErrors.

dot3StatsFrameToolLongs

CueTunK NPUHATBLIX KaapoB CNULLKOM GonbLUoi AnvHbl. BospacTaeT
C KaxkabIM MPUHATBHIM KagpoMm, NPeBbILLAoLIMM pa3Mep max-rcv-
frame-size.

16-6 show interfaces

[aHHas komaHga ucnonb3yeTcsa Ans NpocMoTpa MHdopmauumn ob nHrepdence.

show interfaces [INTERFACE-ID [, | -]]

MapameTpbl

INTERFACE-ID (OnumoHaneHo) Ykaxute cunsndeckun nopt, VLAN, nHtepdperic loopback
Unu gpyrown nHTepdeinc.

(OnumoHanbHO) BeigeneHne cepum uHTepdencos nnu pasgeneHume rpynneol

nUHTepdencos ot npeapiayLuen. Npobensl 4O M Nocrne 3ansaTon
HeJonyCTUMBI.

- (OnumoHanbHo) YkaxuTte ananasoH nHtepdencos. MNpobensl Jo 1 nocne
aeduca HegonycTUMbI.

Mo ymonuyaHuio
Het
Pexxnm BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTio6own pexkum koHurypauum

ypOBeHb KOMaHAbl N0 YMOJTYaHUIO
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DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

YpoBeHb 1
Ucnonb3oBaHWe KOMaHAbI

Ecnu nHTepdeiic He ykasaH, oTtobpaxaTbcs OyayT AaHHbIe OIS BCEX MHTEPENCOB.

Mpumep

B naHHOM npumMmepe nokasaHo, Kak BKIUUTbL 0TobpaxkeHue nHgopmaumm o6 nHtepdgence VLAN ans
nHtepgenca VLAN 1.

Switch#show interfaces wvlan 1

vlan 1 is enabled, Link status is up
Interface type: VLAN
Interface description:

e

MAEC address: FO-TD-68-36-30-B0

Switch#

B oaHHOM npumepe nokasaHo, Kak BKMYMTb 0ToOpaxeHue nHdopmaumm ob nHtepdenice loopback gns
nHTepdeinca loopback 1.

Switeh# show interfaces loopbackl

loeopbackl is enakled, link status is up
Intertace type: Loopback

Interface descripticn: Loopback 1 for MIS

Switch#

B gaHHOM npumepe nokasaHo, Kak BKM4YMTb 0TobpaxeHue nHdopmaumm ob nitepdence NULL ans
nHtepcpenca null0.

Switch# show interfaces nulld

Hullll is enabled, link status is up
Interface type: HNull

Interface descripticn: Hulld for MIS

Switch#

B naHHOM nprmMepe nokasaHo, Kak BKITHUMTbL 0TobpaxxeHue nHdopmaumm o6 nHtepderice ans Ethernet
1/0/1.
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DGS-3130 Pykosodcmeo nonb3oeamersi (CLI) Onsa yrnpasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

Switch#show interfaces ethernet 1/0/1

Ethl/0/1 is enabled link status is up
Interface type: 1000BASE-T
Interface descripticn:
MAC Address: FO-7D-68-36-31-B0
Buto-duplex, autoc-speed, auto-mdix
Send flow-contrel: cff, receive flow-control: off
Send flow-control oper: off, receive flow-control oper: off
Full-duplex, 100Mb/s
Maximum transmit unit: 1536 bytes
R¥ rate: 464 bits/sec, TH rate: 0 bits/sec
RX byvtes: 40795, TX bytes: 239789
RX rate: 0 packets/sec, TX rate: 0 packets/sec
R¥X packets: 5539, TX packets: &l
BX multicast: 43, BX broadcast: 0
R¥X CRC error: 0, BRX undersize: 0
B¥X fragment: 0, B¥ dropped Fkts: 100
RX MTU exceeded: 0
TX CEC error: 0, TX excessive deferral: 0
T¥X single cellisicn: 0, TX excessive collision: 0

TX late cellision: 0, TX collisicen: 0

Switch#

B naHHOM npumepe nokasaHo, Kak BKIoUMTL oTobpaxeHne nHdopmMaumm ob HTepderice ansi nopra
ynpaenenuns (management port 0).

Switch#show interfaces mgmt 0O

mgmt ipif 0 is enabled, Link status is up

Interface type: Management port

Switché

16-7 show interfaces counters
[aHHas komaHga ncnonb3yeTcs Anst oTobpaXkeHnsi CYETYMKOB Ha onpeaerneHHbIX MHTepdeiicax.
show interfaces [INTERFACE-ID [, | -]] counters [errors]

MapameTpbl

INTERFACE-ID (OnumoHanbHO) YkaxuTe, ABnseTcs N1 nHtepgeinc pmsnyeckum nopTom nnm
nHtepcencom VLAN. Ecnu nHtepdeinc He ykasaH, otobpaxaTbest OyayT cHeTYMKM
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

Ons BCeX NHTepdencos.

) (OnuuoHanbHO) BeigeneHne cepum nHTepdencos nnu pasgeneHue rpynneol
UHTepdencos ot npeapiayLlen. Npobenesl 4O 1 nocrne 3ansaTon HeaonyCTUMBI.

- (OnuuoHanbHO) YkaxuTe ananasoH nHtepdgencos. Mpobenbl 4o 1 nocne geduca
HeJonyCTUMBI.

errors (OnuuoHanbHO) YkaxuTe Ans oTobpaxeHus cHETYMKA OLLMBOK.

Mo ymonyaHuto
Het
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTro6on pexxum koHdurypaumm

YPOBeHb KOMaHAbl N0 yMon4yaHuUro
YpoBeHb 1
Ucnonb3oBaHMe KOMaHAbI

[aHHasa komaHaa vcnonb3ayeTcs Ans 0ToGpaxeHUst OBLLMX CHETUMKOB, CYETYMKOB OLLMGOK U apXMBHOM
MHcpopMaLmMK AN yKasaHHOTO U BCEX NHTepdENCOB.

Mpumep
B naHHOM npuvMepe nokasaHo, KaK BKMIUUTL 0TOGpakeHne cHeTYnkos nopta RX kommyTatopa Ans rnopTos
1mn2.
Switch#show interfaces ethernet 1/0/1-2 counters
Fort InDetats f InMcastPkts /
InUecastFPkts InBrastFkts
ethl/0/1 42851 43
1 474
ethl/0/2 i} i
0 i
Fort OutDctets f OutMcastFPkts f
OutUcastPkts CutBeastPkts
sthl/ 071 297849 0

6l 0
ethl/f0/2 i i}

i i}

Total Entries:Z2

Switch#
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onist yripaernsiemMo2o cmeKupyemMoeao KoMMymamopa 3 ypoeHs

B naHHOM npmnmepe noka3aHo, KakK BKITHOYNTb 0To6pa>|<eHv|e CYETYMKOB Ans owmnbok Ha noprtax
KOMMYyTaTopa.

Switch#show interfaces ethernet 1/0/1,1/0/3 counters errors

Fort Crehlign-Err / Undersize /
Rew—-Erre /f InDiscard /
Xmit-Err CutDiscard
ethl/0/1 0 i}
i} 100
i} i}
ethl/0/3 i} i}
i} i}
i} i}
Fort Single-Cel / Excess-Col /
Multi-Co / Funts /
Late-Caol Symbal-Err
athl/0/1 4] a
4] a
i} i}
ethl/0/3 i} i}
i} i}
4] a
Fort DeterredTx IntMacTx
athl/0/1 4] a
athl/0/3 4] a

Total Entries:2

Switch#

OTob6paxaemble napamMeTpbl

Rcv-Err O6patuTtecs kK «iflnErrors» B pasgene «OTobpaxaeMble NapamMeTpbl» KOMaHAabl
show counters.

UnderSize Ob6patuTeck Kk «rxUndersizedPkts» B pasgene «OTobpakaemble napameTpbi»
komanabl show counters.

Xmit-Err O6patutech k «ifOutErrors» B pasgene «OTobGpaxaeMble napameTpbl» KOMaHabl
show counters.

OutDiscard Ob6patuTecs k «ifOutDiscards» B pasgene «OTobpakaemble napameTpbl» KOMaHAb
show counters.

Single-Col O6patuTtecs k «dot3StatsSingleColFrames» B pasgene «OTobpaxaemble
napameTpbi» komaHabl show counters.

T |V| h v https://tm.by

—ALIAE §70RE NHTepHeT-marasuH



DGS-3130 Pykoseodcmeo nosnib3oeamernsi (CLI) 0nsa ynpaensemo2o cmekupyemo2o KoMMmymamopa 3 yposHsi

Multi-Col O6patutecs k «dot3StatsMultiColFrames» B pasgene «OTobpaxaemble
napameTpbl» kKomaHabl show counters.

Late-Col O6patutecs k «dot3StatsLateCollisions» B pasgene «OTobpaxaembie
napameTpbl» kKomaHabl show counters.

Excess-Col Obpatutech Kk «dot3StatsExcessiveCollisions» B pasgene «OTobpaxaemble
napameTpbl» koMaHabl show counters.

Symbol-Err Ob6patutech Kk «rxSymbolErrors» B pazgene «Otobpaxaemble napaMeTpbi»
komaHgbl show counters.

DeferredTx O6patuTtecs k «txDelayExceededDiscards» B pasgene «OtobpaxaemMble
napameTpbl» kOMaHabl show counters.

IntMacTx O6patutecs k «dot3StatsinternalMacTransmitErrors» B pasgene «OTobpaxkaemble
napameTpbl» koMaHabl show counters.

16-8 show interfaces status
ﬂ,aHHaFI KOMaHOa ncnonb3yeTcda Anda npocMoTpa COCTOAHUA NOAKITHOYEHNUA NOPTOB KOMMYTAaTOpPa.
show interfaces [INTERFACE-ID [, | -]] status

MapameTpbl

INTERFACE-ID (OnumoHaneHo) YkaxuTe interface ID. Ecnu napameTp He ykasaH, oTobpaxaTtbcs
OyOeT COCTOsIHNE NOAKMYEHMS BCEX NOPTOB KOMMYTaTOpa.

) (OnumnoHanbHO) BeigeneHne cepum nHTepdencos nnu pasgeneHue rpynneol
UHTepdencos ot npeapiayLlen. MNpobensl 40 M Nocne 3anaTon HeJoNyCTUMBI.

- (OnumoHanbHO) YkaxuTte ananasoH nHtepdeincos. Mpobensbl Jo 1 nocne gedwuca
HeLoMyCTUMbI.

Mo ymon4yaHuto
Het
Pexxum BBOAla KOMaHAbI

User/Privileged EXEC Mode
JTioGown pexum KoHurypaumm

YpoBeHb KOMaHAbI MO YMOM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHne KomaHAbI

,ElaHHaFl KOMaHOa ncnonb3yeTca OAnda npocMoTpa COCTOAHUA NOOKIIOYEHNA NOPTOB KOMMYyTaTOopa.
Mpumep

B naHHoOM npumepe nokasaHo, Kak BKIM4YUTb 0To6pa>|<eHMe COCTOAHUA NOOKIHOYEHNA NOPTOB KOMMYTAaTOopa.
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DGS-3130 Pykoeodcmeo nosnib3o8amerisi (CLI) dnsi ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypo8Hs

Switch#show interfaces status

Fort Status VLA Duplex Speed Type
ethl/0/1 connected 1 a-full a-100 1000BASE-T
ethl/0/2 not-connected 1 auto auto 1000BASE-T
ethl/0/3 not-connected 1 auto auto 1000BASE-T
ethl/07/4 not-connected 1 auto auto 1000BASE-T
ethl/075 not-connected 1 auto auto 1000BASE-T
ethl/0/6 not-connected 1 auto auto 1000BASE-T
ethl/ 077 not-connected 1 auto auto 1000BASE-T
ethl/078 not-connected 1 auto auto 1000BASE-T
ethl/0/9 not-connected 1 auto auto 1000BRASE-T
ethl/0/10 not-connected 1 auto auto 1000BASE-T
ethl/0/11 not-connected 1 auto auto 1000BASE-T
ethl/0712 not-connected 1 auto auto 1000BASE-T
ethl/07/13 not-connected 1 auto auto 1000BASE-T
ethl/0/14 not-connected 1 auto auto 1000BASE-T
ethl/ 0715 not-connected 1 auto auto 1000BRASE-T
ethl/0/14 not-connected 1 auto auto 1000BASE-T
ethl/ 0717 not-connected 1 auto auto 1000BASE-T
ethl/0/18 not-connected 1 auto auto 1000BASE-T
ethl/07/19 not-connected 1 auto auto 1000BASE-T
ethl/0720 not-connected 1 auto auto 1000BASE-T
ethl/ /0721 (=) not-connected 1 auto auto 1000BRASE-T
ethl/0/21(£) not-connected 1 auto auto 1000BRASE-T
ethl/ /0722 (e) not-connected 1 auto auto 1000BRASE-T
ethl/O0F22(£) not-connected 1 auto auto 1000BRASE-T
ethl/0/23{c) not-connected 1 auto auto 1000BASE-T
ethl/0/23{f) not-connected 1 auto auto 1000BASE-T
ethl/ /0724 (=) not-connected 1 auto auto 1000BRASE-T
ethl/0/24(£) not-connected 1 auto auto 1000BRASE-T
ethl/ 0725 not-connected 1 auto auto 10GERSE-R
ethl/ 0726 not-connected 1 auto auto 10GERSE-R
ethl/ 0727 not-connected 1 auto auto 10GERSE-R
ethl/0/728 not-connected 1 auto auto 10GBASE-R

Total Entries:

Switch#

28

16-9 show interfaces utilization

HaHHas komaHga ncnonb3yeTcsl Ans NPOCcMoTpa MHGopMaLMmK O 3arpy3ke NopToB KOMMYyTaTopa.
show interfaces [INTERFACE-ID [, | -]] utilization

MapameTpbl
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DGS-3130 Pykoeodcmeo nonb3oeamernsi (CLI) 0ns ynpaensemoeo cmekupyemo2o KoMMymamopa 3 ypogHsi

INTERFACE-ID (OnumoHanbHO) Ykaxute interface ID. Ecnu napameTp He ykasaH, oTobpaxaTbes
Oynet uHcdopmaums o 3arpyske Bcex u3nyeckmx NopToB KOMMyTaTopa.

, (OnumoHankeHO) BelgeneHune cepun nHTEPMENCoB Unu pasgeneHue rpynnol
nHTepdpencoB oT nNpegpiayLien. MNpobensl 40 1 Nocne 3anaTon HEAONYCTUMBI.

- (OnumoHanbHo) YKkaxknte avanasoH nHTepdericos. Npobenbl oo n nocne gedwca
HeoNyCTUMBI.

utilization (OnumoHanbHo) Ykaxknte anst otobpaxkeHusi HopmMauum o 3arpyske.

Mo ymonuyaHuio
Het
Pexxum BBoga KomaHAbI

User/Privileged EXEC Mode
JTio6own pexum koHurypauum

YpoBeHb KOMaHAbl MO YMOJSTYaHUIO
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbl

KomaHga no3BonsieT nonb3oBaTento NpoOCMOTPETh MHpOpMaLMIO O 3arpy3Ke BCEX UMW YKa3aHHbIX
NHTepdENCcoB, Tak U apxuBHyt nHdopmMaumo 06 ncnonb3oaHnm CPU n namsatn kommyTartopa.

Crartuctmyeckas nHgopmanms o ckopoctu port-channel npeacraenset cobor cymMMy BCEX CKOPOCTEN
hu3nyeckmx nHTepencos NOpToB Ans gaHHOro port-channel. Hanpumep, nHtepdericol hrusmyeckux nopTos
¢ Ethernet 1/0/1 no Ethernet 1/0/4 npuHagnexat Kk ogHomy 1 ToMy xe port-channel, ckopocTtb npuema (RX)
OaHHbIX (NakeTbl B cekyHay) ang kaxgoro nopta 100, 200, 200, 100. Takum ob6pas3om, CKOPOCTb OLWMBOK
CRC pgaHHoro port-channel 6yaget 600 nakeToB B cekyHAy.

Mpumep

B maHHOM npumMepe nokasaHo oToGpakeHne MHopMaL My O 3arpyske NopToB KOMMyTaTopa.
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DGS-3130 Pykosodcmeo nonb3osamersi (CLI) Onsa yrnipasnsemozo crmekupyemoao KoMMymamopa 3 ypoeHs

Switchfzshow interfaces utilization

Fart T¥ packets/sec R¥ packets/sec Utilization
ethl/0/1 ] ] 4]
ethl/0/2 ] ] 4]
ethl/0/3 i i i
ethl/0 /4 ] ] 4]
ethl/0/5 ] ] 4]
ethl/0/a ] ] 4]
ethl/0/7 ] ] 4]
ethl/0/8 ] ] 4]
ethl/0/9 ] ] 4]
ethl/0/10 ] ] 4]
ethl/0/11 ] ] 4]
ethl/0/12 ] ] 4]
ethl/0/13 ] ] 4]
ethl/0/14 ] ] 4]
ethl/0/15 ] ] 4]
ethl/0/14a ] ] 4]
ethl/0/17 ] ] 4]
ethl/0/18 ] ] 4]
ethl/0/19 ] ] 4]
ethl/0/20 ] ] 4]
ethl/0/21 ] ] 4]

CTRL+C ESC g Quit SFACE n Next Fage ENTER MNext Entry a All

16-10 show interfaces gbic
[daHHas komaHga ncnonb3yeTcs Ans npocmoTpa nHdopmMauum o coctosHim GBIC

show interfaces [INTERFACE-ID [, | -]] gbic

MapameTpbl

INTERFACE-ID (OnumoHankbHo) Ykaxute interface ID. Ecnu napameTp He ykasaH, oTobpaxaTtbcs
oyzet nHdopmanmsa o coctosHum GBIC ansa Bcex nHtepdgericos GBIC.

) (OnuuoHanbHO) BeigeneHne cepumn nHtTepdencos nnv pasgeneHue rpynneol
NMHTepdencos ot npegpiayLlen. Npobenksl 4o 1 nocne 3ansaTon HeaonyCTUMBI.

- (OnuuoHanbHO) YkaxuTe ananasoH nHTepdgericos. Mpobenbl Ao 1 nocne geduca
HeJonyCTUMBI.

gbic OTobpaxeHne nHgpopmauum o coctosHun GBIC.

Mo ymonyaHuto
Het

Pexxum BBOAA KOMaHAbI
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DGS-3130 Pykosodcmeo ronb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMmymamopa 3 ypoeHsi

User/Privileged EXEC Mode
JTroBon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

[daHHas komaHaa ncnonb3yeTcs Anst NpocMoTpa MHdopMauum o coctosHumn GBIC.
Mpumep

B gaHHoM npumepe nokasaHo oTobpaskeHne nHdgopmaumm o coctosHum GBIC.

Switch#show interfaces ethernet 1/0/1 ghkic
athl/0/1

Interface Typa: 1000BRSE-T

Switch#

16-11 show interfaces auto-negotiation

[daHHas komaHaa ncnonb3yeTcs Ans NpocMoTpa nogpobHon nHdopmaumm o6 aBTocornacoBaHum Ha
hunsnyeckom nopTy.

show interfaces [INTERFACE-ID [, | -]] auto-negotiation

MapameTpbl

INTERFACE-ID (OnumoHanbHo) Ykaxute interface ID. Ecnu napameTp He ykasaH, oTobpaxaTtbcs
OyneT nHpopmarma o060 Bcex pmamyeckmx noprax.

, (OnuuoHanbHo) BeigeneHne cepumn nHTepdencos nnv pasgeneHume rpynnel
NMHTepdencor ot npegplayLlen. Npobensl 4o 1 Nocrne 3ansaTon HegonyCTUMBI.

- (OnuuoHanbHO) YkaxuTe ananasoH nHtepdgencos. MNMpobenbl 4o 1 nocne geduca
HeJonyCTUMBI.

auto-negotiation Ykaxunte ans otobpaxeHust nogpobHon nHdopmauum o6 aBTocornacoBaHum.

Mo ymonyaHuto
Het
Pexxnm BBoga KoMaHAbl

User/Privileged EXEC Mode
JTiobon pexxum koHdurypaumm

YPOBeHb KOMaHAbl N0 yMon4aHuo

YpoBeHb 1
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DGS-3130 Pykoeodcmeo nonib3ogeamernisi (CLI) dns ynpaensemoao cmekupyemMoao KoMmymamopa 3 ypOo8HsI

Ucnonb3oBaHne KOMaHAbI

[daHHas komaHaa ncnonb3yeTcs Anst NpocMoTpa AeTanbHOW MHopMaummM 06 aBToCOrnacoBaHUm.
Mpumep

B gaHHOM npumepe nokasaHo oTobpakeHue nHdopmaumm ob aBTocornacoBaHum.

Switch#show interfaces ethernet 1/0/1 aute-negetiaticn

athl/ 071

Ruto Hegotiation: Enabled

Speed aute downgrade: Disabled

Femote Signaling: HNot detected

Configure Status: Complete

Capability Bits: 10M Full, 100M Full, 1000M Full

Capability Advertiszed Bits: 10M Full, 100M Full, 1000M Full
Capability Received Bits: 10M Full, 100M Full

FemoteFaul tAdvertised: Disabled

FemcteFaultReceived: NoError

Switch#

16-12 show interfaces description
[aHHasa komaHga ucnonbayeTcsa 4n9 NPOCMOTPa ONMUCAHUSA U COCTOAHNSA UHTEPdENCOB.
show interfaces [INTERFACE-ID [, | -]] description

MapameTpbl

INTERFACE-ID (OnumoHanbHo) Ykaxute interface ID. Ecnu napameTp He ykasaH, oTobpaxaTtbcs
OyzeT nHdopmanmsa o Bcex uHTepdericax.

(OnuuoHanbHO) BeigeneHne cepum nHTepdencos nnu pasgeneHue rpynneoi
nHTepdencos ot npeapiayLlen. Npobensl 4O 1 nocrne 3ansaTon HeaoNyCTUMBI.

- (OnuuoHanbHO) YkaxuTe gnanasoH nHtepdgencos. MNMpobensl Ao 1 nocne geduca
HegonyCTUMbI.

description Ykaxnte anst otobpakeHusi onncaHnsa U COCTOSTHUS MHTEPIENCOB.

Mo ymonyaHuto
Het
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTrobon pexxum koHdurypaumm

ypOBeHbKOMaHAbInOyMOnHaHMM
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

YpoBeHb 1

Ucnonb3oBaHue KOMaHAbI

[aHHas komaHga ucnonb3yeTcs Ans NnpocMoTpa ONUCaHUSA N COCTOAHUS MHTEPdENCOB.
Mpumep

B gaHHOM npumepe nokasaHo 0ToOpaXKeHWe OMUCaHWUSE U COCTOSIHUSE MHTEPAENCOB.

Switch#show interfaces description

Interface Status Pdministrative Description
ethl/0/1 up enabled
athl/ 072 down snabled
athl/0/3 down snabled
athl/0/4 down snabled
ethl/ 075 down snabled
ethl/0/a down enabled
ethl/0/77 down enabled
ethl/ 08 dewn enabl ed
athl/0/9 dewn snabled
ethl /S 0/10 dewn enabl ed FPysical Pert 10
asthl/0/11 down snabled
sethl/0/12 down snabled
ethl/0/13 down snabled
athl/ 0714 down snabled
ethl/0/15 down enabled
ethl/0/16 down enabled
ethl/0/17 down enabled
ethl/0/718 down enabled
ethl/ 05149 dewn enabl ed
athl/0/20 down snabled
sthl/0/21 down snabled

CTRL+C ESC g Quit SFACE n Next Fage ENTER Next Entry a All

16-13 shutdown

[aHHasa komaHga ucnonbayeTcsa AN OTKAYeHUs uHTepdgenca. Npu ncnonb3oBaHMmM oOpMbl NO KOMaH4a
BKITIOUNT UHTepdenc.

shutdown
no shutdown

MapameTpbl
Het

Mo ymonyaHuto
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DGS-3130 Pykoeodcmeo nonib3osamerisi (CLI) dns ynpaensemMoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Mo ymonuaHuto BeiGpaHa onums no shutdown.

Pexum BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAabI

[daHHaa komaHaa MOXeT NPUMEHATLCS ANS OTKNoYeHUsa nHTepdencos uanyeckoro nopta, loopback,
VLAN, Tunnel n nitepcpericos ynpasneHus. KomaHga Takke MOXeT UCNONb30BaTbLCA 4118 NOpPTOB port-
channel.

KomaHga oTkntovaeT nopT. B oTKMOYEHHOM COCTOSIHMM NOPT HEe ByAeT NpUMHMMAaThL UK nepeaaBaTth NaKeTh.
Wcnone3ynte komaHay no shutdown, 4ytoGbl CHOBa BKMOYNTL MOPT. ECNn NOpT OTKMOYEH, MOAKIOYEHME K
ceTn Takke ByaeT HEBO3MOXHO, U coeanHeHns He Byaer.

Mpumep

B gaHHOM nprmMepe nokasaHo, Kak OTKNi4MTb NopT 1/0/1 ¢ NOMOLLbI0 AaHHOW KOMaHAbI.

witch#configure terminal

witch (config)#interface ethernet 1/0/1
witch(config-if) #shutdown
witch(config-if)#

L o Lo L

17. KomaHpgbl IP Source Guard

17-1 ip verify source vlian dhcp-snooping

[aHHas komanga ucnonbdyetcsa ans skrtodeHus |IP Source Guard Ha nopTy. NMpu ucnonb3oBaHnn opMbl No
komaHpaa oTkntoumnT IP Source Guard.

ip verify source vlan dhcp-snooping [ip-mac]
no ip verify source vlan dhcp-snooping [ip-mac]

MapameTpsbl

ip-mac (OnumnoHanbHO) Ykaxute ans nposepku u IP, 1 MAC-agpeca nonydyaemMbix
IP-nakeToB.

Mo ymonyaHuto
Mo ymonuyaHuto onums oTKMYeHa.
Pexnm BBoaa komaHAabl

Interface Configuration Mode

https://tm.by
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DGS-3130 Pykoeodcmeo nonib3ogamerisi (CLI) dnsi ynpaensemoao cmekupyemMoao KoMmymamopa 3 ypo8HsI

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12
Ucnonb3oBaHne KOMaHAbI

KomaHga ncnonb3yeTtcs ansa HacTporiku domsmyeckoro nopta u port-channel. cnonbsyinte komaHgy ons
BkrntoveHus IP Source Guard Ha Heobxogumom nopTy.

Mpw BkntoveHun Ha nopTy IP Source Guard IP-nakeTsbl, Npuxogsawme Ha nopT, OyayT NpoBepATbCA CMUCKOM
ynpasneHnus goctynom (ACL). MopT cnucka ynpaeneHns goctynom (nopt ACL) - annapaTtHbIi MEXaHWU3M.
Ero 3anvcu moryT 6biTe HACTPOEHbI BPYy4HYO B0 nomny4yeHbl ¢ noMoLLblo Tabnuupel npuesaskm DHCP. Maker,
He npoLueaLwnin NpoBepky, byaeT oTOPOLLEH.

CyuiecTByeT ABa Tuna NpoBEpPKU:
* Ecnu He ykasaH ip-mac, npoBepka ocHoBaHa Tonbko Ha IP-agpece nctodHuka u VLAN.

* Ecnwu ykasaH ip-mac, nposepka ocHoBaHa Ha MAC-agpece nctovHuka, VLAN n IP-agpece
NCTOYHMKA.

Mpumep
B gaHHOM npumepe nokasaHo, kak BknounTb IP Source Guard gnsa Ethernet 1/0/1.

Switch# configure terminal
Switch(config)# interface ethernet 1/0/1
Switch(config-if}4# ip verify source wlan dhcp-sncoping

Switch(config-if)#

17-2 ip source binding

[aHHas komaHga ucnonb3yeTcsa Ansa co3naHus cratndeckon 3anucu ans IP Source Guard. MNpu
ncnonb3oBaHMM OPMbl NO KOMaHAa yaanuT CTaTUYECKyHo 3anuchb NPUBSA3KM.

ip source binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface INTERFACE-ID [, | -]
no ip source binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface INTERFACE-ID [, | -]

MapameTpsbl

MAC-ADDRESS Ykaxute MAC-agpec ansa npussasku IP-to-MAC.

vlan VLAN-ID Ykaxute VLAN, KOTOpon NpuHaANEXUT NPOBEPEHHbIN Y3er.
IP-ADRESS Ykaxute IP-agpec ans npuessku IP-to-MAC.

interface INTERFACE-ID YKkaxute nopT, K KOTOPOMY MOAKIOYEH NPOBEPEHHbIN Y3er.

, (OnumoHankeHo) Beigenenune cepumn MHTEPGENCOB U pa3geneHne rpynnol
NMHTEpdEeNcoB oT npegpiayLlen. Npobenksl 4O 1 Nnocne 3ansaTon
HeaonyCTUMBI.

- (OnumoHankeHo) Ykaxnte guanasoH nHtepdericos. MNpobenbl 0o u nocne
aeduca HegonyCTUMBI.

Mo ymonyaHuto
Het

Pexnm BBoga KoMaHAbI
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DGS-3130 Pykosodcmeo nonb3oeamernsi (CLI) Onsa yrnipasnsemozo cmekupyemo20o KoMMymamopa 3 ypoeHs

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbl

VMcnonb3ynTe AaHHY0 KOMaHAy Ons CO30aHUsA CTaTuyYecKom NpUBA3KKW, UCNONb3yeMor Ang nposepku 1P
Source Guard. Npu ncnonb3oBaHUn opMbl NO KOMaHAA YAAnUT CTaTUYECKYHO MPUBA3KY. YKa3aHHbIe

napameTpbl KOMaHAbl AOJTKHbI B TOYHOCTU coBMnagaTb C HACTPOEHHbIMU NapamMeTpaMn And yaaneHu4d.

Ecnn MAC-agpec 1 VLAN HacTpanBaeMou NpUBS3KN yxxe eCTb, CyLLEeCTBYoLLaa npuesaska dyaet
obHoBneHa. MiHTepdencom, ykasaHHbIM 418 KOMaHdbl, MOXeT ObITb donanyeckmin nopt unm port-channel.

Mpumep

B naHHOM npuvmMepe nokasaHo, kak HacTpouTb npuBaAsky IP Source Guard c IP-agpecom 10.1.1.1 u MAC-
agpecom 00-01-02-03-04-05 B VLAN 2 Ethernet 1/0/10.

Switch# configure terminal
Switch(config)4 ip source binding 00-01-02-03-04-05 wlan 2 10.1.1.1 interfac thernet 1/0/10

in
im

Switch({config)#

B naHHOM npumepe nokasaHo, Kak yaanute npussasky IP Source Guard ¢ IP-agpecom 10.1.1.1 u1 MAC-
agpecom 00-01-02-03-04-05 B VLAN 2 Ethernet 1/0/10.

witch# configure terminal
witch(config)4# no ip source binding 00-01-02-03-04-05 vlan 2 10.1.1.1 interfac
1/0/10

witch (config)$

naoLn

m
m

Lo

17-3 show ip source binding

[aHHas komaHaa vcnonbayeTcs Ans oTobpaxeHust npuesisku IP Source Guard.

show ip source binding [/P-ADDRESS] [MAC-ADDRESS] [dhcp-snooping | static] [vlan VLAN-
ID] [interface INTERFACE-ID [, | -]]

MapameTpbl

IP-ADDRESS (OnumoHanbHo) Ykaxnte ans otobpaxeHus npmeasku IP Source Guard Ha
ocHoBe IP-agpeca.

MAC-ADDRESS (OnumoHanbHo) Ykaxnte ans otobpaxeHus npmeasku IP Source Guard Ha
ocHoBe MAC-agpeca.

dhcp-snooping (OnumoHankeHo) Ykaxunte ans otobpaxeHusa npuesasku IP Source, n3ydeHHON
npu nomowm DHCP Snooping.

static (OnumoHankeHo) Ykaxnte ans otobpaxeHus npmeasku IP Source Guard,
HaCTPOEHHOWN BPYYHY!O.

vlan VLAN-ID (OnumoHanbHo) YkaxunTte ansa otobpaxeHus npusasku IP Source Guard Ha
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onst ynpasnsieMmoeo cmekupyemMoao KoMMmymamopa 3 ypoeHs

ocHoBe VLAN.

interface INTERFACE-ID (OnumoHanbHo) YkaxunTte ansg otobpaxeHus npussaskm IP Source Guard Ha
OCHoBe nopTa.

) (OnumoHanbHO) BeigeneHne cepumn uHTepdencos nnu pasgeneHue rpynneol
nHTepdencos oT npedbiayLien. MNpobenbl 4o 1 nocne 3anaTon
HeaonyCTUMBI.

- (OnumoHanbHO) YkaxuTte agnanasoH nHtepdencos. Mpobens! 4o 1 nocne
Aeduca HegonycTUMBI.

Mo ymonyaHuto
Het
Pexxvum BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTioBGon pexxum KoHdurypauum

YpoBeHb kOoMaHAbI MO YMON4YaHUIo
YpoBeHb 1
Ucnonb3oBaHWe KOMaHAbI

3anucun npussaskn IP Source Guard nubo HacTpamBaroTCa BPYYHYHO, MO0 U3y4atoTcs aBTOMaTUYECKM C
nomotubio DHCP Snooping ans 3awmtel IP-Tpaduka.

Mpumep
B naHHOM npumepe nokasaHo, Kak HacTpouTb oTobpakeHne npmesasku IP Source Guard 6e3 kakux-nmbo
napameTpoB.
Switch#show ip source binding
MAC Rddress IP Address Lease(sec) Type VLAN Interface
00-01-01-01-01-01 10.1.1.10 infinite static 100 /3
00—-01-01-01-01-10 10.1.1.11 31240 dhcp—snocping 100 ;3

Total Entries: 2

B gaHHOM npumepe nokasaHo, Kak HacTpouTb oTobpaxeHue npueasku IP Source Guard ans IP-agpeca
10.1.1.10.
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DGS-3130 Pykosodcmeo nonb3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

Switch# show ip source binding 10.1.1.10

MAC Address IPF Address Lease(sec) Type VLAN Interface
(0-0l-01-01-p1-01 10.1.1.10 infinite scatic 100 eshl/0/3
Total Entries: 1

Switché

B naHHOM npumepe nokasaHo, kak HacTpouTb oTobpaxkeHue npmeasku IP Source Guard ans IP-agpeca
10.1.1.11, MAC-agpeca 00-01-01-01-01-10, B VLAN 100 Ha Ethernet 1/0/3 1 nsyyenne DHCP Snooping.

Switch# show ip source binding 10.1.1.10 00-01-01-01-01-10 dhcp—snooping vlan 100 interface
ethl/0/3

MAC Address IP Address Lease (sec) TIype VLAN Interface
00-01-01-01-01-10 10.1.1.11 3564 dhcp-snoocping 100 ethl/0/3

Total Entries: 1

Switch#

OToGpaxaemble napamMmeTpbl

MAC Address MAC-agpec knueHTa.

IP Address IP-agpec knueHTa, HazHaveHHbI DHCP-cepBepom unm HacTpoeHHbIN
nonb3oBaTtenem.

Lease (sec) Bpewms apeHngbl IP-agpeca.

Type Tvn npuessku. CTaTMyeckas NpuBsidka HacTpamBaeTcsl Bpy4Hyo. [InHamuyeckas
npmBsa3ka nsydyaetcs ¢ nomowbto DHCP Snooping.

VLAN Homep VLAN, rae HaxoguTcs MHTepdENC KnNneHTa.

Interface WHTepderic, nogkntodaemblii k yany DHCP-knveHTa.

17-4 show ip verify source

JaHHasi koMaHaa ucnonb3yeTes Ans oTobpaxeHUs 3anucy cnucka ynpaeneHust goctynom (ACL)
annapaTtHOro nopTa Ha onpeferneHHoOM MHTepdeiice

show ip verify source [interface INTERFACE-ID] [, | -1

MapameTpbl

interface INTERFACE-ID (OnumoHanbHO) YKaxknte NOpT MW Ananas3oH NopTOB AN HACTPOKM.

(OnumoHanbHO) BeigeneHne cepyun nHTepdencoB nnv pasgeneHue rpynneol
NMHTepdencos oT npegplayLen. Npobensi 40 1 Nocne 3ansaTon
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onist yripasrnsiemMoeo cmeKupyemMoeao KoMMymamopa 3 ypoeHs

HegonyCTuMbl.

- (OnumoHankbHO) YkaxuTte ananasoH nHtepdencos. Mpobensl go n nocne
aedrca HegonyCcTUMBI.

Mo ymonyaHuto
HeTt
Pexxum BBOoAa KomaHAbl

User/Privileged EXEC Mode
JTiobon pexxum koHdurypaumm

YPOBeHb KOMaHAbl NO yMOn4yaHUO
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbl

JaHHas komaHaa ucnonb3yeTes Ans oTobpaxeHnsa 3anucer cnncka ynpasneHus goctynom (ACL)
annapaTtHOro nopTa Ha onpeeneHHoMm nHTepdeiice B Tabnuue o6opynoBaHus.

Mpumep
B AaHHOM npumepe nokasaHo, Kak HacTpouTb oTobpaxeHue, korga BkntodeH DHCP Snooping B VLAN 100 —

110, nHtepdperic B pexxume IP Source Filter Mode HacTpoeH kak IP, cywecTBytowasa npmMesaska nponssegeHa
k nopty 10.1.1.1 B VLAN 100.

Switch#show ip werify source interface ethernet 1/0/3

Interface Filter-type Filter-mode IP address MAC address VLAN
ethl/0/3 ip actiwve 10.1.1.1 = 100
echl/0/3 ip actiwve deny—-all = 101-1240

Total Entries: 2
Switchg

B naHHOM npymMmepe nokasaHo, Kak HacTpouTb oTobpaxkeHue, ecnu nHtepdgenc B pexnmve IP Source Filter
Mode HacTtpoeH kak IP MAC, cywecTtsytowas npusaska IP MAC npussasbisaet IP-agpec 10.1.1.10 k MAC-
agpecy 00-01-01-01-01-01 B VLAN 100, n IP-agpec 10.1.1.11 k MAC-agpecy 00-01-01-01-01-10 B VLAN
101.
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DGS-3130 Pykosodcmeo nonb3oeamernsi (CLI) Ona yrnpasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

Switcht# show ip

Total Entries: 3

Switch#

verify source interface ethl/0/3

Filter-type Filter-mode IF address MAC address LAH
ip-mac active 10.1.1.10 Q0-01-01-01-01-01 104
ip-mac actiwve 10.1.1.11 Q0-01-01-01-01-10 101
ip-mac actiwve deny-all = 102-12

OTobpaxaembie napameTpbl

Interface WHTepdelic, Ha KoTopom BKNtodeH IP Inspection.
Filter-type Twun gencteytowero IP Source Guard.
ip: ansa asTopmsauun |IP-naketoB ucnonb3yetcd Tonbko |IP-agpec.
ip-mac: onsa astopusauuu IP-naketoB ncnone3yetcs IP 1 MAC-agpec.
Filter-Mode Active: akTvBHaga nposepka 3anucen IP Source.
inactive-trust-port: skniounts DHCP Snooping Ans AoBepeHHbIX NopToB 6e3 akTMBHON
nposepku 3anucen IP Source.
inactive-no-snooping-vlan: He HacTpoeHo DHCP Snooping B VLAN, HeT akTnBHON
nposepku 3anucen IP Source.
IP address IP-agpec knueHTa, HazHavyeHHbI DHCP-cepBepom unu HacTpOEHHbIN Nofb3oBaTeneM.
MAC address MAC-agpec knueHTa.
VLAN Homep VLAN uHTepdenca knueHTa.

18. KomaHgb! IP-MAC-Port Binding (IMPB)

18-1 clear ip ip-mac-port-binding violation

[aHHas komaHga ucnonb3yeTcsa Ansa yaanenuns sabnokuposaHHbix 3anucen IP-MAC-Port Binding (IMPB).

clear ip ip-mac-port-binding violation {all | interface INTERFACE-ID | MAC-ADDRESS}

MapameTpbl

all

YKaxute Ansa yaaneHus BCex HepaspelleHHbIX 3anucei.

interface INTERFACE-ID

Ykaxute Ang yaaneHus HepaspeLleHHbIX 3annucen, co3aaHHbIX onpeaeneHHbIM
NHTEpPdENCOM.

MAC-ADDRESS

Ykaxute ang yaaneHus HepaspeLleHHbIX 3anncen ¢ onpeaeneHHbIM
MAC-agpecowm.

Mo ymonyaHuto

HeTt

Pexum BBOAa KOMaHAbl
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DGS-3130 Pykoeodcmeo nonb3ogeamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMMmymamopa 3 ypoeHsi

Privileged EXEC Mode

YpoBeHb KOMaHAbl N0 YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

KomaHga ncnonb3yetcs Anst yoaneHus HepaspelleHHblx 3anucer IMPB 13 6asbl AaHHbIX dounstpaumn.
Mpumep

B naHHOM npumepe nokasaHo, Kak yaanutb 3abroknpoBaHHyto 3anmck Ha Ethernet 1/0/4.

Switch# clear ip ip-mac-port-binding wviclation interface ethernet 1/50/4

Switch#

18-2 ip ip-mac-port-binding

[aHHasa komaHga ncnonb3yeTcsa Ang BKAYeHUs ynpasneHus goctynom IMPB ana nHtepdgencos noprta.
Mpu ncnonb3oBaHnn HOPMbl NO KOMaH4a OTKIYNUT PYHKLMIO ynpasneHus goctynom IMPB.

ip ip-mac-port-binding [MODE]
no ip ip-mac-port-binding

MapameTpbl

MODE YkaxuTe pexum ynpasneHus goctynom IMPB.
strict-mode: ykaxxute Ansa BKNIOYEHUS CTPOroro pexunma ynpasneHns goctynom (strict).
loose-mode: ykaxuTe Ans BKIOYEHUS pexnma ynpasrneHns JocTynom loose.
Ecnu pexxum He 3agaH, ncnonbayetcs strict-mode.

Mo ymonyaHuto

Mo ymonuaHuio onumsi OTKMYeHa.

Pexum BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb kOMaHAbI MO YMON4YaHUIo

YposeHb 12

Ucnonb3oBaHne KOMaHAbI

Ecnun Ha nopTy HasHauyeH pexunm ynpasneHus goctynom IMPB strict-mode, y3en MoXeT nony4mTb AOCTYN K
NopTy TOMbLKO Nocne Toro, kak y3en otnpasuT ARP nnu IP-nakeTsl, 1 3T1 nakeTbl NpOMAYT NPOBEPKY
npuBsi3ki. YToObl NponTy npoeepky npuessku, IP n MAC-agpec ncrovHuka, VLAN ID 1 Homep nopta
HasHa4YeHWs JOMKHbI COBNaaaTh ¢ NoboN 3anncklo, onpeaeneHHon NMbo cTtaTnyecKkorn 3anmcbio npuesasku IP

Source Guard, nnbo n3y4yeHHon guHaMmmnyeckon anucsto npmesaskun DHCP Snooping.

Ecnu Ha nopTy HasHauveH pexum ynpasneHus goctyrnom IMPB loose-mode, y3ny 6yget oTkazaHo B JOCTyne
K nopTy nocne otnpasku y3nom ARP vnnu IP-nakeToB, a 9Tu nakeTbl, OTNPaBeHHbIE Y3510M, HE NMPOMAyT
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DGS-3130 Pykosodcmeo ronb3ogamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMmymamopa 3 ypoeHsi

npoBepKy NpuBsaskn. YTobbl nponTn npoBepky npueasku, IP n MAC-agpec nctoynmka, VLAN ID n Homep
nopTa Ha3Ha4YeHMs OOIMKHbI COBMazaTh C Ntobon 3anmckio, onpeaeneHHon Nnnbo cTaTuyecKon 3anuchbio
npuessku IP Source Guard, nmbo nsyyeHHon gnHammyeckon 3anunceto npmesaskm DHCP Snooping.
Mpumep

B naHHOM nprvmMepe nokasaHo, Kak BKIounTb ynpasneHue goctynom IMPB Ha Ethernet 1/0/10.

Switch# configure terminal

Switch{config)# interface ethernet 1/70/10
Switch{config-1if)# ip i1p-mac-port-binding strict
Switch{config-1£f)#

18-3 show ip ip-mac-port-binding

HaHHas komaHaa ucnonb3yeTcs Anst otobpaxeHus HacTpoek IMPB unu 3anuncei, 3a6nokMpoBaHHbIX C
nomoLbio ynpasneHus goctynom IMPB.

show ip ip-mac-port-binding [interface INTERFACE-ID [, | -]] [violation]

MapameTpbl

interface INTERFACE-ID (OnumoHanbHO) YkaxnTte ang otobpaxeHus onpeaeneHHoro nHTepgerica.

(OnumoHanbHo) BeigeneHne cepyun nHTepdencoB nnv pasgeneHue rpynnel
NMHTepdencos oT npeaplayLlen. Npobensi 4o 1 nocne 3ansaTon
HedonyCTUMBI.

- (OnumoHanbHO) YkaxunTte agnanasoH nHtepdencos. Mpobens! 4o 1 nocne
Aedwuca HegonyCcTUMBI.

violation (OnumoHanbHO) YkaxuTte ansa otobpaxeHus 3abrnokMpoBaHHON 3anucu.

Mo ymonyaHuto
Het
Pexnm BBOoAa KOMaHAbl

User/Privileged EXEC Mode
JTioBGon pexxum KoHdurypauum

YpoBeHb kOMaHAbI MO YMONM4YaHUio

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbI

VMcnonb3ynTe AaHHyt0 kKOMaHay ns otobpaxeHus HacTpoek IMPB unu ncnonbsynte komangy show ip ip-
mac-port-binding violation ans otobpaxeHus 3anuncen, 3abNoOKNPOBaHHbLIX U3-3a HapyLUEHUS NPOBEPKM
IMPB.

Mpumep

B oaHHOM npuMepe nokasaHo, Kak BKMYUTb OToOpaXKeHue BCeX 3abnoknMpoBaHHbIX 3anucen ynpaBneHns
poctynom IMPB.
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) Onst ynpaensemoeo cmekupyemMoao KoMMmymamopa 3 ypoeHs

Switehf shew ip ip-mac-port-binding vielation

Fort VLAN MARC Address

ethl/0/3 1 01-00-0ec-ce-co-co
athl/0/3 1 01-80-c2-00-00-00
athl/0/4 1 01-00-0g-ce—ce—cd
gethl/0/4 1 01-80-c2-00-00-01

Total Entries: 4
Switchf
B naHHOM npumepe nokasaHo, Kak BKITUMTL 0ToOpaxkeHue HacTpoek IMPB aons Bcex nopTos.

Switech# show ip ip-mac-port-binding

Port Mode
ethl/0/1 Striect
ethl/0/2 Striect
ethl /053 Loose
sthl/ 054 Loose

Total Entries: 4

Switch#

18-4 snmp-server enable traps ip-mac-port-binding

HaHHas komaHaa ucnonb3yeTcs ans BkntoveHus ysegomnenun SNMP ans npussasku IP-MAC-Port Binding.
Mpu ncnonb3oBaHUn GOpMbl NO KOMaHaa oTKNounT yeegomneHnss SNMP.

snmp-server enable traps ip-mac-port-binding
no snmp-server enable traps ip-mac-port-binding

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonuyaHmio gaHHasa pyHKUMSA OTKIHOYEHa.
Pexxvum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO yMOM4YaHUIo

YpoBeHb 12
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Ucnonb3oBaHue KOMaHAabl

Mpwn BKNIOYEHUUN JaHHOW DYHKUUK KOMMYTaTop ByaeT oTnpaBnaTh Tpanbl NPU HapyLLUEHUAX 6e30MacHOCTH,
ecnv 6ygeT nonyyYeH HEKOPPEKTHBIN NakeT. Micnonb3ynte aTy KOMaHay ANs BKIOYEHWS U OTKITHOYEHUSI
oTnpasku yBegomneHuin SNMP ons Takmx cobbITui.

Mpumep

B naHHOM npumepe nokasaHo, kak BKIUMTL oTrpaBky Tpanos ans IP-MAC-Port Binding.

Switch# configure terminal
Switchi{config)# snmp-server enable traps ip-mac-port-binding
Switch{config)#

19. KomaHabl IPv6 Snooping

19-1 ipv6 snooping policy

[aHHas KomaHga ucnonb3yeTcsa ANs co3ngaHns unm naMeHeHus nonutukn IPvé Snooping Policy. KomaHaa
nossonset Bontu B pexxum IPv6 Snooping Configuration Mode. Mpu ucnonb3osaxHun oopmbl No JaHHas
komaHga ygansert IPv6 Snooping Policy.

ipv6 snooping policy POLICY-NAME
no ipv6 snooping policy POLICY-NAME

MapameTpbl

POLICY-NAME YkaxuTe nmsa nonutnku IPv6 Snooping.

Mo ymonyaHuto

Mo ymonuyaHuto H1 ogHon nonuTtuku IPv6 Snooping Policy He cosgaHo.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb kOMaHAbI MO YMON4YaHUto

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

[aHHas komaHnga ucnonb3yeTcsa ansa cosgaHus nonutukn IPv6 Snooping Policy n Bxoga B pexum IPv6
Snooping Configuration Mode. Nocne cosgaHuns nonutukm IPv6 Snooping ncnone3synte komaHay ipve
snooping attach-policy Ans npMMeHeHnsa NONUTKKKN Ha yKasaHHOM MHTepdeice.

Mpumep

B naHHOM nprmMepe nokasaHo, Kak co3aaTtb nonuTtuky IPv6 Snooping ¢ umeHem policy1.
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Switch# configure terminal
Switchi{config)fipvd snooping policy policyl
Switch{config-i1pve-snooplng) #

19-2 protocol

[aHHas KomaHga ucnonb3yeTcs Ans ykasaHus NpoToKona, Ans KOToporo Heob6xoanmo NpMMeHnTb IPv6
Snooping. NMpu ncnonb3oBaHnn OpMbl NO JaHHasa koMaHaa oTkmoumnT IPv6 Snooping ans ykasaHHOro
npoToKona.

protocol {dhcp | ndp | dhcp-pd}
no protocol {dhcp | ndp | dhcp-pd}

MapameTpbl

dhcp YkaxuTe ana otcnexusaHusa agpecos DHCPv6-nakeTos.

ndp YkaxuTte anga otcnexvsaHusa agpecos NDP-nakeToB.

dhcp-pd Ykaxute ang otcnexusaHus npedukca IPvé DHCPv6 PD-nakeToB.

Mo ymonyaHuto

Mo ymonyaHuio BCe NPOTOKOSbI OTKMOYEHDI.

Pexxum BBOAa KomaHAabI

IPv6 Snooping Configuration Mode

YpoBeHb kOMaHAbI MO YMONM4YaHUIo

YposeHb 12

Ucnonb3oBaHue KoMaHAbI

®yHkuma Neighbor Discovery (ND) Snooping cosgaHa Ans asToHacTpouku agpecos |IPv6 6e3
ayTeHTudurkaumm n agpecos IPv6, HacTpoeHHbIX Bpy4Hyto. Nepen HasHayeHneM agpeca IPv6, y3en pomkeH
cHavana BbinonHutb Duplicate Address Detection (DAD). ND Snooping obHapyxuBaeT coobuueHus DAD,
skntovatowme DAD Neighbor Solicitation (NS) 1 DAD Neighbor Advertisement (NA), ans noctpoeHus
Tabnmubl npusaskn. NDP-nakeT (NS 1 NA) Takke ncnonb3yeTcs Ansg onpeaeneHnst Toro, 4OCTYNEH Ny y3en
No-NPEXHEMY N MOXHO N YAANUTb NPUBSA3KY UINN HET.

DHCPv6 Snooping aHanuanpyet DHCPv6-nakeTbl, oTnpaensiemble mexagy DHCPv6-knneHToM 1 cepBepom
BO BpeMms npouenypbl HasHadeHus agpeca. Korga DHCPV6-knMeHT ycnewHo nonyyaeT KOPpPeKTHbI IPV6-
agpec, DHCPv6 Snooping co3gaeT ero tTabnuuy npuBssku.

DHCP-PD Snooping aHanuaupyeTt naketsl DHCPV6 Prefix Delegation (PD) mexay Delegating Router
(HasHadeHHbIM IPV6-npedmkcom) n cootBeTcTBYOWMM Requesting Router Ans HacTponku nNpuBa3sku
npedwukca.

Mpumep

B oaHHoM npumepe nokasaHo, kKak Bknounte DHCPvV6 Snooping.
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DGS-3130 Pykoeodcmeo nonib3ogamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

Switch# configure terminal
Switeh{cenfig)# ipwvé sncoping poelicy policyl
Switeh{cenfig-ipvé-sncoping)# protecel dhep

Switch{cenfig-ipvé-sncoping) #

19-3 limit address-count

[aHHas komMaHZa ncnonb3yeTcsl AN OrpaHUYeHUss MakcMarbHOro KonmyecTBa Npuesa3ok IPv6 Snooping.
Mpwv ncnonb3oBaHMM POPMbI NO AaHHasi KoMaH4a BEPHETCS B 3HAYEHWS! MO YMOYaHUIo.

limit address-count MAXIMUM
no limit address-count

MapameTpbl

MAXIMUM YKaknte MakcMmarnbHoe KonmyecTBo npmesasok IPv6 Snooping.
[ocTyneH gmnana3soH 3HaveHun ot 0 go 1024.

Mo ymonyaHuto

Mo ymOnyaHuio orpaHUYeHuin Her.
Pexxum BBOAa KOMaHAbI

IPv6 Snooping Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHuUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas KomaHga ucnonb3yeTcs AN orpaHMYeHnst KonnyecTea nNpmesa3ok IPvB Snooping, Anst KOTOPbIX
npumeHseTcs nonutuka IPv6 Sooping Policy. Komanga nomoraeTt orpaHnynTb pasmep Tabnuubl NpUBA3KU.

Mpumep

B naHHOM nprvmMepe nokasaHo, Kak 3ajaTb MakcumarnbHoe Yncno 25 ans npueasku IPv6 Snooping.

Switch# configure terminal
Switch{config)# ipvé sncoping policy policyl
Switeh{config-ipvé-snoopingl$ limit address-count 25

Switceh{cenfig-ipva-snoceping) #

19-4 ipv6 snooping attach-policy

[aHHas KomaHga ucnonb3yeTcsa ans npumeHeHus nonutukun IPv6 Snooping Policy k ykasanHon VLAN. MNpun
MCnonb3oBaHNN (*)OprI Nno AaHHaaA KoMaHAa yoanut NpuBA3KY.
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ipv6 snooping policy attach-policy POLICY-NAME
no ipv6 snooping policy attach-policy

MapameTpsbl

POLICY-NAME YkaxuTe nmsa nonutuku IPv6 Snooping.

Mo ymonyaHuto

Mo ymonuaHuto nonutuka IPv6 Snooping Policy He npumeHsieTcs.
Pexxum BBOoga KomaHAbI

VLAN Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

Mocne cosgaHusa nonutukn IPv6 Snooping Policy ncnonssynTte gaHHyo KomaHay Ans NpUMeEHeHNs NonmTUKKn
K onpeaeneHHon VLAN.

Mpumep

B npaHHOM npumepe nokasaHo, Kak co3aatb BkIounTth IPv6 Snooping B VLAN 200.

Switch#configure terminal

Switchi{config)#wlan 200

Switch{config-vlan)#ipvé snooping attach-policy policyl
Switch{config-vlan)#

19-5 ipv6 snooping station-move deny

[daHHas komaHaa ncnonb3yeTcs ans 3anpeta dyHkumm Station Move ansa npusssku IPv6 Snooping. MNpu
ncnonb3oBaHnM opMbl No JaHHAA KOMaHAa BEPHETCS K 3HAYEHMSAM MO YMOIYaHuIo.

ipv6 snooping station-move deny
no ipv6 snooping station-move deny

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonuaHuto cpyHkma Station Move paspelueHa.
Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUIO

YposeHb 12
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Ucnonb3oBaHMe KOMaHAbI

Korga cyHkums Station Move paspelueHa, guHammnyeckas 3anucb npusaskn Snooping ¢ temM xe VLAN ID u
MAC-agpecom Ha yka3aHHOM MOPTY MOXET MPOABUHYTBCS K ApYromy nopTy, ecnv obHapyxXeHbl cnegyoLime
yCrnoBus:

¢ 3anucb npueaskn DHCPv6 Snooping 3anyckaeT HoBbi DHCP-npouecc Ha HoBoM nHTepderice

e 3anuck npussskn ND Snooping 3anyckaeTt HoBbIi DAD-npouecc Ha HOBOM MHTepdeiice.
Mpumep

B naHHOM npuvmMepe nokasaHo, Kak 3anpeTtutb yHkumio Station Move.

Switch# configure terminal
Switchi{config)# 1pve snooplng station-move deny
Switchi{config)#

19-6 show ipv6 snooping policy

[aHHas KkomaHaa ucnonb3yeTca Anst npocmoTpa MHgpopmauum o DHCPv6 Guard.
show ipv6 snooping policy [POLICY-NAME]

MapameTpbl

POLICY-NAME (OnumoHanbHo) YkaxunTte nmsi nonutukm DHCPv6 Guard, koTopyto
HeobxoaMmo oTobpasnThb.

Mo ymonyaHuto
HeTt
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTrobon pexum KoHdurypauum

YPOBeHb KOMaHAbl NO yMOn4aHUO
YpoBeHb 1
Ucnonb3oBaHne KOMaHAabI

HaHHas komaHaa ncnonb3yeTcs anst npocmoTpa nHdopmauum o DHCPv6 Guard. Ecnv napameTp He
ykasaH, otobpaxaTtbcs 6yaeT nHdopmaums 4ns BCeX NOMUTUK.

Mpumep

B naHHOM npyvmepe nokasaHo, Kak BKIHUMTbL oTobpaxkeHue nHdopmaumm o DHCPv6 Guard.
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Switch#show ipvé snooping policy
Snooping policy: policyl
Protocol: DHCP
Limit Address Count: 25

Target VLAN: 200

Switch#

OTobpaxaembie napameTpbl

Protocol lMpoTokon, ucnonb3yemeln Ana Snooping.

Limit Address Count MakcumarnsHoO 4onyCTUMOe YMCho 3anucen Ang AaHHon nonutuku IPve
Snooping Policy.

Target VLAN Wmsa cnvcka VLAN.

20. KomaHgbl IPv6 Source Guard

20-1 ipv6 source binding vlan

[daHHas komaHaa ucnonb3yeTcd Ans gobasneHns ctatmyeckon 3anvucu B Tabnuuy npusasku. Mpu
ncnonb3oBaHuM opMbl NO JaHHaA KOMaH4a yaanuT CTaTUYecKyto NPUBSA3KY.

ipv6 source binding MAC-ADDRESS vlan VLAN-ID IPV6-ADDRESS interface INTERFACE-ID
no ipv6 source binding MAC-ADDRESS vlan VLAN-ID IPV6-ADDRESS interface INTERFACE-ID

MapameTpbl

MAC-ADDRESS Ykaxute MAC-agpec npuBssku, CO30aHHON BPYYHYIO.
VLAN-ID Ykaxute VLAN npunBA3ku, CO34aHHON BPYUHYIHO.
IPV6-ADDRESS Ykaxute |IPv6-agpec npuBs3Kn, CO34aHHON BPYUHYIO.
INTERFACE-ID YKaxute HoMep UHTepenca npmBa3KnN, CO30aHHON BPYYHYIO.

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI

Global Configuration Mode
YpoBeHb KOMaHAbl MO yMON4YaHUIo
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

[aHHasa komaHga ncnonbayeTca ana nobaBneHus ctatuydecKkon 3anucu B Ta6n14uy NPUBA3KN BPY4HYIO. Ons
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AaHHoW komaHdbl ykazaHHas VLAN HeobsasaTenbHO JOSMKHA cylecTBoBaTb. Ecnu ykasaHHbIn nHTepdenc
noaxe OyaeT yaaneH, HACTPOWKN KOMaHabl OyayT COOTBETCTBEHHO Takke yaarneHbl.

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb NpuesAsky IPv6 Source Guard ¢ agpecom IPv6 2000::1 u MAC-
agpecom 00-01-02-03-04-05 B VLAN 2 Ha Ethernet 1/0/10.

Switch# configure terminal
Switchi{config)# ipvié scurce binding 00-01-02-03-04-05 wlan 2 2000::1 interface ethernet 1/0/1
Switchi{config)#

20-2 ipv6 source-guard policy

[daHHas komaHaa ucnonb3yeTcs Ans cosgaHusa nonutukn IPv6 Source Guard Policy. Komanga nossonset
BonTn B pexxum IPv6 Source-Guard Policy Configuration Mode. Npwu ncnones3osaHum opMbl no gaHHas
koMmaHga yganut nonmTtuky IPv6 Source Guard Policy.

ipv6 source-guard policy POLICY-NAME
no ipv6 source-guard policy POLICY-NAME

MapameTpbl

POLICY-NAME YkaxuTe umsa nonutukn IPv6 Source Guard Policy.

Mo ymonyaHuto

Het

Pexxum BBoAa komaHAbl

Global Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHuIo
YposeHb 12

Ucnonb3oBaHne KOMaHAbI

[daHHas komaHaa ucnonb3yeTcs Ans cosgaHnsa nonutukn IPv6 Source Guard Policy. Komanga nossonset
BonTU B pexum IPv6 Source-Guard Policy Configuration Mode.

Mpumep

B oaHHOM npumepe nokasaHo, kKak co3gatb nonutuky IPve Source Guard Policy.

Switch# configure terminal
Switchi{config)# ipwé source-guard pelicy policyl
Switch{config-scurce-guard)#
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20-3 deny global-autoconfig

[aHHas komaHga ucnonb3yeTcsa AN 3anperta aBToMaTUyeckn CKOHUrypuposaHHoro tpaduka. MNpu
ncnonbL3oBaHUM OpMbl NO KOMaH4a OTKIMIOYUT AaHHY OYHKUMIO.

deny global-autoconfig
no deny global-autoconfig

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonuyaHuio gaHHas onums paspeLleHa.

Pexxum BBOAa KOMaHAbI

Source-Guard Policy Configuration Mode

YpoBeHb kKOMaHAbI MO YMON4YaHUto

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

HaHHas komaHaa ucnonb3yeTcd Ans 3anpeTta Tpaduka OT aBTOMATUYECKN CKOHAUIYPUPOBaHHbIX
rnobanbHbIX agpecos. OHa MOXET UCMONb30BaThCS, Koraa Bece rmobanbHble agpeca HasHaveHsl DHCP, n
aAMUHMCTpaTop Xo4eT 3abnoknpoBaTh BXOAALLMI TpadmK OT y3N0B C CAaMOCTOATENBHO
CKOHOUIypnpOBaHHbIMY agpecamu.

Mpumep

B naHHOM npuvMepe NokasaHo, Kak 3anpeTuTb aBTOMaTUYECKN CKOHDUIYPUPOBaHHbIN TpaduK.

Switch# configure terminal
Switchi{config)f ipvié source-guard policy policyl
Switch{config-source-guard)# deny global-autoconfig

Switch{config-source-guard) #

20-4 permit link-local

[aHHasa komaHga ucnonb3dyeTcsa AN annapaTHOro paspeLlleHnsa Tpaduka gaHHbIX, OTNPaBEHHOro ¢ agpeca
Link-Local. MNpu ncnons3osaHnm dopMbl ho KOMaHAa OTKIOYUT AaHHYK OYHKLMIO.

permit link-local
no permit link-local

MapameTpbl
Het
Mo ymonyaHuto

Mo ymonyaHuio gaHHasa onuna OTKYeHa.
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Pexxum BBOAa KOMaHAbI

Source-Guard Policy Configuration Mode
YpoBeHb KOMaHAbI MO YMONM4YaHUIo
YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

[aHHas KkomaHaa ucnorb3yeTcs Ans annapaTHOro paspeLueHnst Tpaduka gaHHbIX, OTNPaBMEHHOro ¢ agpeca
Link-Local.

Mpumep

B naHHOM npumMepe Noka3aHo, Kak paspelunTb BeCcb TpadvK AaHHbIX, OTNpaBneHHbIN ¢ agpeca Link-Local.

Switch# configure terminal
Switch{config)# ipvé scurce-guard policy policyl
Switchi{config-source-guard)# permit link-local
Switchi{config-source-guard)#

20-5 validate address

[aHHas komaHga ucnonb3yeTcs ans BkritodeHns yHkumm IPv6 Source Guard gnist BbINONIHEHWUSI NPOBEPKM
agpeca. [Npu ncnonb3oBaHUM OPMbI ho KOMaHAa OTKMIOYMT (DYHKLIMIO NPOBEPKM agpeca.

validate address
no validate address

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonyaHuio AaHHasa (pyHKUUA BKOYEHA.
Pexxum BBOAA KOMaHAbI

Source-Guard Policy Configuration Mode
YpoBeHb kOMaHAbI MO YMON4YaHUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHas kKomaHga ucnonb3yeTcsa Ansa BkodeHnst yHKumm IPv6 Source Guard gns BbINONHEHWSI NPOBEPKU
agpeca.

Mpumep

B naHHOM npmumepe nokasaHo, Kak OTKII4YnUTb (byHKLI,I/HO NPOBEPKN aapeca.
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Switch# configure terminal

Switch{config)# ipvé scurce-guard policy policyl

Switch{config-source-guard)# no validate address

Switchi{config-source-guard)#

20-6 validate prefix

[daHHas komaHaa ucnonb3yeTca Ans BkrtoveHns dyHkuun IPv6 Source Guard ans BbiNonMHeHWs onepauum
3awuTbl IPv6 Prefix-Guard. Mpu ucnonb3oBaHum opmMbl ho KOMaHAA OTKIYNUT AaHHY0 (OYHKUUIO.

validate prefix
no validate prefix

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonuaHuio gaHHas PyHKUMSA OTKIHOYeHa.
Pexxum BBOAa KOomaHAbI

Source-Guard Policy Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHUIo
YposeHb 12

Ucnonb3oBaHue KoMaHAbI

[daHHas komaHaa ucnonb3yeTca Ans BkrtoveHns dyHkuun IPv6 Source Guard ans BbINOMHEHUS onepauum
3awmTsl IPv6 Prefix-Guard.

Mpumep

B oaHHOM npumepe nokasaHo, Kak BKMuMTb yHKUMI0 IPv6 Source Guard anst BeinonHeHWst onepauunm
3awuTbl IPv6 Prefix-Guard.

Switch# configure terminal
Switch{config)# ipwvé scurce-guard pelicy policyl
Switch{ceonfig-source-guard)# validate prefix

Switch{config-source-guard)#

20-7 ipv6 source-guard attach-policy

HaHHas komaHaa ucnonb3yetcd ans npumeHeHus IPve Source Guard Ha nHTepderice. [Npy ncnons3osaHmu
dopMbl no gaHHasa komaHga yoanut IPve Source Guard ¢ nHtepdeiica.

ipv6 source-guard attach-policy [POLICY-NAME]
no ipv6 source-guard attach-policy

MapameTpbl
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POLICY-NAME (OnumoHaneHo) Ykaxnte nmsi nonutnkn Source Guard Policy.

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

Korga koMaHOa npumeHeHa K nopTy, NpuHAThIn IPv6-nakeT, kpome ND, RA, RS 1 DHCP-coobuweHnni byaet
BbINONMHATL MPOBEPKY NpUBA3KM agpeca. [NakeT OyaeT paspeLueH, ecnv OH COOTBETCTBYET Nobow 3anvcuy B
Tabnuue NpuBA3kM agpecoB. Tabnmua NprBA3KK BKIOYAET B ce0s AMHaMMYeckyto Tabnmuy (Co3aaHHyto ¢
nomoLLbio Komang IPv6 Snooping) 1 ctatuyeckyto Tabnuuy (Co3gaHHyo ¢ MOMOLLIbIO KOMaHAb! ipv6 source
binding vlan).

Ecnu nms nonuTukM He ykasaHo, no ymon4daHuio nonutuka Source Guard Policy paspelumT nakeThl,
OTNpaBrieHHbIE C MOMOLLbI0 aBTOMATUYECKN CKOH(OUIypMpoBaHHOIo agpeca, 1 3anpeTuT NakeTbl,
oTnpasrneHHble ¢ agpeca Link-Local.

Mpumep

B gaHHOM npumepe nokasaHo, Kak NpuMeHuTb nonuTtuky IPv6 Source Guard Policy «pol1» Ha Ethernet 1/0/3.

Switch# configure terminal

Switchi{config)# interface ethernet 1/0/3
Switch{config-if)# ipvé source-guard attach-policy poll
Switchi{config-i1f)#

20-8 show ipv6 source-guard policy

[aHHas komaHnga ucnonb3yeTcs Ansa npocmoTtpa Hactpoek IPv6 Source Guard Policy.
show ipv6 source-guard policy [POLICY-NAME]

MapameTpbl

POLICY-NAME (OnumoHanbHo) YkaxuTte nms nonutukm Source Guard Policy.

Mo ymonyaHuto
Het
Pexxum BBOAAa KOMaHAabI

User/Privileged EXEC Mode
JTiobon pexxum koHdurypawumm
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YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 1
Ucnonb3oBaHWe KOMaHAbI

[aHHas komaHaa ucnonb3yeTcsa Ansg npocmotpa HacTpoek IPv6 Source Guard Policy. Ecnv nma nonuTtukm
He ykasaHo, oTobpaxaTbcsa byaeT nHdopmaums ans scex nonutuk IPve Source Guard.

Mpumep
B naHHOM npumepe nokasaHo, Kak BKITHUMTL 0ToOpaxkeHue HacTpoek ans IPve Source Guard Policy.

Switch#show ipwvé source-guard policy

Folicy policyl configuration:

Target: athl /073

Switch#

20-9 show ipv6 neighbor binding

[aHHas komaHnga ucnonb3yeTcs Ans npocmoTpa Tabnuubl npuesasku IPv6.

show ipv6 neighbor binding [vlan VLAN-ID] [interface INTERFACE-ID] [ipv6 IPV6-ADDRESS]
[mac MAC-ADDRESS]

MapameTpbl

vlan VLAN-ID (OnumoHanbHo) Ykaxnte gnst oTobpaxeHusi NpUBA30K, COOTBETCTBYHOLLMX
ykaszaHHon VLAN.

interface INTERFACE-ID (OnumoHankeHo) Ykaxnte ans otobpaxeHusi NpnBA30K, COOTBETCTBYHOLLIMX
yKaszaHHOMY HOMepy uHTepderica.

ipv6 IPV6-ADDRESS (OnumoHanbHO) YkaxuTte ansg otobpaxeHns NpuBA30K, COOTBETCTBYHOLLMX
ykaszaHHoMmy agpecy IPv6.

mac MAC-ADDRESS (OnumoHanbHO) YkaxnTte ans otobpaxeHus NpuBA30K, COOTBETCTBYHOLLIMX
ykaszaHHomy MAC-agpecy.

Mo ymonyaHuto
Het
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTiobon pexxum KoHdurypauum

YPOBeHb KOMaHAbl NO yMOn4yaHUO
YpoBeHb 1
Ucnonb3oBaHne KOMaHAabI

Komanpa ncnonb3yeTcda Ond npocMoTpa Tabnuubl NPUBA3KA.
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Mpumep

B naHHOM npmumepe nokasaHo, Kak BKIMH4YNTb 0To6pa>KeH|/|e YKa3aHHbIX 3anucen us Tabnuupl NPUBA3KN.

=

Switch#show ipwé neighbor binding

Codes: D - DHCEFvé Snooping,

IFPve address

MAC address Interface

5 - Statie, N - ND Snocoping,

S 1000::1 000D, 8811 .8B&A ethl /072
N FE80::RE8RE:CCFF:FEOL:FS00 BLEE.CCO1.F500 ethl/0/3
S FE80::21D:71FF:FES99:4900 001D, 7199 .4900 ethl /0,4

N 2001:600::1
2001:100; ;2
2001:400: :1
2001:500: =1
F 400: :/64

o o

L1

Tetal Entries: 8§

Switch#

BRPE.CCO1.F500 ethl/ 0/
BREE.CCO1.F&00 ethl/f0/6
001D, 7199 .4900 ethl /057

-

-

)

000R. Q0B . 000C ethl/0/8

ethl /0749

OTob6paxaembie NnapamMeTpbl

Time
M/ A
8850
M/ A
3181
9196
1568
1§

1440

F - DHCPF-FD Sncocopilng

left

Codes Kogbl ans IPvé Snooping Owner
D: DHCPv6 Snooping
S: Ctatnyeckun
N: ND Snooping
IPv6 address IPv6-agpec npuBasku.
MAC address MAC-agpec npuBs3sku.
Interface Homep nHTepdenca npusBasku.
VLAN VLAN npuBssku.
Time left OcrtaBLueecst BpeMs Xn3Hu Npuesasky. lNepuoa oTCyTCTBUSA akTUBHOCTY ANS

cTaTtn4eckom n PUBA3KN.

21. KomaHabl ayTeHTU(pnkaumum MAC

21-1 mac-auth system-auth-control

[aHHas komaHnga ucnonbdyetcs ans rnobanbHoro BkntoveHns MAC-ayteHTudmkaumm. Npu ncnonb3oBaHum

dopMbl No KoMaHZa OTKIHYMT rnobanbHyto MAC-ayTeHTUdmKkaumio.

mac-auth system-auth-control
no mac-auth system-auth-control

MapameTpbl

Het
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Mo ymonyaHuto

Mo ymonuaHuio gaHHas onumsa OTKNIoYeHa.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabl

MAC-ayTeHTMdUKaUMSa — 3TO PYHKUMS, NpeaHasHavYeHHasa ans ayTeHTMduKaumm nonb3oBaTens Ha OCHOBE
MAC-agpeca npu nonbiTke 4OCTyna K ceT Yyepes kommyTaTop. CaM KOMMYTaTop MOXET BbIMOSHATb
ayTeHTUMKaLMIO Ha OCHOBE NOKanbHON 6a3bl JaHHbBIX UK BbINOMHATL NPOLECC ayTeHTUMKaumm ans
KNMEHTOB Ha yaaneHHOM cepBepe C Mcnonb3oBaHnem npotokona RADIUS.

Mpumep

B oaHHOM npumepe nokasaHo, Kak BkounTb MAC-ayTeHTudukaumio rnodansHo.

Switch# configure terminal
Switch{config)# mac-auth system-auth-control
Switch{config)#

21-2 mac-auth enable

[aHHas komaHga ucnonbdyetcs ans BkrtodeHns MAC-ayTeHTUdUKauumn Ha ykasaHHOM UHTepdernice. MNpu
ncnonb3oBaHMM opmbl NO koMaHaa oTknounT MAC-ayTeHTMdUKaumio.

mac-auth enable
no mac-auth enable

MapameTpbl

Het

Mo ymonyaHuto

Mo yMonyaHuio gaHHas onums OTKIYeHa.
Pexxum BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb kOMaHAbI MO YMON4YaHUto
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

KomaHga gocTtynHa TonbKo Anst HACTPOWKK MHTepderica manyeckoro nopta. OHa MOXET NCMOMNb30BaThbCA
ans skrtodeHnss MAC-ayTeHTUMKaumMm Ha yka3aHHOM MHTepdence.
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Take MAC-ayTeHTUdMKaLNA UMEET CneayoLne orpaHuYeHns:

MAC-ayTeHTUMKaLms Ha NOPTY HE MOXET BbITb BKMOYEHa, eCnn Ha JaHHOM MOPTY BKIIOYEHa
dyHKuma Port Security.

MAC-ayTeHTUMKaLms Ha NOPTY HE MOXET BbITb BKMOYEHa, eCnn Ha JaHHOM MOPTY BKIOYEHa
dyHkuua IP-MAC-Port-Binding.

MAC-ayTeHTUdUKaUns Ha NOPTY HE MOXET ObITb BKMOYEHa Ha NopTy, rae HaCTPOeHo
arpervpoBaHuve KaHarnos.

Mpumep

B gaHHOM npumepe nokasaHo, kak BkntounTb MAC-ayTeHTudMkaumio Ha Ethernet 1/0/1.

Switcl
Switcl
Switck

Switcl

1§
1{C
1{c

=

L

o

o

onfigure terminal

nfig)# interface ethernet 1/0/1
nfig-if)# mac-auth enable
onfig-1£)#

21-3 mac-auth password

[aHHas KomaHga ucnonb3yeTcs AN HaCTPOWKU Napons ayTeHTuduKauumn gns nokansHon n RADIUS-
ayTeHTudmkauun. Npn ncnonb3osBaHMm hOpMbl NO KOMaHAa BEPHETCS K 3HAYEHMSM MO YMOSTHaHWIO.

mac-auth password [0 | 7] STRING
no mac-auth password

MapameTpbl

0 (OnumoHaneHo) Maponb B 06bIMHOM TEKCTOBOM Buae. Ecniv He ykasaH Hu 0, Hu
7, N0 ymonyaHuto napornb Byaet B 0ObIYHOM TEKCTOBOM BUAE.

7 (OnumoHanbHO) 3awmndpoBaHHbIA Napornb. Ecnv He yka3aH Hu 0, HK 7, no
ymon4daHuto naponb 6yaeT B 06bIMHOM TEKCTOBOM BUJeE.

password STRING YkaxuTe, 4Tobbl 3agatb napone Ans MAC-ayteHTudukauun. Ecnm ykasaH

naposnb B 06bIYHOM TEKCTOBOM BUAe, AnvHa CTPOKM HE MOXET npeBblllaTb 16
CMMBOIJIOB.

Mo ymonyaHuto

Mo ymonuaHuto naponem ssngaetca MAC-agpec knueHTa.

Pexum BBOga KomaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONYaHUIO

YpoBeHb 12

Ucnonb3oBaHWe KOMaHAbI

Komanga ncnonb3yeTca ona HaCTpOI7IKI/I napornd, ncnonb3dyemoro ans ayTeHTI/I(bVIKaLI,MM nonb3oBaTenemn no

TNy
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MAC-agpecy. Ecnn komaHaa He HacTpoeHa, naposnb Anga ayteHTudmkaumm nonb3oBartensd no MAC-agpecy
Oynet chopmumpoBaH Ha ocHoBe MAC-agpeca. ®opmat MAC-agpeca MoxeT ObiTb HACTPOEH C NOMOLLbIO
komaHabl authentication mac username format.

Mpumep

B naHHOM npuMepe nokasaHo, Kak HacTpouTb naporib MAC-ayTeHTudukaumu.

Switch# configure terminal
Switch{config)# mac-auth password newpass
Switch{contfig)#

21-4 mac-auth username

[aHHas komaHOa ucnonb3yeTcs ANs HaCTPOMKU UMEHU nornb3oBaTens Ans nokanbHon n RADIUS-
ayTeHTudmkauun. Npn ncnonb3oBaHMM hOpMbl NO KOMaHAa BEPHETCS K 3HAYEHMSAM MO YMOITHAHWIO.

mac-auth username STRING
no mac-auth username

MapameTpsbl

STRING YKaxuTe, 4ToObl 3agatb ums nons3osartens Ana MAC-ayteHTudpvkaumm. JnvHa
CTPOKW HE MOXET npeBbiwaTtb 16 cMmMBOMOB.

Mo ymonyaHuto

Mo ymonuyaHuio umeHem nonb3oBaTtens sensetca MAC-agpec knveHTa.

Pexxum BBoga KkomaHAabl

Global Configuration Mode

YPOBeHbKOMaHAbInOyMOnHaHMm

YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

KomaHga ncnonb3yeTcs Anst HACTPONKM MMEHW Nnonb3oBaTtens Ans ayTeHTuduKaumm nonb3osaTenen no
MAC-agpecy. 3To nmsi nonb3oBaTenst UCNoNb3yeTcs ANst ayTEHTUDUKALMM Yepes nokanbHyto 6a3y AaHHbIX
1 yaaneHHble cepBepbl. Ecnn komaHga He HacTpoeHa, UMS Nonb3oBaTend Anst ayteHTudmkaumm oyget
dopmmpoBatbcs Ha ocHoBe MAC-agpeca.

Mpumep

B AaHHOM npumepe nokasaHo, Kak HacTpouTb UMSA nonb3osaTtens ans MAC-ayTeHTudmkauun.

Switch# configure terminal
Switchiconfig)# mac-auth username userl
Switchi{config)#
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21-5 snmp-server enable traps mac-auth

[aHHas komaHnga ucnonb3yeTcs Ans BkrodeHus otnpaskun SNMP-yBegomnenunn ans
MAC-ayTteHTudumkaumn. [Npu ncnonb3osaHmu popmel no komaHaa otkniounT SNMP-yBegomneHus.

snmp-server enable traps mac-auth
no snmp-server enable traps mac-auth

MapameTpbl

Het

Mo ymonyaHuto

Mo ymonyaHuio oyHKUNA OTKoYEHA
Pexxum BBOAa KOMaHAbI

Global Configuration Mode
YpoBeHb kOMaHAbI MO YMONM4YaHUto
YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

Het

Mpumep

B naHHOM nprvmMepe nokasaHo, Kak BKIoUMTb oTnpasky Tpanos and MAC-ayTeHTudgmkaumm.

Switch# configure terminal
Switchi{config)# snmp-server anable traps mac-auth
Switch{config)#

22. KomaHgbl Network Access Authentication

22-1 authentication guest-vian

HdaHHas komaHaa ucnonbdyetca ans Hactponku Guest VLAN. Mpu ncnonssosaHny hopMbl NO KOMaH4a
yaanut Guest VLAN.

authentication guest-vilan VLAN-ID
no authentication guest-vian

MapameTpbl

VLAN-ID Ykaxunte Guest VLAN ang ayteHTudpmkaumm.

Mo ymonyaHuto
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Het

Pexxum BBOAA KOMaHAbI

Interface Configuration Mode
YpoBeHb kOMaHAbI MO YMON4YaHUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

KomaHga He MoxeT ObITb MCMosb30BaHa, ecniv ykasaHHasi VLAN He cylecTByeT B Ka4eCcTBe CTaTU4ECKOM
VLAN. ¥Y3en He MOXeT Nonyuntb JOCTYN K CETU, NMOKa He nNporaeT ayTeHTudukaumo. Ecnn Guest VLAN
HaCTPOeEH, y3ny paspeluaeTtca goctyn Tonbko k Guest VLAN 6e3 npoxoxaeHusa ayteHTudgpmkaumm. Bo Bpems
ayTteHTudpumkaumm, ecnn RADIUS-cepBep HasHavaeT nonb3oBatento VLAN, nonb3oBatens byaet
aBTopusoBaH B HasHavyeHHoM VLAN. HasHauyeHne Guest VLAN u VLAN He genctsyeT Ha nopT trunk VLAN n
nopt tunnel VLAN.

O6bI4HO Ha3HauveHne Guest VLAN n VLAN geincTByeT ANns y3noB, NOAKMOYEHHbIX K HETErMpOBaHHbLIM
noptam. [JaHHbIA yHKUMOHAN He NMPUMEHUM B Criyvae, ecnu y3nbl 0OMeHUBalTCs TerMpoBaHHbIM
Tpadumkom.

Ecnun pexxum y3na (host mode) ayteHTudpmkaumm HactpoeH kak multi-host, nopt 6yaet nobasneH kak Guest
VLAN nopT, a PVID nopta 6ygeTt nameHeH Ha Guest VLAN. Tpaduk, npuxogsawmi n3 Guest VLAN byget
rnepeHanpasneH He3aBUCMMO OT ayTeHTMduKauun. Tpaduk, npuxogawmi ot gpyrux VLAN, 6yoet
oTbpackiBaTbCSs, NOKa He nporaeT ayTeHTUdmkaumio. Korga ognH y3en npoxoanT ayTeHTudukaumio, nopTt
nokmgaet Guest VLAN n 6ypet nobasneH B HasHaveHHyto VLAN. PVID nopta 6yaeTt nameHeH Ha
HasHayeHHyto VLAN.

Ecnu pexum y3na (host mode) ayteHTudmKkaumm HacTpoeH kak multi-auth, nopt 6ynet nobasneH kak Guest
VLAN nopT, u PVID nopTta 6ynet nameHeHn Ha Guest VLAN. Y3anam, koTopbiM pa3speLueH goctyn k Guest
VLAN, 3anpeLueH goctyn k gpyrum VLAN, noka oHM He nporayT ayTeHTudmnkaumo. Korga oanH ysen
npoxoauT ayTeHTudmkaumio, nopt octaHetcs B Guest VLAN, a PVID nopta He OyaeT u3ameHeH.

Ecnun Guest VLAN oTkntoyeHa, nopt BeingeT ns Guest VLAN n BepHeTcs k pogHon VLAN (native). PVID
namenuTca Ha PVID poagHon VLAN.

Mpumep

B naHHOM npumepe nokasaHo, kak ykasaTtb VLAN 5 B kayectBe Guest VLAN.

Switch# configure terminal

Switeh{config)# interface ethernst 1/0/1
Switchi{config-if)# authentication guest-wvlan 5
Switchi{config-if)#

22-2 authentication host-mode

[aHHasa komaHga ncnonb3yeTca O5d YKa3aHUA pexXuma ayTeHTVI(bI/IKaLI,I/IM. I'Ipvl Mncnonb3oBaHNn (bOprI no
KOMaHa BEPHETCA K 3Ha4YEeHUAM MO YMOIYaHUIO.

authentication host-mode {multi-host | multi-auth [vlan VLAN-ID [, | -1I}
no authentication host-mode [multi-auth vian VLAN-ID [, | -1]
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MapameTpsbl

multi-host Ykaxute nopt ans pabotbl B pexxume multi-host. BeinonHsieTcst Tonbko ogHa
ayTeHTudmKaumsi, u Bce XOCTbl, NOAKIHOYEHHbIE K MOPTY OyayT pa3peLleHsbl.

multi-auth YKkaxuTe nopt ansa padotel B pexxume multi-auth. Kaxaein y3en 6yoet
NpoOXoanTb ayTEHTUUKALMIO NHAMBUAYAMLHO.

vlan VLAN-ID (OnumoHanbHo) Ykaxunte VLAN(bI) ayTeHTUdMKaumm. 3170 MOXET ObiTb

nonesHo, ecnuv pasnuyHblie VLAN Ha KomMmyTatope nmerT pasnuyHble
TpebosaHus k ayteHTUmkaumn. MNpu ncnonb3osaHmmn opmel No BCe
VLAN 6yayT yaaneHsbl, eCnm He ykasaHbl KOHKPETHbIE. OTO 3HAYUT, YTO He
BaXHO, 13 kakor VLAN KnueHT, KnueHT byaeTt ayTeHTUuMLMpoBaH, ecnm
MAC-agpec knueHta (Hesasucumo ot VLAN) He ayTeHTUpnLnpoBaH.
Mocne ayTeHTUUKALMM KIMEHTY HE HY)XXHO OyAeT NpoXoanTb NOBTOPHYHO
ayTeHTUukaumio n3 gapyrux VLAN. [aHHas onumsa nonesHa aons
ynpasneHusa ayteHTudgukaumen per-VLAN ansa noptos trunk. Ecnv pexum
ayTeHTUdmKkaumm nopta meHsetca Ha multi-host, npeabigywme VLAN(bI)
ayTeHTUdmKaumm Ha 3ToM nopTy OyayT yaaneHsl.

, (OnumoHanbHO) BeigeneHne cepum unu pasgenenue rpynnsl VLAN ot
npeabiayLen. Npobenbl o 1 nocne 3ansTon HeaonyCTUMBI.

- (OnumnoHanbHO) YkaxuTe ananasoH VLAN. MNpob6enbl 4o v nocne gedumca
HeJonyCTUMBI.

Mo ymonyaHuto

Mo ymonyaHuio ncnonbsyetca multi-auth.

Pexxum BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

Ecnu nopt paboTtaeTt B pexxume multi-host, n ayteHTMdULUMpPOBaH 0auH 13 y3noB, BCeEM APYriM yanam oyget
paspeLueH goctyn k nopty. CornacHo ayteHTudmkaummn 802.1X, ecnv noBTopHas ayTeHTUdmkaums
3aBepLUaeTCs HeygavyHo UM ayTeHTUMLMPOBAHHbIN NOMb30BaTENb BbIXOAUT U3 YYETHOW 3anucu, nopT
Oynet 6nokupoBaTbhCs Ha nepmnod MonyvaHus (quiet period). MNopTt BoccTaHOBUT 06paboTky naketoB EAPOL
nocne nepvoaa MonyaHus.

Ecnu nopt pabotaeT B pexxme multi-auth, kaxxabi y3en JomKeH NpoxoanTb ayTeHTMdUKaLUIO
MHAMBMAOYanbHO ANst 4OCTyna K nopTy. Y3en npeacrasneH ceonm MAC-agpecom. [locTyn eCTb TOMbKO Yy
aBTOPM30BaHHbIX Y3I10B.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HasHauuTb pexum multi-host gna nopta Ethernet 1/0/1.

Switch# configure terminal

Switch{config)# interface ethernet 1/0/1
Switch{config-1f )% authentication host-mode multi-host
Switch{config-1i£f)#
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DGS-3130 Pykoeodcmeo nosnib3ogameris (CLI) Onst ynpasnsiemMoeo cmekupyemMoao KoMMmymamopa 3 ypo8Hs

22-3 authentication periodic

[aHHasa komaHga ncnonb3yeTca OJ14 BKITIOYEeHNA nepnoanyeckoro noBTopeHnA ayTeHTI/I(bVIKaU,VIVI ana nopta.
ﬂle MCnosnb3oBaHUN (bOprI NO KOMaHAda OTKIMKYUT nepunogmnyeckoe noBTopeHne aYTeHTVI(bI/IKaLI,VIVI.

authentication periodic
no authentication periodic

MapameTpbl

Het

Mo ymonyaHuto

Mo ymMonyaHuio onums OTKIKOYEHa.

Pexxum BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

Vcnonb3ynTe KomaHay ANS BKAOYEHUSA NEPUOANYECKOTO NOBTOPEHNS ayTeHTudmkaumm onsa nopra.
Wcnonb3ynte komaHay authentication timer reauthentication gnsa HacTponku Tanmepa NOBTOPHOMN
ayTeHTudukaumm (re-authentication timer).

Mpumep

B oaHHOM npuMepe nokasaHo, Kak BKMYMTL Nepuoanveckoe NoBTOpeHne ayTeHTudmkauum ansi nopta
Ethernet 1/0/1.

Switch# configure terminal
Switeh{config)# interface ethernet 1/70/1
Switchi{config-if)# authentication periodic
Switch{config-i£f)#

22-4 authentication timer inactivity

[aHHas komaHga ucnonb3yeTcs AN HaCTpoWkK Tanmepa 6e30encTBud, No UCTEYEHNN KOTOPOro HEAKTMBHASA
ceccusa byaet 3aBeplieHa. [pu ncnonb3oBaHuUn hopmMbl NO KOMaHAa OTKNIOYMT Tanmvep 6e3nencTeng.

authentication timer inactivity {SECONDS}
no authentication timer inactivity

MapameTpbl

SECONDS YKkaxuTe Bpemsi, Nocne KOTOPOoro HeakTuBHas ceccus byaeT 3aBepLueHa.
HoctyneH gnanasoH 3HadeHun ot 120 go 65535.
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Mo ymonyaHuto

Mo ymonyaHuIo onums OTKMYeHa.

Pexxnm BBoga KoMaHAbl

Interface Configuration Mode

YpoBeHb kKOMaHAbI MO YMON4YaHUto

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

Ecnu Tanmep 6e34eicTBUSA HAaCTPOEH, Ceccusl nNonb3oBaTtens byaeT 3aBepLleHa, ecnun ceaHc He byaeT
paboTaTb B TeYEHME HACTPOEHHOrO Nnepuoaa BpemeHun. Tanvep 6esgencteunga (inactivity timer) gpormkeH ObiTb
MeHbLLEe, YeM 3Ha4YeHne Tanmepa, HaCTPOEHHOro ¢ MOMOLLBLIO kKoMaHAbl authentication timer reauthentication.
Mpumep

B naHHOM npumepe nokasaHo, Kak HacTpouUTb 3HadYeHne Tanmepa 6esaericteus 240 ansa Ethernet 1/0/1.

Switch# configure terminal

Switchi{config)# interface ethernet 1/0/1
Switchi{config-if)# authenticaticn timer inactiwvity 240
Switchi{contig-1f)#

22-5 authentication timer reauthentication

[aHHasa komaHga ncnonb3yeTcs Ans HAaCTPONKK TanMepa, No MCTeYeHUn KoToporo ByaeT Heobxoammo
NPOWTM NOBTOPHYIO ayTeHTUdUKauuio. MNMpu ncrnonb3osaHnmM opMbl N0 KOMaHAa BEPHETCH K 3HAYEHUSAM MO
YMON4YaHuio.

authentication timer reauthentication {SECONDS}
no authentication timer reauthentication

MapameTpbl

SECONDS YKkaxuTe Bpemsi, nocne Kotoporo byaet HeobxoammMo NponNTN NOBTOPHYHO
ayTeHTudpumkaumio. [loctyneH ananasoH 3HadeHun ot 1 oo 65535.

Mo ymonyaHuto

Mo ymonuyaHuto ncnonedyetca 3HadeHme 3600 cekyHA,.
Pexxum BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YposeHb 12
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Ucnonb3oBaHMe KOMaHAbI

KomaHaa ncnonb3yeTcs Ans HAaCTPOWKM Tanmepa, NO UCTeYEeHUU KOToporo ByaeT HeobxoamMMo NpPonTn
NOBTOPHYt0 ayTeHTudmKaumio. Ncnonb3yiite komaHgy authentication periodic ons toro, 4To6bI
onpegenuTb, OyaeT Ny NpoM3BOaNTLCS MOBTOPHAS ayTeHTUdMKaUUS.

Mpumep

B gaHHOM npumMepe nNokasaHo, Kak HaCTpPOUTb 3HaYeHne TanmMmepa NOBTOPHOW ayTeHTudmkaumm 200 ans
Ethernet 1/0/1.

Switch# configure terminal

Switch{config)# interface ethernet 1/0/1

Switchi{config-if)# authenticaticon timer reauthentication 200
Switch{config-1£)#

22-6 authentication timer restart

[aHHas komaHada ncnonb3yeTcs Anst HACTPOWKK TanMepa, N0 UCTEYEHMU KOTOPOro CTaHET BO3MOXHA
NnoBTOpPHas ayTeHTUMKauna nocrne nocnegHen HeyaayHon nonbiTkn. Npu ncnonb3oBaHmMm oopmbl O
KOMaHOa BEPHETCH K 3HAYEHUSIM MO YMOSYaHUIo.

authentication timer restart SECONDS
no authentication timer restart

MapameTpbl

SECONDS YKkaxute Bpems, No UCTEYEHMM KOTOPOro CTaHET BO3MOXHA NOBTOpHas
ayTeHTudmkaumsa. [JoctyneH ananasoH 3HavyeHun ot 1 go 65535.

Mo ymonyaHuto

Mo ymonuyaHuto ncnonbdyetca 3HadeHme 60 cekyHa.
Pexxum BBOAAa KOMaHAbI

Interface Configuration Mode

YpoBeHb kKOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

KommyTaTtop 6yaet B pexmume monyaHus (Quiet State) nocne HeygayHowm nonbiTkM ayTeHTUdmKaumm oo
NCTEYEHNs BpEMEHN Tanmepa.

Mpumep

B naHHOM nprvmMepe nokasaHo, Kak HaCTpOoUTb 3HadYeHue Tanmepa NOBTOPHOMW ayTeHTudukauumn 20 ons
Ethernet 1/0/1.
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Switch# configure terminal

Switchi{config)# interface ethernet 1/0/1
Switch{config-if)# authentication timer restart 20
Switch{contfig-if)#

22-7 authentication username

[daHHas komaHaa ncnonb3yeTcs Ans co3gaHus Nonb3oBaTens B NokanbHOW 6ase AaHHbIX ayTeHTudukaumu.
Mpu ncnonbsoBaHun opmbl NO KOMaHAa yaanuT nonb3oBaTtens u3 nokansHon 6ase AaHHbIX
ayTeHTuduKaumun.

authentication username NAME password [0 | 7] PASSWORD [vlan VLAN-ID]
no authentication username NAME [vian]

MapameTpbl

NAME Ykaxunte nmsa nonb3oartensi, cocrtosiiee He 6onee, 4eM 13 32 CMBOIIOB.

0 (OnumoHaneHo) MNMaponkb B 06bIMHOM TEKCTOBOM Buae. Ecnu He ykasaH Hu 0,
HM 7, N0 ymMonuaHuio naponemM 6yaeT obbIYHbIN TEKCT.

7 (OnumoHanbHo) 3awmndpoBaHHbIA Napornb. Ecnv He ykasaH Hu 0, Hu 7, no

yMOJ4aHuio naporiem 6yaeT 0GblYHbIN TEKCT.

password PASSWORD  YxaxwuTe, 4Tobbl 3agatb naponb ans MAC-ayteHTudumkaunn. Ecnm ykasaH
naponb B 0ObIYHOM TEKCTOBOM BUAE, ANMHA CTPOKU HE MOXET NpeBbiwaTth 32
cumBorna.

vlan VLAN-ID (OnumoHanbHO) YkaxuTe, 4Tobbl HasHaunTbL VLAN.

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbl

Global Configuration Mod

YpoBeHb kKOMaHAbI MO YMONM4YaHUIo
YpoBeHb 15

Ucnonb3oBaHue KoMaHAbI

[aHHas KomaHga ucnonb3yeTcs ANs HaCTPOMKKU NokanbHOM 6a3bl AaHHbIX ANs ayTeHTudurkaumm
nonb3oBaTenen.

Mpumep

B oaHHOM Npumepe nokasaHo, Kak co3aaTh foKanbHYH YYETHYI0 3annchk C UMEHeM nosnb3oBaTtens usert un
naponem pass1.

Switch# configure terminal
Switchi{config)# auvthentication username userl password passl
Switch{config)#
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22-8 clear authentication sessions

JaHHasa komaHaa vcnonb3yeTcs Ans yaaneHus Ceccuin ayTeHTudmKaumn.

clear authentication sessions {mac | wac | dot1x | all | interface INTERFACE-ID [mac | wac |
dot1x] | mac-address MAC-ADDRESS}

MapameTpbl

mac Ykaxute ansa yganeHus scex MAC-ceccui.
wac Ykaxute ansa yganexus scex WAC-ceccui.
dot1x YkaxuTe ans yaaneHus scex ceccun dot1x.
all Ykaxute Ansa yoaneHus Bcex CeCCUmn.
interface INTERFACE-ID Ykaxute ons yaaneHus ceccui nopTa.

mac-address MAC-ADDRESS YxaxuTe Ans yaaneHusi BCeX CECCU OnpeaeneHHoro nonb3oBaTens.

Mo ymonyaHuto

Het

Pexxum BBoAa KOMaHAbl

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO yMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

KomaHga ncnonb3yeTcs Anst yoaneHus ceccuin ayTeHTUuduKkaLmn.

Mpumep

B naHHOM npumepe nokasaHo, Kak yaanutb ceccumn ayteHTudukaumm Ha Ethernet 1/0/1.

Switch# clear authentication sessions interface ethernet 1/0/1

Switch#

22-9 authentication username mac-format

[aHHas komaHga ucnonb3yetcsa Ansa HacTporiku popmata MAC-agpeca, KoTopbin ByaeT ncnonb3oBaThCs
npu ayteHTugukaumm yepes RADIUS-cepBep B kauecTBe MMeHu nonb3osartend. [Npu ncnons3osaHum
¢opMbl NO KOMaHAa BEPHETCS K 3HAYEHUSIM MO YMOMYaHUI0.

authentication username mac-format case {lowercase | uppercase} delimiter {hyphen | colon |
dot | none} number {1 | 2 | 5}
no authentication username mac-format

MapameTpsbl
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lowercase Mpwn ayteHTndmkaumm RADIUS dopmaT nmenn nonb3oBaTtens dyget
BbIMMS4eTh creayowmm obpasom: aa-bb-cc-dd-ee-ff

uppercase Mpwn ayteHTndmkaumm RADIUS dopmaT nmenn nonb3osaTtens dyaet
BbIrMsAgeTb cneayowmm obpasom: AA-BB-CC-DD-EE-FF

hyphen YkaxuTte, 4Tobbl MCNONb30BaTh «-» B KayecTse pasgenutens. dopmat
Oyoet BbirngaeTs cnenytowmm obpasom: AA-BB-CC-DD-EE-FF

colon YkaxuTte, 4Tobbl MCNOMNb30BaTh «:» B kKayecTBe pasgenutens. dopmat
Oynet BbirngaeTs criegytowmm obpasom: AA:BB:CC:DD:EE:FF

dot YKaxuTe, 4ToObl UCMONb30BaTh «.» B KayecTee pasgenutens. Popmar
OygeT BbirnsgeTs criegytowmm obpasom: AA.BB.CC.DD.EE.FF

none YkaxuTe, 4Tobbl He UCMONb30BaTh 3HaK pasaeneHus. ®opmat Gyaert
BbIMMsAeTb criegyowmm obpasom: AABBCCDDEEFF

number YKaxkuTe KonmyecTBo 3HaKOB pasgeneHuns. [JocTynHbl cnegytowme onumm:
1: oguH pasgenutens; popmat: AABBCC.DDEEFF
2: nBa pasgenuTens; popmat: AABB.CCDD.EEFF
5: natb pasgenutenen; popmat: AA.BB.CC.DD.EE.FF
Ecnu BbIGpaH napameTp none, 3HaKW pa3gernieHns orpaHudmTene He
OyaoeT Mcnonb3oBaTbCs.

Mo ymonyaHuto

Mo ymonuanuio ans MAC-agpeca ayTeHTudMKaumm ncnonb3ytoTcst 6onbLuve O6yksbl.
Mo ymonuaHuto 3HakoMm pasgeneHus MAC-agpeca ayTeHTUdMKaLUKN 9BRSETCH ToYKa.
Mo ymonuaHuto ncnone3yetca ABa 3Haka pasgenerHus MAC-agpeca ayTeHTUuKaLmm.
Pexum BBoaa komaHAabIl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

KomaHaa ucnonb3yeTcs Ans HacTponku chopmaTa MMeHu nonb3osatensd Ha ocHoBe MAC-agpeca,
ncnonb3yemoro npu ayteHtudumkaumm RADIUS nnn gna IGMP Security.

Mpumep

B naHHOM npumepe nokasaHo, Kak HacTpouTb hopMaT uMeHun nosnb3oBaTensi Ha ocHoBe MAC-agpeca.

Switch# configure terminal
Switchiconfig)# avthentication username mac-format case uppercase delimiter hyphen number
Switchi{config)#

22-10 authentication compauth mode

[aHHas komaHga ucnonb3yeTcsa Ans ykasaHus pexuma Compound Authentication Mode. Mpu
NCNonb308aHMM HOPMbI NO KOMaHAa BEPHETCS K 3HAaYEHUSM N0 YMOMYaHUIO.
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authentication compauth mode {any | mac-wac}
no authentication compauth mode

MapameTpbl

any YkaxuTe Ans gonycka, ecrnv gonyLueH noboi 3 MeToaos
ayTeHTumkaumm (802.1X, MAC-based Access Control u WAC).
Ecnu gaHHbI napameTp ucnonbayetcd, Ho MAC-based Access Control
oTKMoYeHo, a 802.1X Bkrno4eHo, To BCe paBHO ByaeT Heobxoanuma
ayTeHTUbmkauusa 802.1X.

mac-wac YkaxuTe, 4Tobbl cHavana nposoaunack nposepka MAC-based Access

Control. Ecnu knneHT npowwen ayteHTudukauyuo MAC, WAC bynet
ponyuweH. O6a meToaa ayTeHTUMKaLNM SOIMKHbI ObITb MPONAEHbI, YTOObI
ayTeHTUmKaums cumTanach ycneLwHow.

Ecnu ncnonbayertcs gaHHbI napameTp, AOCTyn OyaeT rapaHTMpOBaH
nocne Toro, Kak ABa Metoaa ayTeHTudukauumn 6yayT ycnelHo NnpongeHsi.
Ecnu ognH 13 metogoB ayTeHTudumkauum He 6bin NpoaeH, B 4OCTyne
OygeT oTkasaHo. Ecnn coctosiHve ayTeHTduKaumMm Ha nopTy unm
rmobanbHO BKIOYEHO, B JOCTYyNe Takke byaeTt oTkasaHo. Nocne
ayTeHTUdmKaummn, nHpopmaumsi 06 asTopusauum 6ygeTt ncnonb3oBaTbCs
n3 mogyns WAC.

Mo ymonyaHuto

Mo yMonyaHuio MCMomb3yeTca onuusa any.

Pexum BBoaa KoMaHAbI

Interface Configuration Mode

YPOBeHb KOMaHAbl N0 yMon4aHUr

YpoBeHb 12

Ucnonb3oBaHWe KOMaHAbI

Vcnonb3yinTe aaHHyto KoMaHay, YToObl BKIHOUYUTL MW OTKIMKOUYUTL MEeToAbl ayTEHTUDUKAUMM Ha U3NYECKUX
noprax.

Mpumep

B naHHOM npumMepe nokasaHo, Kak HaCTpoUTb pexum mac-wac anst Ethernet 1/0/1.

Switchfconfigure terminal

Switchi{config)#interface esthernet 17071
Switch{config-if)#authentication compauth mode mac-wac
Switchi{config-1£)#

22-11 authentication max users

[aHHasa komaHga ncnonb3yeTca ona HaCTDOIZKI/I MaKCMalibHOro Konn4yecrtea ayTeHTI/Id.)I/ILI,I/IpOBaHHbIX
nonb3oBaTenen Ans BCEN CUCTEMbI UNK AN nopTa. I'Ipvl Mcnonb3oBaHUn (bOprI Nno KOMaHaa BEPHETCA K

3Ha4YeHNAM Mo YMONM4YaHUIo.
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DGS-3130 Pykoeodcmeo nonb3ogeamens (CLI) dns ynpaensemoao cmeKkupyemMoao KoMMmymamopa 3 ypoeHsi

authentication max users NUMBER
no authentication max users

MapameTpbl

NUMBER YKaxuTe, 4ToObl 3a4aTb MakCMMarnbHOE KONMMYECTBO ayTEHTUMULMPOBAHHBLIX
nonb3oBatenen. [loctyneH ananasoH 3HavyeHun ot 1 o 4096.

Mo ymonyaHuto
Mo ymonyaHuto orpaHUYeHui HeT.
Pexxum BBoaa KomaHAabl

Global Configuration Mode
Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMONM4YaHUIo
YpoBeHb 12
Ucnonb3oBaHue KOMaHAbI

KomaHga moxeT ucnonb3oatbes B pexxume Global Configuration Mode n Interface Configuration Mode.
Ecnun komanga HacTpoeHa B pexume Global Configuration Mode, 3agaeTtcst orpaHn4yeHne MakCuMarnbHOro
KOnM4ecTBa nosb3oBaTerien Ha BCIO CUCTEMY.

Ecnu komanga HactpoeHa B pexume Interface Configuration Mode, 3agaetcs orpaHMyeHne MakcMmMarnbHOro
Konum4ecTBa nornb3oBaTtenemn Ha nHTepagenc.

MakcmumansHoe Yncno nonb3oBaTtenen BkniovaeT nonb3osaTtenen 802.1X, MAC-based Access Control n
WAC.

Takke KOMaHAa UMeeT criegytoLLee orpaHnYeHue:

* Ecnun HoBoOe 4MCno MakcMManbHOro KonmM4yecTBa nonb3oBaTenen MeHblUe, Yem TeKyllee Konm4ecTeo
nonb3oBaTenen, kKomaHaa 6yp,eT OTKITOHEHA, 1 NoSIBUTCS coo0LeHne 06 onbke.

Mpumep

B OaHHOM npuMepe nokasaHo, Kak Ha3Ha4YnTb MakcnumMaribHOe KOfinM4ecTBO ayTeHTVICbI/ILI.I/IpOBaHHbIX
nonb3oBaTenen Ans CUCTEMbI.

Switch# configure terminal
Switch{config)# authentication max users 256
Switchi{contfig)#

22-12 authorization disable

[daHHas komaHaa ucnonb3yeTcs Ans OTKIHYEeHUS NprueMa aBTopM3oBaHHON KoHdurypauuu. [MNpu
Mcnonb3oBaHnM OPMbl NO KOMaHAa BKIIOYNT NPUHATUE aBTOPU30BAHHON KOHUrypauun.

authorization disable
no authorization disable

MapameTpbl

Het
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Mo ymonyaHuto

Mo ymonyaHuio gaHHasi onums BKIOYEHa.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMONYaHUo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

KomaHaa ncnonb3yeTcs Anst BKIYEHUS MU OTKITIOYEHWS MPUHATUS aBTOPU30BaHHOW KoHdurypauun. Ecnn
aBTOpM3auus BKITOYEHa ANs ayTeHTudurkaumm, aBTopusoBaHHble atpnbyTel (Hanpumep, VLAN, npuoputet
802.1p no ymonyanuio, Bandwidth (nonoca nponyckanus) n ACL (cnucok ynpaBneHusi OCTYNom)),
Ha3HadeHHble RADIUS-cepBepom, ByayT NpuHSATLI, ECNK BKIKOYEHO COCTOsAHME aBTopu3auun. Bandwidth
(nonoca nponyckaHus) n ACL (cnucok ynpaBneHust 4OCTYNOM) Ha3HavyarTcs Ha OCHoBe nopTa. B pexume
multi-auth VLAN 1 802.1p HasHa4aloTca Ha OCHOBe y3na.

Mpumep

B naHHOM npmumepe nokasaHo, Kak OTKIMH4YNTb COCTOAHME aBTOpU3aUnn.

Switch# configure terminal
Switchi{config)# no avthorization disable
Switch{config)#

22-13 show authentication sessions

[daHHas komaHaa ncnonb3yeTcd Ans NpocmoTpa nHdopMauumn 06 ayteHTudmkaumm.

show authentication sessions [mac | wac | dot1x | interface INTERFACE-ID [, | -] [mac | wac |
dot1x] | mac-address MAC-ADDRESS]

MapameTpbl

mac (OnuuoHanbHOo) YkaxuTe ans otobpaxeHus scex MAC-ceccui.
wac (OnuuoHanbHOo) YkaxunTe anst otobpaxeHus scex WAC-ceccui.
dot1x (OnuuoHanbHO) YKaxuTe anst otobpaxeHus Bcex ceccun dot1x.
interface INTERFACE-ID (OnumoHanbHO) YkaxuTe nNopT Ansi oToOpaxeHus.

, (OnuuoHanbHo) BelgeneHne cepum nHTepencos nnm pasgeneHue
rpynnel HTEpdENCOB OT NpeaplayLien. MNpobenbl 4o 1 Nocrne 3ansaTon
HeJonyCTUMBI.

- (OnuuoHanbHO) YkaxunTe aManasoH nHTepdericos. MNMpobensl 4o 1 nocne
Aeduca HegonycTUMBI.

mac-address MAC-ADDRESS (OnuuoHanbHo) YkaxuTe ans otobpaxeHus onpeaeneHHoro
nonb3oBarerns.

Mo ymonyaHuto
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Het
Pexunm BBOoga KoMmaHAbI

User/Privileged EXEC Mode
TTrobon pexxum koHdurypaumm

YpoBeHb KOMaHAbI MO YMONM4YaHUo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

Wcnonb3ynte komaHay 6e3 napameTpoB, YTODObI BKITHOYMTL OTOOpaXKeHMe CeCCUn Co BCEX NMOPTOB.
Mpumep

B naHHOM npumMepe nokasaHo, Kak BKITHUMTL oToOpaxkeHne ceccun Ha Ethernet 1/0/1.

Switch# show authentication sessicns interface ethernet 1/0/1

Interface: ethl/0/1

MARC Address: 00-16-7&6-35-1n-38
Authentication VLAN: 1
Euthenticaticn State: Success
Aecounting Sessicn ID: Q0000000Q00CE
Authentication Username: wac
Client IP Address: 10.90.90.9

Aging Time: 3530 sec

Methoa State

WEB-based Rccess Control: Success, Selected
Tetal RButhenticating Hests: 0O
Total Buthenticated Hosts: 1
Total Blocked Hosts: O

Switch$

OTo6paxaemble napaMeTpbl

Interface MpuHMMatloLWwmii MHTepdenc yana ayTeHTudukaumm.
MAC Address MAC-agpec y3na ayteHTudmkaumm.
Authentication VLAN NcxopgHas VLAN Havana ayTeHTUdMKauum yana.
Authentication State CocTtosiHue ayTeHTUdUKaumm yana.

Start — npuHMMaeTcs y3en, Ho He BbINo Havana ayTeHTuduKaLmmn
Initialization — nctouHuk aytTeHTUdMKaLUKM rOTOB, HO HOBas
ayTeHTUmrKaumns He Ha4YMHaeTcs

Authenticating — y3en npoxoauT ayteHTUdMKaLuUIO

Failure — owinbka ayteHTUdMKaunm

Success — y3en npowuen ayTeHTMdnKauuio

Accounting Session ID ID ceccum y4eTHOM 3anmcK, KOTOPbIA UCNoNb3oBancsa Ang yyeta nocne
ayTeHTUmkaumm.
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Authentication Username Wms nonb3oBatens yana. HegoctynHo, noka y3en BbibpaH ansa MAC-Auth.

Client IP Address AJpec accouMMpoBaHHbIX KNMEHTOB. [IOCTyNeH TONbKO ecnn y3ern BoibpaH
ans Web-Auth.

Assigned VID HasHayeHHbIn VLAN ID, paspelleHHbIn nocne npoxXoXxaeHUs y3nom
ayTeHTUurKaumm.

Assigned Priority HasHayeHHbIN NpuopuTeT, paspeLleHHbIN Nocne NPOXOXAEHNS Y3IOM
ayTeHTUurKaumm.

Assigned Ingress Bandwidth HasHauyeHHbI BXxoa, paspeLleHHbIN Nocne NpoXoXaeHUs y3rnom
ayTeHTudurkaumm.

Assigned Egress Bandwidth HasHauyeHHbIV BbIX0A, pa3peLLeHHbIN NOCcne NPOXOXKAEHUS Y3NoM
ayTeHTuurkaumm.

Method MeTopg ayteHTudmKauum, Hanpumep, 802.1X, MAC-Auth, Web-Auth n T.4.

State CocTtosiHne metoga ayTeHTMdUKauum.
Authenticating — y3en npoxoauTt ayTeHTUUKaLNIO C MOMOLLbIO JaHHOIo
mMeToda
Success — y3en npowen ayTeHTUgmrKaumio ¢ NOMOLLbIO AaHHOTO MeToAda
ayTeHTudukaumm

Selected — pesynbtart ayTeHTUMKaLMKM JaHHOrO MeToaa, 6epeTca n
aHanusmpyeTtcsa cuctemon ans ysna.

Failure — y3en He npowen ayTeHTUdMKaUmo C NOMOLLbIO AaHHOro MeToAa
No Information — nHgopmanmsa 06 ayteHTUMKaumm HegoCcTynHa.

Aging Time/Block Time Aging Time — Bpems cTapeHus, Nnepro BpeMeHN, BO BPEMSA KOTOPOro
ayTeHTUMUMpOBaHHbIV y3en ByaeT CoxpaHATbLCA B
ayTEHTUPULMPOBAHHOM COCTOSAHMU. 10 UCTEYEHUN AaHHOTO BpEMEHN Y3en
OyOeT BO3BpaLLleH B HE ayTEHTUMULMPOBAHHOE COCTOSAHME.

Blocked Time — ecnu y3en He cMOr NpoNTK ayTeHTUdUKaLmio,
cnepyoLlasi nonbiTka He HAYHETCS, NMOKa He UcTeveT BpemMsi GIIOKMPOBKMY,
€CIn TOMbKO nonb3oBaTernb HE OMUCTUT COCTOSIHME BBOoAaA entry state
BPYUHYIO.

Idle Time OcraBLueecs Bpems ceccun ayteHTUdMKaumm, Kotopoe ByaeTt 3aBepLUeHo,
€CIN1 Ceccus HeakTBHA B TEYEHNE HAaCTPOEHHOIo Nepnoaa BpeMeHu.
HoctynHo Tonbko ansa ceccuin WEB.

802.1X Authenticator State CoctosiHne ayteHTndukatopa PAE 802.1X: BO3MOXHbI criegytoLime
3HavYeHus:
INITIALIZE — ayTeHTudMKaTOp B Npouecce MHUUManmsauumn n oxmaaet
3anpoCcoB Ha ayTeHTUdUKaLmIO.
DISCONNECTED — nHnumannsaumsi 3aBepLieHa, Ho HM 0gHO
3anpaluMBaroLLee YCTPOMNCTBO HE MOOKIHOYEHO K MOPTY.
CONNECTING - kommyTaTop 00Hapyxun, 4To 3anpaluMBatoLliee
YCTPOMCTBO noakntoyaeTtcs kK nopty. PAE npovsBeaeT nonbITKy YCTaHOBUTb
NOAKMIOYEHME C 3anpallvBaoLLNM YCTPONCTBOM.
AUTHENTICATING — 3anpaluuBatoLlee yCTpONCTBO NPOXOauT
ayTeHTuurKaLumio.
AUTHENTICATED - ayTeHTucmkatop ycnewHo ayTeHTudmumposan
3anpatluumBatoLLee yCTpoMUCTBO.
ABORTING — npoueaypa ayTeHTMdUKaLnm npexneBpeMeHHO OTMEHEHA
n3-3a 3anpoca Ha NoBTOPHYI0 aBTopM3aumto, kagpa EAPOL-Start, EAPOL-
Logoff unu Tanm-anta ayteHTUdMKaLmK.
HELD — kommyTaTtop urHopupyeT unun otbpaceiBaet Bce EAPOL-nakeThl
ONA 3aWmMThl OT aTak. B JaHHOe COCTOSIHME MOXHO NEPENnTN N3 COCTOSHMSA
AUTHENTICATING nocne owmnbkun ayteHTudukaumm.
FORCE_AUTH - 3anpalumBatolLLiee yCTPOMCTBO BCerga asTopnsoBaHo
FORCE_UNAUTH - 3anpawmBatoLLee yCTPOUCTBO BCeraa He
aBTOPM30BaHO.
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M ONLINE STORE

802.1X Backend State

CoctosiHne Backend PAE 802.1X. Bo3amoOXHbI cnegytoLwme 3HavyeHus:
REQUEST - kommyTaTop nony4yun naket EAP-3anpoca o1 cepsepa
ayTeHTudurKauum, 1 oTNpaBun NakeT 3anpalunBaroLLeMy YCTPONCTBY B
kayectBe EAPOL-nHKkancynnupoBaHHOro kagpa.

RESPONSE - kommyTatop nonyunn EAPOL-nHKkancynmpoBaHHbIN NakeT
EAP-oTBeTa oT 3anpalumBatoLLero yctponctaa u otnpasun EAP-naket
cepBepy ayTeHTuduKaumm.

SUCCESS - cepBep ayTeHTMdUKaLUM NOATBEPANS, YTO 3anpalumBaiolLee
YCTPOWCTBO SBMSieTCA AOoNYyCTUMbIM KnneHTom. Backend ysegomut
ayTteHTudumkaTop PAE 1 3anpalumnsaroLlee yCTpOMUCTBO.

FAIL — cepBep ayTeHTUpMKaLMM NnoaTBEPANN, YTO 3anpalunsaoLlee
YCTPOMCTBO ABNAETCH HeonyCTUMbIM KnMeHToM. Backend ysegomunt
KOHeuYHbIn aBToMaT ayTeHTudukaTop PAE 1 3anpalumsatoLlee yCTPOWCTBO.
TIMEOUT — Ha cepBepe ayTeHTUdUKaLmm nnv sanpalumsaroLem
YCTPOUCTBE €CTb TaM-ayT.

IDLE — komMyTaTOp OXMAaeT Hayana HOBOW Ceccumn ayTeHTUdukaumn.
INITIALIZE - ayTeHTUdMKaTOp NPOM3BOAUT MHULMANM3aUNIO.

23. KomaHab! Port Security

23-1 clear port-security

[aHHasa komaHga no3sonsieT yoanntb JUHaMUYeCKN N3yHeHHbIe GesonacHble MAC-a,qpeca.

clear port-security {all | {address MAC-ADDR | interface INTERFACE-ID [, | -]} [vlan VLAN-ID]}

MapameTpbl

all

YkaxuTte, 4TobObl yaanuTb Bce AMHAMUYECKN M3ydyeHHble Ge3onacHble MAC-
apgpeca.

address MAC-ADDR

YkaxuTe, 4Tobbl yAanuTb ykasaHHble AUHAMUYECKN U3yYeHHble Ge3onacHble
3anucu Ha ocHoBe BBeaeHHoro MAC-aapeca

interface INTERFACE-ID

YkaxuTte, 4ToObl yaanuTb BCe AMHAMNYECKN M3yYeHHble BesonacHble
3anMcy Ha ykasaHHOM MHTepdelice.

(OnumoHanbHO) BeigeneHne cepym nHTepdencos nnv pasgeneHme rpynnol
nMHTepdencos ot npegpiayLien. Npobensl 4O 1 Nocne 3ansaTon
HeaonyCTUMBI.

(OnumoHankbHo) YkaxuTe ananasoH nHtepdencos. Mpobenksl Jo 1 nocne
aeduca HegonycTUMBI.

vlan VLAN-ID

YkaxuTte, 4Tobbl yaanuTb AMHAMUYECKN U3yYeHHbIe 3anncu, N3ydeHHble B
ykasaHHon VLAN.

Mo ymonuaHuio
Het
Pexxum BBOga KomaHAbl

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMOJTYaHUIO

https://tm.by
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YposeHb 12
Ucnonb3oBaHne KoMmaHAbI

KomaHga no3sonseT yaanuTb aBTomaTuyeckn nsydyeHHole 6esonacHele MAC-agpeca, kak AuHamudeckme,
TaK U NOCTOSIHHbIE.

Mpumep
B oaHHOM npuMepe nokasaHo, Kak yaanutb onpegeneHHbin 6e3onacHbli agpec n3 tabnuubl MAC-agpecos.

Switch# clear port-security address 0080.0070.0007

Switch#

23-2 show port-security

[aHHas komaHga ncnonb3yeTcs Ans NPocMoTpa TekyLwmux HacTpoek Port Security.
show port-security [[interface INTERFACE-ID [, | -]] [address] | vlan VLAN-ID [, | -1

MapameTpsbl

interface INTERFACE-ID (OnumoHanbHO) YkaxuTe ID uHtepderica, KOTopbii HE0O6XOAUMO
oTObpasnTb.

(OnumnoHanbHO) BeigeneHne cepmum nHTepgencoB nnu pasgeneHme rpynneoi
nHTepdencos ot npegpiayLen. Npobenbl 4o 1 Nocne 3anaTon
HeJonyCTUMBI.

- (OnumoHankeHo) YkaxunTte gmanasoH nHtepdencos. MNMpobensl 4o n nocne
Aecdurca HegonycTUMBI.

address (OnumoHanbHO) YkaxuTe anst otobpaxeHus 6esonacHeix MAC-agpecos,
BKITIOYAs HACTPOEHHbIE U N3YYeHHbIE afpeca.

vlan VLAN-ID (OnumoHanbHO) YkaxuTe anst otobpaxeHus HacTpoek Port Security ans
VLAN.

(OnumoHaneHo) Beigenenne cepun VLAN vnu pasgenexume rpynnsl VLAN
oT npeablayLen. Mpobernbl 40 1 Nocne 3anaTon HeJonyCTUMBI.

- (OnumoHanbHo) YkaxuTte guanasoH VLAN. MpoGenbl Ao n nocne geduca
HeaonyCcTuMbl.

Mo ymonyaHuto
Het
Pexxum BBOOa KomaHAabI

User/Privileged EXEC Mode
JTriobon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI
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KomaHpaa ucnonb3ayeTcs Ans oTobpakeHus TekyLmx HacTpoek Port Security.

Mpumep
B naHHOM npumepe nokasaHo, Kak BKITHUMTbL 0TobpaxkeHne HacTpoek Port Security ans Ethernet ¢ 1/0/1 no
1/0/3.
Switch#show port-security interface ethernet 1/0/1-3
D:Delete-on-Timeout P:Permanent
Interface Max Curr Violation Violation Security Admin Current
Ho. Ho, Ho, Act., Count Mode State State
ethl/0/1 5 2 Bestrict 0 I Emabled Forwarding
ethl/0/2 14 14 Shutdown 0 ! Enabled Err-disabled
ethl/0/3 1 a Shutdown 0O P Disabled -
Switch#

23-3 snmp-server enable traps port-security

HaHHas komaHaa ncnonb3yeTcs Anst BkrtoveHust otnpaskn SNMP-yBegoMneHun npu obHapyxeHum
dyHKUMoHanom Port Security Hegonyctumbix agpecos. [py ncnons3oBaHMm opMbl NO KOMaHAa OTKITHOYUT
oTtnpaBky SNMP-yBegomneHui.

snmp-server enable traps port-security [trap-rate TRAP-RATE]
no snmp-server enable traps port-security [trap-rate]

MapameTpbl

trap-rate TRAP-RATE (OnumoHanbHO) YKaxknte Konn4ecTBO TpanoB B cekyHay. [locTyneH
avnanasoH 3HadyeHunn ot 0 go 1000. 3HayeHne no ymonyaHuio 31 o3Havaer,
yto SNMP-Tpan GyaeT reHepupoBaTbCS ANS KAXA0ro HapyLLIeHUs
©esonacHocTw.

Mo ymonyaHuto

Mo ymonyaHuio oyHKUMS OTKIIOYEHa.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

KomaHnga mcnonb3yeTcs A5is BKIYEHUs Unn oTkNioveHus otnpasku SNMP-yBegomneHuii npu obHapyeHnn

dyHKunoHanom Port Security HegonycTuMbIX agpecoB
Mpumep
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B gaHHOM npumepe nokasaHo, Kak BKMYMTb OTNPaBKy TpanoB npu obHapyxeHun dyHkumoHanom Port
Security HegonyCTUMbIX agpecoB U YCTaHOBUTbL KONMYECTBO TPanoBs B CEKyHAY, paBHoe 3.

Switch# configure terminal
Switch(config)# snmp-server enable traps

port—security
Switch(config)# snmp-server snable traps P«

ort—security trap-race 3

Switch (config) #

23-4 switchport port-security

[aHHas KomaHga ucnonb3yeTcsa Ans HacTporiku napameTpoB Port Security, 4YTOGbI OrpaHMYNTL KONMYECTBO
nonb3oBaTenen, KOTOPbIM paspeLleH AoCcTyn K NopTy. Micnonb3ynte dhopmMy no 3ToM KOMaHAb! And
oTkntoveHus Port Security nnun yganenns 6esonacHoro MAC-agpeca.

switchport port-security [maximum VALUE | violation {protect | restrict | shutdown} | mode
{permanent | delete-on-timeout} | mac-address [permanent] MAC-ADDRESS [vlan VLAN-ID]]

no switchport port-security [maximum | violation | mode | mac-address [permanent] MAC-
ADDRESS [vlan VLAN-ID]]

MapameTpbl

maximum VALUE (OnumnoHanbHO) YKkaxuTe MakcuMarbHOe YMCHOo paspeLUeHHbIX
6e3onacHbix MAC-agpecoB. Ecnv He yka3aHo, 3Ha4eHWe Mo yMOS4aHuIo
— 32. JocTyneH ananasoH 3HayeHu ot 0 go 12288.

protect (OnumoHanbHo) YKaxunTte, ecnm Heobxoanmo oTbpackiBaTh BCE NakeThbl C
He3alMLEHHbIX Y3r0B Ha ypoBHe port-security, 6e3 Bo3pactaHus
cyeTyMKa HapylweHusa 6esonacHocTu (security-violation).

restrict (OnumoHankeHo) YKaxunTte, ecnm Heobxoanmo oTbpackiBaTh BCE NakeThbl C
HesalUULEeHHbIX Y3r0oB Ha ypoBHe port-security, ¢ Bo3pacTaHMeMm
cuyeTumnka HapylleHunsa 6esonacHocTu (security-violation) n 3anuceto B
CUCTEMHBbIV XXypHan (system log).

shutdown (OnumoHanbHo) YkaxuTe Ons OTK0YeHWs nopTa, ecrnv Npov3oLLIIOo
HapyLleHne 6e30MacHOCTM 1 AN 3anuMcK B CUCTEMHbIV XKypHan (system

log).

permanent (OnumoHanbHo) B gaHHoM pexume Bce M3yyveHHble MAC-agpeca He
OyayT yaaneHsbl, Noka nonb3oBaTtenb He yOanuT NX Bpy4HyHo.

delete-on-timeout (OnumoHaneHo) B paHHOM pexunme Bce udydeHHble MAC-agpeca 6ygyT
yAarneHsbl, Korga 3anucb ycTapeerT, Unu ecnu nons3osaTtens yaanut
3anucu Bpy4Hyto.

mac-address MAC-ADDRESS (OnumoHanbHo) YkaxuTe, 4Tobbl fo6aBuTh 6e3onacHein MAC-agpec ons
nosny4YeHnst JocTyna K nopTy.

permanent (OnumoHanbHO) YkaxuTe, 4ToObl 3agaTe 6e3onacHbI NOCTOSIHHO
HacTpoeHHbIn MAC-agpec nopta. [JaHHas 3anuch SIBMSIeTCA Takowm Xe,
Kak usyyeHHas B pexume Permanent Mode.

vlan VLAN-ID (OnumoHanbHo) Ykaxute VLAN. Ecnn VLAN He ykazaHa, MAC-agpec
Oynet usyyeH B cootBetcTBum ¢ PVID.

Mo ymonyaHuto

Mo YMOIN4YaHUIO onun4a OTKIHO4EHa.

https://tm.by
L $To0E WNHTepHeT-mMarasuH



DGS-3130 Pykosodcmeo nornb3oeamers (CLI) Onda ynpaesnsemozo crmekupyemoao KoMMmymamopa 3 ypoeHsi

Pexunm BBoga komaHAabl

Interface Configuration Mode
YpoBeHb KOMaHAbI MO YMOM4YaHUIo
YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

Korpa BkntoueHa doyHkumsa Port Security, ecnmn pexkum nopta port mode HacTpoeH kak delete-on-timeout,
nopT aBTOMaTu4eckn dyaeT nsyyaTb 6e3onacHble 3anMcn N XpaHUTb UX NOKa HEe UCTEYET UX BPEMS TallM-
ayTta. Bpemsa xpaHeHust 3TUX 3anucen 3aBNCUT OT HAaCTPOEK, 3afaHHbIX komaHaon switchport port-security
aging. Ecnu pexxwum nopta 3agaH kak NoCTOsHHbIN (permanent), oH 6yaeT aBToMmaTU4eckn nsydatb
BesonacHble 3anMcn ¢ HeUCTeKaLWwuM TanmM-ayToM. ABTOMaTUYECKU U3yveHHble 6e3onacHble 3anucu byayT
XpaHUTbCA B TekyLlem danne koHdpurypaumm (running configuration).

Mpun n3meHeHnn coctosiHusA BesonacHoOCTK pexnma nopta (port mode-security) c4eT4nk HapyLueHuin 6yoeT
cbpoLueH, 3anncu Auto-permanent 6yaoyT npeobpa3oBaHbl B COOTBETCTBYOLNE AMHAMUYECKne 3anmcu. Mpu
OTKITOYEHUN pexnma nopta port-security aBTomaTtuieckun n3ydeHHole 6e3onacHble 3anncy OyayT yaaneHsl,
BKITHOYas AMHaMU4eckune 1 noctosiHHble (Permanent), a Takke cyeTymk HapyweHun. MNpu nameHeHum
HacTponikn VLAN, aBTOMaTU4eCKN U3y4eHHble ANHaMnieckme 6esonacHble 3anucu OyayT yaarneHsbl.

MocTosiHHbIe Be3onacHble 3anucy ByayT XpaHMTbLCS B TeKyLeM danne KoHdurypauum (running
configuration) n moryTt 6b1Tb coxpaHeHbl B NVRAM npu ncnonb3oBaHnn komaHabl copy. HactpoeHHble
nonb3oBaTtenem 6esonacHble MAC-agpeca ByayT noacyMThIBaTbCA B MakcuManbHoM konnyectse MAC-
aJpecoB Ha nopT.

Tak kak noctosiHHasa (permanent) 6e3onacHas 3anuce Port Security BknioyeHa Ha nopty, MAC-aapec Henb3s
nepeHecTV Ha ApYyron nopT.

Mpv N3MEHEHUM HACTPOEK M3yUYeHHble agpeca OCTaHyTC HEM3MEHHbLIMW, ECIIM MakcUMaribHOe Yucro Gyaet
yBenuyeHo. Ecnmn makcumanbHoe Yncno 6yaeTt UaMeHeHo Ha MeHbLUee, YeM CYLLIECTBYIOLLEE YMCITO
n3yyaemblx 3anucei, komaHga OyoeT OTKIoHeHa.

MopT ¢ nogaepxkon Port Security umeeT cnegytolme orpaHnyeHns:
*  ®yHkuma Port Security He moxeT pyHKuMoHupoBaTb ogHoBpemeHHo ¢ 802.1X, MAC-based Access

Control (ynpaenenue goctynom Ha ocHoBe MAC), WAC n IMPB, koTopble npefgocTaensitoT 6onee
LUMPOKME BO3MOXHOCTU ynpaBneHnss 6e30nacHoCTbHO.

¢ Ecnn nopt ykasaH B kKayecTBe nopTa HasHavyeHus Anga pyHKUUKn 3epkanmpoBaHus, dyHkums Port
Security He MOXeT BbITb BKIHOYEHA.

¢ Ecnu nopTt ykasaH B Ka4yecTBe NopTa arpermpoBaHus kaHanos, yHkums Port Security He moxeT
ObITb BKINIOYEHA.

Mpy1 NpeBbILLEHNM MaKCMMarbHOMo KonmMyecTBa 6e3onacHbIX Nonb3oBaTtenen, MoOXeT ObiTb NPEANPUHATO
OAHO 13 crieayoLnx AencTBuin:

® Protect — korga uncno 6e3onacHbIx MAC-aﬂ,peCOB nopTa AoCTuraet MmakCcumarsribHoro 3Ha4eHuA

nonb3oBaTenei, paspeLleHHOro Ha NopTy, NakeTbl C HEM3BECTHbLIM aapPEeCOM UCTOYHKKA ByayT
oTbpacbiBaThCS A0 TEX NOp, NOoKa Kakasi-HMbyap 6e3onacHas 3anuch He OyaeT yaaneHa.

* Restrict — npn HapyLweHnn 6e30NacHOCTN NPOUCXOANT OrpaHNYEHNE OAaHHbIX, N BO3pacTaeT CHETUMK
HapyLleHun 6e3onacHoOCTW.
¢ Shutdown — npu HapyLeHnM 6e3onacHOCTM MHTepEnc OTKINIOYaeTCA Ha OCHOBE OLLMOOK.

Mpumep

B faHHOM npvMepe nokasaHo, kak HacTpouTb pexunm permanent ans Port Security, ¢ 5 6e3onacHeiMn MAC-

https://tm.by
L $To0E WNHTepHeT-mMarasuH



DGS-3130 Pykosodcmeo ronb3ogeamens (CLI) dns ynpaensemo2o cmekupyemMoao KoMmymamopa 3 ypoeHsi

agpecamMu, paspeLLeHHbIMI Ha NopTY.

Switch# configurs terminal

Switch(config)# interface ethernet 1/0/1
Switch(config-if)$# awitchport port-security mode permanent
Switch(config-if)$# switchport port-security maximum 5
Switch (config-if)#

B naHHOM npumepe nokasaHo, Kak Bpy4Hyto fobaBuTb 6e3onacHbii MAC-agpec 00-00-12-34-56-78 ¢ VID 5
Ha Ethernet 1/0/1.

Switch# configure terminal
Switch(config)# interface ethernet 1/0/1
Switch (config-if)$# switchport port-security mac-address 00-00-12-34-56-78 wvlan 5

Switch (config-if)#

B naHHOM npumepe nokasaHo, Kak HaCTpOUTb OTOpackiBaHME BCEX NAKETOB OT HeGe30MacHbIX y3MoB Ha
YPOBHe port-security C yBenMyeHNeM CHETUMKA HaPYyLLUEHWI Npu OBHapyXeHUn HapyLleHni 6e3onacHoOCTH.

Switcht configure terminal
Switch(config)# interface ethernet 1/0/1
Switch (config-if)# switchport port-security vioclation restrict

Switch (config-if)#

23-5 switchport port-security aging

[daHHas komaHada no3BonseT 3agaTtb Bpems ctapeHus (aging time) ans AMHaMnyYecKkn n3y4yeHHbIX
Be3onacHbIX agpecoB Ha uHTepdence. MNpn ncnonb3oBaHUM hopMbl NO KOMaHAA BEPHETCH K 3HAYEHUSAM MO
YMOJTYaHUIO.

switchport port-security aging {time MINUTES | type {absolute | inactivity}}
no switchport port-security aging {time | type}

MapameTpbl

time MINUTES YkaxuTe Bpems ctapeHus (aging time) ans guHaMmnyeckn n3y4yeHHbIX
©e3onacHbIX agpecoB Ha NOpTy B MUHyTax. [locTyneH gnanasoH
3HayeHun ot 0 go 1440.

type YKaxute Tun cTapeHus.

absolute Ykaxute, 4tTobbl 3agaTb TUN absolute. Bce 6Ge3onacHble agpeca Ha
AaHHOM MOPTYy yCcTapeBaloT CTPOro Nocre yKkasaHHOro BpEMEHM U
yOansawTcs u3 cnmucka 6e3onacHbIX agpecoB. 3TO TUM MO YMOYaHMIO.

inactivity YkaxuTe, 4ToObl 3ag4aTh Tvn inactivity. Bce 6e3onacHble agpeca Ha

O3aHHOM NopTYy yCTapeBakT TOJIbKO €CJ1N HET TpachKa ¢ 6esonacHoro
agpeca NCTOYHMKA B Te4YeHUe yKa3aHHOro BpeMeHu.

Mo ymonyaHuto

Mo ymonuyaHuio pyHKLMSA OTKMOYEHa.
Bpems xpaHeHus no ymonyanuio — 0 MUHYT.
Twun xpaHeHus no ymonyaxuio — absolute.
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Pexxum BBOoAa KomaHAbI
Interface Configuration Mode
ypOBeHb KOMaHAbl N0 yMOon4yaHuUo
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

KomaHpaa vcnonb3yeTcs ANnsi OTKMHYEHNs NpoLecca CTapeHus 3anvcei, a Takke Ans Toro, YTobbl 3aaaTb
BPEMSI CTapeHUsi AMHaMUYECKU M3yYeHHbIX 6e3onacHbIxX 3anuceit. [ns Toro, 4tobbl 3agatb TMN inactivity,

OorkHa 6bITb BtodeHa yHkumsa FDB table ageing.

Mpumep

B OaHHOM npumMepe nokasaHo, Kak HaCTPOUTb BpeMaA CTapeHna JUHaMU4eCkn N3yHYeHHbIX ©e3onacHbIx
MAC-agpecos ans Ethernet 1/0/1.

Sw
Switch(config-if)#
B naHHOM npumepe nokasaHo, kak HacTpouUTb TN BpeMeHu ctapennst ans Ethernet 1/0/1.
Switch# configure terminal
Switch(config)$# interface ethermnet 1/0/1
witch({config-if)# switchport port-security aging type inactivity

LoLn

witch({config-if)#

23-6 port-security limit

[aHHas komaHaa No3BonseT 3agaTb MakcumarnbHoe konnyecTso 6esonacHbix MAC-agpecoB B cucteme unm
Ha ykasaHHoi VLAN. Mpwu ncnonb3oBaHnm popmMbl NO KOMaH4a BEPHETCHA K HACTPOMKaM MO YMOMYaHUIo.

port-security limit {global | vlan VLAN-ID [, | -]} VALUE
no port-security limit {global | vlan VLAN-ID [, | -1}

MapameTpbl

global Ykaxute, ecnm HeobxoaumMo NPUMEHUTb HACTPOWMKM KO BCEWN CUCTEME.

vlan VLAN-ID Ykaxute Heobxognmble VLAN ID.

) (OnumnoHanbHo) Beigenexne cepum VLAN wnun pasgenenue rpynnsl VLAN
oT npeabigyLien. Mpobenbl 40 1 Nocne 3anaTon HegoNyCTUMBI.

- (OnumoHanbHO) YkaxuTte ananasoH VLAN. NMpobensl oo 1 nocne geduca
HeJonyCTUMBI.

VALUE Ykaxute makcumansHoe 4ncrno 3anuncen Port Security, koTopoe MoxeT

ObITb N3y4eHo B cucteMe unu B ykazaHHon VLAN. [locTyneH gnanasoH
3HaveHun ot 1 o 12288. Ecnu ykasaHHOe 3Ha4YeHne MeHbLUe TeKyLLero
yucna nsydeHHbIX 3anvucen, komanga byaeT OTKIoHeHa.
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DGS-3130 Pykosodcmeo nonb3osamersi (CLI) Ona yrnipasnsemozo cmekupyemoao KoMMymamopa 3 ypoeHs

Mo ymonyaHuto

Mo ymonuyaHuio B AaHHOW ONUMN OrpaHUYEHUI HeT.
Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

[JaHHas komMaHaa No3BoNseT OrpaHNYUTb KOMMYECTBO N3ydYeHHbIX BesonacHbix MAC-agpecos B cucteme unm
B VLAN.

Mpumep

B gaHHOM npmnmepe noka3aHo, Kak HaCTpOUTb MakCcnuMasribHoe 4YMcrno 6e3onacHbIX MAC-a,D,peCOB and
CUCTEMDI.

Switch$ configure terminal
Switch(config)# port-security limit global 100
Switch(config) #

24. KomaHpabl Private VLAN

24-1 private-vlan

[aHHasa komaHaa nossonseT HacTponTb VLAN B kadecTBe Private VLAN. Npu ncnonssosaHnm popmesl no
KomMaHaa yganut HacTpomnky Private VLAN.

private-vlan {community | isolated | primary}
no private-vlan {community | isolated | primary}

MapameTpbl

community Ykaxunte anst Hactponkn VLAN B kayecTtBe obwenoctynHon (Community) B
pomeHe Private VLAN. Moptbl B Community VLAN moryT oOmeHmBaTbcs
WHpopmMaLmen apyr ¢ opyrom, Ho He ¢ noptamu gpyrux Community VLAN
Ha 2 ypoBHe.

isolated YkaxuTe ans Hactponkm VLAN B kadecTBe n3onmpoBaHHon (Isolated) B
pomeHe Private VLAN. MopTol B Isolated VLAN He moryT obmeHmBaTbCS
WHcopmaumen apyr ¢ gpyrom u ¢ noptamum gpyrux Community VLAN Ha 2
YypOBHE.

primary Ykaxute ans Hactponkn VLAN B kauecTtBe Primary B gomeHe Private VLAN.

Mo ymonyaHuto

Het
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Pexum BBOAa KOMaHAbI

VLAN Configuration Mode

YpoBeHb KOMaHAbI MO yMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

YacTHein gomeH VLAN onpepgensietcst ogHomn ocHoBHol (Primary) VLAN, ogHon nsonnpoBaHHou (Isolated)
VLAN un HeckonbkumMu obwenoctynHbiMu (Community) VLAN. Mcnonb3yinTe AaHHy0 KOMaHAy, YTobbl
ykasaTtb ponb Private VLAN nepeg gansHenwen Hactponkon Private VLAN ¢ noMoLLbio Apyrnx KOMaHg,.
Mpumep

B naHHOM npumepe nokasaHo, kak HacTtpouTb VLAN B kavecTtse Private VLAN. VLAN 1000, VLAN 1001 n
VLAN 1002 HacTtpoeHb! B kadecTse Primary VLAN, Isolated VLAN n Community VLAN cooTBeTCTBEHHO.

witchf configure terminal

1 (config) wvlan 1000

kN
.

witch (config-wlan) # privace-vlan primary
witch (config-vlan} # exit

witch (config) wlan 1001

witch (config-wlan)$ private-wvlan isclated
witch (config-vlan) exit

witch (configl$# wvlan 1002

witch {config-vlan)}$ private—-vlan community

LI T TR S S ¥ B o B o B ¥

witch {config-wvlan)

24-2 private-vlan association

[aHHas komaHaa no3songaeT accoummpoBatb BTopocTeneHHyto VLAN ¢ ocHoBHon VLAN. MNpun
ncnonb3oBaHnn PopmMbl NO KOMaH4a OTMEHUT accounnposaHmne VLAN.

private-vlan association {add SECONDARY-VLAN-ID [, | -] | remove SECONDARY-VLAN-ID [, |

-1}
no private-vlan association
MapameTpbl
add SECONDARY-VLAN-ID Ykaxute anga cBasun ykasaHHon stopocteneHHon VLAN ¢ ocHOBHOM
VLAN. [lnanasoH gonyctumblx 3HadeHui |D BTopocteneHHon VLAN ot 2
Jo 4094.

remove SECONDARY-VLAN-ID YkaxwuTte, 4tTobbl yoanutb CBA3b yKa3aHHOW BTopocTeneHHon cetn VLAN
¢ ocHoBHoW ceTbio VLAN.

) (OnumoHanbHo) Beigenexne cepum VLAN unu pasgeneHue rpynnbl
VLAN ot npeabigyiien. Mpobensl 4o 1 nocne 3anaTon HeaonyCcTUMbI.

- (OnumoHaneHo) Ykaxunte guanasoH VLAN. MNMpo6enbl 4o n nocne
Aeduca HegonyCcTUMbI.

Mo ymonyaHuto
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Het

Pexxum BBOAa KOMaHAbI

VLAN Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHUIO

YpoBeHb 12

Wcnonb3oBaHue koMaHAbI

Tonbko ogHa Isolated VLAN moxeT 6bITb cBsidaHa ¢ ocHoBHoM ceTbto VLAN. Heckonbko o0LweaocTynHbIX
(Community) VLAN moryT 6bITb cBA3aHbl ¢ ocHoBHoW (Primary) VLAN. BropocteneHHast VLAN mMoxeT ObiTb
cBsi3aHa TONbKO € ofgHon ocHoBHoM (Primary) VLAN.

Mpumep

B naHHOM npumMmepe nokasaHo, kak cesizaTb BTopocTeneHHyto VLAN 1001 u BTopocTteneHHyto VLAN 1002 ¢
ocHoHon VLAN 1000.

Switch# configure terminal

Switch(config)j$# wlan 1000

Switch(config-vlan)# private-vlan asscociation add 1001-1002
Switch(config-vlan)#

24-3 private-vlan synchronize

HaHHas komaHada ucnonb3dyeTcsa Ans CMHXpoHM3auum BTopocTeneHHbiX VLAN, 4Tobbl MMETb TOT e camblii
noeHTndmrkaTop conocraenenns MST (mapping MST ID), 4yTo n ocHoBHas VLAN.

private-vlan synchronize
MapameTpsbl
Het
Mo ymonyaHuto
Het
Pexxum BBoga KOMaHAbl
MST Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12
Ucnonb3oBaHue KOMaHAbI
BropocTteneHHblie VLAN gormkHbl 6bITb conoctaeneHbl ¢ Temu xxe MST ID, yto n ocHoBHasi VLAN, ecnn
HacTpoeHa Private VLAN. Ecnn conoctaBneHne He CUHXPOHU3NPOBAHO MNPV BbIXOA4E NOfb3oBaTens u3

pexnma MST Configuration Mode, nosiButcs npegynpexagatollee cooblieHne. Micnonb3aynte komaHay
private-vlan synchronize, 4to6bl cHXpoHM3MpoBaTb conocTtasneHne MST ID nepepf BbIXOAOM U3 pexuma
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MST Configuration Mode. [laHHas komaHaa He ByaeT coxpaHeHa B TeKyLwui dann koHdurypaumm (running
configuration).

Mpumep

B naHHOM npumepe nokasaHo, Kak CUHXPOHU3MpOoBaTb conoctaenenne MST (MST Mapping) nepea
BbixogoM n3 pexuma MST Configuration Mode.

Switch# configure terminal

Switch (config)$# spanning-tree mst configuration
$ instance 1 vlans 1-100
)% instance 2 vlans 101-200

¥ private-vlan synchronize

Switch (config-mst) #

24-4 switchport mode private-vian

[aHHas komaHga no3BongeT Ha3HaunTb NOPT B kayecTse nopTta Private VLAN. [JocTynHble TUMbl nopTa —
Host port (nopt y3na) n Promiscuous port.

switchport mode private-vlan {host | promiscuous}

MapameTpbl
host Ykaxute nopt B kayecTse Isolated port unu Community port.
promiscuous YKkaxuTe nopT B kKa4yecTtBe Promiscuous port.

Mo ymonyaHuto

Mo ymonuaHuio gaHHas onuusa HacTpoeHa B pexume Hybrid VLAN mode.

Pexx1um BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb kKOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

[nsa noptos Isolated nnn Community ncnons3ynte komaHay switchport mode private-vlan host, 4to6bl
yKasaTb pexum nopta, n komangy switchport private-vlan host-association, 4Tobbl cBsi3aTh NopT C
BTopocteneHHon VLAN n ocHoBHoM VLAN.

Ons nopta Promiscuous ncrnonb3yinTte komaHay switchport mode private-vian promiscuous, 4To6bl
yKasaTb pexum nopta, u komangy switchport private-vlan mapping, 4to6bl cBA3aTh NOPT C OCHOBHOM
VLAN v onpefennTb conocTasneHne ¢ BTopocteneHHon VLAN.

Mpu cMeHe pexnma nHTepderica HaCTPOMKN, CBA3aHHbIE C NpeablayLLMM PEXMMOM, OyayT yTepsiHbl.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HacTpouTb unsmdeckne NopTbl B kavecTtse nopTos Private VLAN. 3gech
Ethernet 1/0/1 ykasaH kak Host Port ans Private VLAN, a Ethernet 1/0/2 yka3saH kak Promiscuous Port ans
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Private VLAN.
Switch# configure terminal
Switeh{config)# interface ethernet 1/0/1
Switchiconfig-i1£)# switchport mode private-vlan host
Switchi{config-if)# exit
Switchi{config)# interface ethernet 1/0/2
Switch{contig-1f)# switchport mode private-wvlan promiscucus
Switch{config-1£)#

24-5 switchport private-vlan host-association

[aHHas komaHga ucnonb3yetcs ans cea3m Private VLAN ¢ noptom Isolated, noptom Community unu
BTOpOCTENEHHbIM nopTom Trunk. Mpn ncnonb3oBaHnn popmbl N0 KOMaHga OTMEHUT CBA3b.

switchport private-vlan host-association PRIMARY-VLAN-ID SECONDARY-VLAN-ID
no switchport private-vlan host-association

MapameTpbl

PRIMARY-VLAN-ID YkaxuTe ID ocHoBHoM VLAN, koTopyto HeobxoamMmo accouumnpoBaTh. [uana3oH
poctynHbix ID ot 2 go 4094.

SECONDARY-VLAN-ID  Yxaxute ID BTopocteneHHon VLAN, koTopyto He06X0AMMO accoLuumnpoBaTsb.
[wnanasoH goctynHbix ID oT 2 fo 4094.

Mo ymonyaHuto

Het

Pexum BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

MopT aBnsetcs Isolated noptom, ecnu BTopocTeneHHas VLAN, ykazaHHasa B komaHAae, OyaeT sBnATbCs
Isolated VLAN. MNopT saBnsetca Community noptom, ecnu BtopocteneHHast VLAN, ykasaHHas komaHaom,
asnsetca Community VLAN.

Mpumep

B naHHOM npumepe nokasaHo, kak cesidaTb Ethernet 1/0/1 ¢ ocHoBHon VLAN 1000 n BTopocTeneHHon VLAN
1001.
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Switch# configure terminal

Switeh{config)#4 interface ethernet 1/0/1

Switchi{config-if)# switchport mode private-wvlan host
Switeh{config-if)# switchpert private-vlan host-asseciatien 1000 1001
Switch{config-1i£)§

24-6 switchport private-vlan mapping

[aHHaa komaHaa no3sonseT accouumpoBaTh YneHcTBo Private VLAN ¢ noptom Promiscuous unu Trunk
Promiscuous. Npwu ncnons3oBaHum oopMbl N0 KOMaH4a OTMEHUT accoLMMpPOBaHMKE.

switchport private-vlan mapping PRIMARY-VLAN-ID {add SECONDARY-VLAN-ID [, | -] | remove
SECONDARY-VLAN-ID [, | -1}
no switchport private-vlan mapping

MapameTpbl

add SECONDARY-VLAN-ID YkaxuTe, 4To6bl 406aBMTb YNEHCTBO B yKa3aHHOW BTOPOCTENEHHOMN
VLAN. nanasoH goctynHbix ID Secondary VLAN ot 2 go 4094.

remove SECONDARY-VLAN-ID YkaxuTe, 4ToObl yaanuTb YEHCTBO B YKa3aHHON BTOPOCTENEHHOM
VLAN.

) (OnumoHanbHo) BeigeneHnne cepum VLAN unu pasgeneHuve rpynmbl
VLAN ot npegpiayiien. MNpobenbl 40 1 NOcne 3ansaTo HEAONYCTUMBI.

- (OnuuoHanbHo) YkaxuTe ananasoH VLAN. MNpobenbl o u nocne
aeduca HegonycTUMBI.

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

KomaHga goctynHa anga om3n4eckoro noprta u HacTporiku uHtepgenca port-channel.

KomaHaa HacTpouT NopT B Ka4eCTBE HETErMPOBaHHOIO YrieHa ykasaHHon ocHoBHOM VLAN, n MapKnpoBku
BTopocTeneHHon VLAN.

Mpumep

B npaHHOM npumepe nokasaHo, kak HacTpouTb Ethernet 1/0/2 B kayecTBe nopta Promiscuous gns Private
VLAN un conoctaBuTtb ero ¢ ocHosHon VLAN 1000 n BTopocteneHHbimn VLAN 1001 n VLAN 1002.
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Switeh# configure terminal

Switch{cenfig)# interface ethernet 1/0/2

Switeh{config-if)# switchport mode private-wvlan promiscucus
Switch{config-if)# switchport private-vlan mapping 1000 add 1001,1002
Switeh{config-if)#

24-7 show vlan private-vian

[aHHas komaHga ucnonb3yeTca Ansa npocmoTpa HacTpoek Private VLAN.
show vlan private-vlan

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexxum BBoAa KOoMaHAbl

User/Privileged EXEC Mode
JTiobon pexxum koHdurypaumm

YPOBeHb KOMaHAbl N0 yMoOn4yaHuUO
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbl

KomaHga ncnonbayetcs anst otobpaxeHus cnvcka Private VLAN, Haxogswerocs B agomeHe VLAN,
accoumauum stopocteneHHoro VLAN c ocHoBHbIM VLAN 1 noptoB kaxaoro Private VLAN.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKM4YMTb 0TobpaxeHue HacTpoek Private VLAN. B gaHHOM npumepe
HacTpoeHo 2 fomeHa Private VLAN.
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Switch#show vlan private-wvlan
Frimary VLAN Secondary VLAN Typea Interface
1a0a 1001 Isclated athl/0/1, ethl/0/14
1302 Communi ty
1003 Communi ty
2000 2001 Isclated athl/0/2, ethl/0/3
2000 2002 Communi ty ethl/ 072, ethl/ 0S5
2000 2003 Communi ty ethl/0/4, athl/ 0713, ethl/0/15

Total Entries: &

Switch#

25. KomaHab! Virtual LAN (VLAN)

25-1 acceptable-frame

[aHHasa komaHga ncnonb3yeTca ona HaCTpOIZKI/I OOMNYyCTUMbIX TUNOB KaapoB Ha NopTy. |/|CI'IOJ'Ib3yl7ITe d)opmy
no, 4TobbI BEPHYTbLCA K HaCTDOIZKaM Nno yMOJM4aHMIo.

acceptable-frame {tagged-only | untagged-only | admit-all}
no acceptable-frame

MapameTpsbl

tagged-only [onyckatoTcsa TONbKO TerMpoBaHHbIE Kaapbl.
untagged-only [onyckatoTcs TONbKO HETEMMPOBaHHbIE Kaapbl.
admit-all [HonyckatoTcs Bce kagpsbl.

Mo ymonyaHuto

Ona pexvma access VLAN mode onuuein no ymonyaHuio sisnsetca untagged-only.
Ona pexvma other VLAN mode onuumer no ymonyaHuio sienaetca admit-all.

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

[daHHas komaHaa ucnonb3yeTcs Ans HAaCTPONKM AONYCTUMbIX TUMOB KaApPOB Ha MOpTY.

Mpumep
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B gaHHOM npumepe nokasaHo, Kak HacTpouTb AoNyCTUMbIN TUN Kagpos tagged-only anga nopta Ethernet
1/0/1.

Switch# configure terminal

Switch({config)# interface ethernet 1/0/1
Switch(config-if) # acceptable-frame tagged-only
Switch(config-if) #

25-2 ingress-checking

[aHHas komaHaa ucnonb3yeTcs Anst BKITYEHUS NPOBEPKM BXOASALLMX KagpoB, NoryyYaeMbiX NOPTOM.
VMcnonbaynTe popMy no Ansi OTKNIOYEHUS NPOBEPKN.

ingress-checking
no ingress-checking

MapameTpsbl

Het

Mo ymonyaHuio

Mo ymMmonyaHuio gaHHasi onums BKIIOYEHa.

Pexxum BBoga KkomaHAbI

Interface Configuration Mode

YPOBeHb KOMaHAbl MO YMOJTYaHUIO

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

Vicnonb3ynTe AaHHy0 KOMaHAy 4518 BKITHOYEHWS MPOBEPKN BXOASALMUX KaApOoB, NOMy4yaemblX MHTEPGENCOM.
Mpu BKMHOYEHHONM NpoBepKe nakeT ObyaeT oTOpOLUEH B TOM Criyyae, eCriv NPUHUMAaIOLLUA NOPT HE SIBMSIETCS
yneHomM VLAN, knaccudpmumpoBaHHOM 45151 NoSly4aeMoro nakeTa.

Mpumep

B faHHOM nprMepe nokasaHo, kak HacTPOMTb NPOBEPKY BXoAsLero Tpaduvka s BKNOYEHHOro nopra
Ethernet 1/0/1.

Switch# configure terminal
Switch(config)# interface ethernet 1/0/1
Switchi{config-if) # ingress-checking
Switch(config-if) #

25-3 mac-vlan

HaHHasa komaHaa ucnonb3yeTcs ans co3ganus npuesasku VLAN Ha ocHoBe MAC-agpeca. Vicnonbayiite
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dopmy no anga yaanerusi npuesiskn VLAN Ha ocHoBe MAC-agpeca.

mac-vlan MAC-ADDRESS vlan VLAN-ID [priority COS-VALUE]
no mac-vlan MAC-ADDRESS

MapameTpbl

MAC-ADDRESS MAC-agpec ans npuBsasku.

vlan VLAN-ID VLAN ID gna npmesasku VLAN Ha ocHoBe MAC-agpeca.

priority COS-VALUE (OnuuoHanbHo) 3HayeHune npuoputeta CoS. Ecnn napameTp He ykasaH, To

3Ha4eHuem CoS no YMOJT4aHUIO ABIAETCA 0.

Mo ymonuaHuto

Het

Pexxum BBoga koMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

Vicnonb3ynTe aaHHyto komaHay ans co3gaHus npueasku VLAN Ha ocHoBe MAC-agpeca. Knaccudumkaums
NpuBs3kM OyOeT NpMMEHeHa K NakeTam, noyvyaemMbiM KOMMYTaTopoMm. o ymMonyaHuio NpuopuTeT Ans
knaccudukauun VLAN ansa HeTernpoBaHHoro naketa siensgetcsa MAC-based > Subnet-based > Protocol
VLAN.

Mpumep

B naHHOM npumepe nokasaHo, kak co3gatb npussky VLAN ID Ha ocHoBe MAC-agpeca ans MAC-agpeca
00-80-cc-00-00-11.

Switch# configure terminal
Switch({config)# mac—wlan 00-80-cc-00-00-11 wlan 101 priority 4
Switch(config)#

25-4 protocol-vlan profile

[daHHas komaHaa ncnonb3yeTcs Ans co3gaHns rpynnbl NpoTokonos. Micnone3dynte chopMmy no Ang yaaneHus
yKa3aHHOW rpynnbl NPOTOKONOB.

protocol-vlan profile PROFILE-ID frame-type {ethernet2 | snap | lic} ether-type TYPE-VALUE
no protocol-vlan profile PROFILE-ID

MapameTpbl

PROFILE-ID 'pynna npoToKOMnoB, KOTOPYIO criegyeT 4o6aBuTb UNn yaanuTb.
frame-type Twvn kagpos.

ethernet2 3HaveHue ansa Tuna kagpos Ethernet II.
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DGS-3130 Pykoeodcmeo nosnib3ogamerisi (CLI) dnst ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypo8Hs

snap 3HaueHne anga tuna kagpos SNAP.

llic 3HavyeHune anga Tuna kagpos LLC.

ether-type TYPE-VALUE Yka3biBaeT Tvn. [laHHOE 3Ha4eHne JOIMKHO ObITb 2-6aiTHEIM B
LeCcTHaguaTMpmyHon gopme.

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMONM4YaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Ucnonb3ynte komaHay protocol-vlan profile B pexxume Global Configuration Mode ansa cosgaHus rpynnbl
npoTokonoB. 3aTem nucnonb3ynte komaHay protocol-vlian profile B pexume Interface Configuration Mode
ansa HacTporiku knaccudukauun VLAN ang rpynnsl NpOTOKONOB, Nofny4aeMblX Ha Nopry.

Mpumep

B gaHHOM npumepe nokasaHo, kak co3gaTb VLAN-rpynny npoTokonos ¢ ngeHtudpukatopom rpynnel 10,
yKasaB, 4To byget ucnonb3oBaTbest npotokon IPv6 (Tun kagpoB — Ethernet2, s3HauyeHne - 0x86dd).

Switch# configure terminal

Switch(config)# protocol-wvlan profile 10 frame-type ethernet? ether-type 0Ox86dd
Switch(config)#

25-5 protocol-vlan profile (Interface)

[aHHas komaHga ucnonbsyeTca Ansa Hactporiku npueaskn VLAN Ans rpynnbl NPOTOKOSOB Ha NopTy.
Ucnonbaynte popmy no ans yoaneHus npusaskm VLAN Ha nopTy.

protocol-vlan profile PROFILE-ID vlan VLAN-ID [priority COS-VALUE]
no protocol-vian profile PROFILE-ID

MapameTpbl

PROFILE-ID WpeHTudukaTop rpynnbl NPOTOKOMNOB, KOTOPLIN JOMKEH KnaccuuumnpoBaTbCs.

vlan VLAN-ID VLAN ID gns protocol VLAN. [Ins kaxxgow rpynnbl NPUBSI3KM MOXET ObITb
ykasaH Tonbko oamH VLAN ID.

priority COS-VALUE (OnumoHanbHo) 3HaveHne npuoputeta CoS. Ecnu napameTp He ykasaH, To

3HayeHuem CoS no YMOJTHaHUKO ABNAETCA 0.

Mo ymonyaHuio
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Het

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Ucnonb3ynte gaHHyo komaHgy, 4Tobbl ykasaTe VLAN gns rpynnbsl NpoTOKOnoB Ha nopTy. B pesynbrarte,
nakeT, NoSTyYeHHbI Ha NOPTY, KOTOPbIN COOTBETCTBYET yKa3aHHOW rpynne NpoToKosioB, 6yaeT onpeaeneH B
ykasaHHyto VLAN. VLAN He gomkHa obssaTenbHO cylwecTBoBaTh AN HACTPOVKK koMaHabl. [MproputeT
knaccudukauum VLAN anga HeTernpoBaHHoro naketa sisnaetca MAC-based > Subnet-based > Protocol
VLAN.

Mpumep

B naHHOM npumepe nokasaHo, kak co3gatb npmesasky VLAN Ha Ethernet 1/0/1 gnsa knaccudukaumm nakeTos
B rpynne npotokonos 10 8 VLAN 3000.

Switch# configure terminal

Switch({config)# interface ethernet 1/0/1
Switch(config-if) # protocol-wlan profile 10 wlan 3000
Switch(config-if) §

25-6 show protocol-vilan profile

HdaHHas komaHaa ucnonb3yeTcs Ans 0TobpakeHus napameTpoB HacTponkK, kacatowwmxes protocol VLAN.

show protocol-vlan {profile [PROFILE-ID [, | -]] | interface [INTERFACE-ID [, | -11}

MapameTpbl

profile pynna npoToKOoB.

PROFILE-ID (OnumoHanbHO) Mpynna NpoTOKOMNOB, KOTOPas AOIMKHA OToOpaXaTbCA.

, (OnumoHanbHo) Cepus nageHtudukatopos npodunen (Profile ID) nnn pasgenexHne
naeHTumkaTopos npodunien ot npeablaywero gnanasona. lNepeq u nocne
3ansTon Mcnonb3oBaHue npobena HegoNnyCcTUMO.

- (OnumoHanbHO) nanasoH ngeHtudmkatopos npodwunen. MNMepen aeducom u
nocne geduca ncnonb3oBaHne npobena HegonycTMMo.

interface MHTepderichl, KOTopble JOIMKHBI OTOBpaxaTbCcs.

INTERFACE-ID (OnumoHanbHO) MopT Ana oTobpaxeHus HacTpoek knaccudmkaumm protocol VLAN.

, (OnumoHanbHo) [InanasoH MHTepEncoB nnn pasgeneHme nHTepdencos ot
npegblayLiero ananasoHa. MNepen v nocne 3ansiTon ucnosib3oBaHne npobena
HeZonycTUmo.

- (OnumoHanbHo) nanasoH nHTepdeiicos. Nepen aedmcom n nocne geduca
ncnonb3oBaHne npobena HegonycTUMO.
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Mo ymonyaHuto
Het
Pexnm BBOoga KoMmaHAbl

User/Privileged EXEC Mode
JTio6on pexxum KoHdmrypauum

YpoBeHb KOMaHAbI MO YMON4YaHUIo
YpoBeHb 1.
Ucnonb3oBaHue KOMaHAbI

HMcnonb3ynte gaHHyto komaHay Ansg otobpakeHus HacTpoek ansa knaccndukaumm VLAN Ha nopTy Ha
OCHOBE rpynnbl NPOTOKOSIOB.

Mpumep

B oaHHOM Npumepe nokasaHo, kak 0Tobpa3nTb HacTpoiku Ang knaccudmkauum VLAN Ha ocHoBe rpynnbl
npotokonos ¢ Ethernet 1/0/1 no 1/0/3.

Switch# show protocol-vwlan interface ethernet 1/0/1-3

Interface Protocol Group ID WVLAN @Priority
ethl  0/1 1 1 =]
ethl  0/2 10 3 0
11 2001 4
12 3002 1
ethl /f0/3 2 100 &
Switch#

B naHHOM npyMepe nokasaHo, kak 0ToOpa3nTb HAaCTPOWKM NPOUNS rpynmnbl MPOTOKOJOB.

Switch#show protocol-wvlan profile

Profile ID Frame-type Ether-type
Ethernet2 Ox86DD(IPvE)
2 Ethernet? Ox0800(IPF)

3 Ethernet? 0x0806 (RARE)

Total Entrie=s: 3

Switch#

25-7 show vilan
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[aHHasi komaHga ucnonb3yeTcs ANs 0TobpaxxeHUs napaMeTpoB Anst Bcex HacTpoeHHbIX VLAN unv ogHom
VLAN Ha kommyTaTope.

show vlan [VLAN-ID [, | -] | interface [INTERFACE-ID [, | -]] | mac-vian]

MapameTpbl

VLAN-ID (OnumoHaneHo) Cnncok VLAN ans otobpakeHns nHdopmMauumn o noprax-
yyacTHukax. Ecnn VLAN He ykasaHa, To otobpaxatotca Bce VLAN. KoppeKTHbIn
AvanasoH: ot 1 go 4094.

, (OnumoHanbHo) AnanasoH VLAN unu pasgeneHve VLAN oT npegpiayliero
AnanasoHna. Nepepn n nocne 3ansaTon Ncnosfb3oBaHue npobena HegonycTnmo.

- (OnumoHaneHo) AnanasoH VLAN. MNepea aedmcom n nocne geduca ncnonb3oBaHme
npobena HegoNycTUMO.

interface (OnumoHaneHo) MopT ansa otobpaxkeHnsa HacTpoek, kacarowmxca VLAN.
INTERFACE-ID

(OnumoHanbHO) nanasoH nHtepencos nnm pasgeneHne nHTepgencos ot
npedblayLero AnanasoHa. lNepen n nocne sanaTon ncnonb3osaHue npobena
HegonycTnMo.

- (OnumoHankeHo) AnanasoH nHTepdericos. Nepen aecdmcom n nocne geduca
ucnonb3oBaHme npobena HegonyCcTUMO.

mac-vian (OnumoHankHo) YkasbiBaeTcsa Ans otobpaxeHusa nHgopmarmm o VLAN Ha ocHoBe
MAC-agpecos.

Mo ymon4yaHuto
Het
Pexxum BBOAla KOMaHAbI

User/Privileged EXEC Mode
JTioGown pexum KoHurypaumm

YpoBeHb KOMaHAbI MO YMONM4YaHUIo
YpoBeHb 1
Ucnonb3oBaHue KoMaHAabI

[aHHasa komaHaa ncnonb3yeTcs Ans oTobpaxeHns napameTpoB Ans Bcex HacTpoeHHbIx VLAN vnn ogHom
VLAN Ha kommyTartope.

Mpumep

B naHHOM npuMepe nokasaHo, kak 0ToOpa3uTb Bce Tekywime 3anmcu VLAN.
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Switch# show wlan

VLAN 1
Name : default
Tagged Member Forts
Untagged Member Forts : 1/051-1/0/8

Total Entries : 1
Switch#

B pnaHHOM npumepe nokasaHo, kak oTobpasnTb nHdopmaumio o PVID, npoBepke BXOOALLMX NAKETOB U
Jonyctumblx Tunax kagpos ans ethernet 1/0/1-1/0/4.

Switch# show wvlan interface ethernet 1/0/1-1/0/4

ethl/0/1

VLAN mode : Trunk
Hatiwve VLAN : 5 {Untagged)
Trunk allowed VLAN 1 2,4,5,6
Ingress checking : Enabled
Aeceptable frame type @ Admit-all
Dynamic Tagged VLAN : 100
athl/0/2

VLAN mode : Aocess
Beocess VLIAN : 2

Ingress checking : Enabled
Aeceptable frame type @ Untagged-only
athl/0/3

VLIAN mode : Hybrid
Hatiwe WVLAN : 5

Hybrid untagged VLAN : 2,4,5,48
Hybrid tagged VLAN : 8,48,10
Ingress checking : Enabled
Aeceptable frame type @ Admit-Al1l
Dynamic tagged VLAN

VLAN Frecedence : MAC-VLAN
athl/0/4

VLAN mode : Dotlg-tunnel
Beocess VLIAN : 800

Hybrid untagged VLAN : 200, 00
Ingress checking : Enabled
Aeceptable frame type @ Admit-all
VLAN Precedence : MAC-VLAN
Switech#

B oaHHOM npumepe nokasaHo, kak oTobpasnTb Bce npueasku VLAN Ha ocHoBe MAC-agpecos.
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DGS-3130 Pykosodcmeo nonb3ogsamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMmymamopa 3 ypoeHsi

Switch# =show wvlan mac-=vlan

MAC Address VLAN ID Priority Status
00-80-cc-00-00-11 101 4 Aotiwve
00-11-22-00-00-05 200 5 Aotiwve

Total Entrie=s: 2

Switchg

25-8 switchport access vlan

[aHHas komaHga ucnonbsyetcsa Ans ykasaHus access VLAN ansa untepdenca. Vicnonesynte popmy no,
YTOObI BEPHYTLCHA K HACTPOMKaM MO YyMOSYaHMIO.

switchport access vian VLAN-ID
no switchport access vlan

MapameTpsbl

VLAN-ID Access VLAN uHTepdenca.

Mo ymonyaHuio

Mo ymonuanHuto access VLAN sBngaetca VLAN 1.

Pexum BBOOa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

[aHHas komaHga BCTynaeT B cuny, koraa nHtepenc HacTpoeH B pexnme goctyna (access mode) nnm
pexnme dot1g-tunnel mode. VLAN, yka3zaHHas B kadecTtBe access VLAN, He gomkHa obssatensHo
CyLLLeCTBOBATb 1151 HACTPOWKM KOMaHAbI.

MoxeT ObITb ykasaHa Tonbko ofgHa access VLAN. Crnegytowas KomaHga nepesanucbiBaeT NpeablayLlyto
KoMaHay.

Mpumep

B paHHOM npumepe nokasaHo, Kak HacTpouTb ethernet 1/0/1 B pexknme goctyna (access mode) ¢ access
VLAN 1000.

Switch# configure terminal
Switch(config)# interface ethernet 1/0/1
Switch(config-if) # switchport mode access

Switch(config-if) # switchport access vl

Switch(config-if) #
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25-9 switchport hybrid allowed vlan

[aHHasa komaHaa ucnonb3yeTcs Ans yka3aHus TerMpoBaHHbIX Unn HeTermpoBaHHbix VLAN gns rubpugHoro
nopta. Vicnoneaynte popmMy no, 4ToObl BEPHYTLCS K HACTPOMKAM MO YMOIT4YaHUIO.

switchport hybrid allowed vlan {[add] {tagged | untagged} | remove} VLAN-ID [, | -]
no switchport hybrid allowed vian

MapameTpbl

add (OnuuoHanbHo) MopT, koTopbIn OyaeT AobasneH B ykasaHHyo(-bie) VLAN.
tagged YKasblBaeT NopT B KAYECTBE TEMMPOBAHHOIO 4515 YkadaHHOW(-bix) VLAN.
untagged YKasbIiBaeT MOPT B Ka4eCTBE HETEMMPOBAHHOIO AN yKa3aHHON(-bix) VLAN.
remove MopT, koTOpbI OyaeT yaaneH ns ykasaHHom(-bix) VLAN.

VLAN-ID Cnmcok paspewueHHbix VLAN unm cnvcok VLAN, koTopbii BygeT gobaeneH unu

yaaneH n3 cnucka paspelleHHblx VLAN. Ecnn onums He 3agaHa, ykasaHHbIN
cnncok VLAN nepesanuueTt cnnucok paspelleHHbix VLAN

, (OnumoHanbHo) AumanasoH VLAN unu pasgeneHune VLAN oT npeabigyLiero
AvnanasoHa. Nepep 1 nocne 3ansaTon ucrnonb3oBaHue npobena HegonyCcTUMO.

- (OnuuoHanbHo) AnanasoH VLAN. MNepen gedwmcom n nocne geduca
ncnonb3oBaHne npobena HegoNycTUMO.

Mo ymonuyaHuto

Mo ymonuyaHutio rmbpuaHbIi NOPT ABNSAETCA HETErMpoBaHHbIM YneHoM VLAN 1.

Pexxum BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMOJTYaHUIO

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

HactpauBaga komaHay hybrid VLAN Heckonbko pa3s ¢ pasHbiMu VLAN ID nopT MOXeT cTaTb TermpoBaHHbIM
U HeTErMpoBaHHbLIM YrneHOM Heckorbkux VLAN.

Korpa paspelweHHasa VLAN ykasaHa Tonbko kak VLAN ID, cneaytolas komanaa nepesanvleTt npeabiayLyto
KomaHAay. Ecnun HoBbIN HETErMpoBaHHbIN pa3pelueHHbI cnncok VLAN nepekpbiBaeTcsa ¢ TEKYLLMM CMUCKOM
TermpoBaHHbIX paspelweHHbiXx VLAN, To nepekpbiBatoLLasicsi YacTb OyaeT uaMeHeHa Ha HETErMPOBAHHYHO
pa3spewleHHyto VLAN. C gpyroi CTOpOHbI, €CI HOBbIV CMMCOK TEMMPOBaHHbIX pa3pelleHHbix VLAN
nepekpbIBaeTcs C TEKYLLMM CMIMCKOM HeTermpoBaHHbIX pa3spelueHHbix VLAN, To nepekpbiBatoLascs 4actb
OyaeT nsmeHeHa Ha TermpoBaHHyto paspelueHHyto VLAN. MocnegHas komanga setynut B cuny. VLAN He
[ormkHa 0b6s13aTenbHO CyLLeCcTBOBaTh 451 HACTPONKM KOMaHAbI.

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb ethernet 1/0/1 B kauecTtBe TernposaHHoro nopta VLAN 1000 u
HeTernposaHHoro nopta VLAN 2000 n 3000.
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Switch# configure terminal

Switch(config)# interface ethernet 1/0/1

Switch(config-if) # switchport mode hybrid

Switch(config-if) # switchport hybrid allowed vlan add tagged 1000
Switch({config-if)# switchport hybrid allowed vlan add untagged 2000, 3000
Switch(config-if) #

25-10 switchport hybrid native vian

HaHHas komaHga ucnonbayetcs anst ykasaHus native VLAN ID rubpuaHoro nopta. Vicnonb3yinTte dopmy no,
YTOObI BEPHYTLCH K HACTPOMKaM Mo yMOSYaHMIo.

switchport hybrid native vian VLAN-ID
no switchport hybrid native vian

MapameTpbl

VLAN-ID Native VLAN rmbpuaHoro nopra.

Mo ymonyaHuto

Mo ymonuanuio native VLAN rubpugHoro nopta ssnsietca VLAN 1.

Pexxum BBoAa kKomaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YposeHb 12

Ucnonb3oBaHne KOMaHAbI

Mpu HacTpoike NpuBA3kM rMbpuaHoro nopta K ero native VLAN ncnone3syinte komangy switchport hybrid
allowed vlan, yto6bl fo6aBuTh native VLAN B ee paspelueHHyto VLAN. YkasaHHast VLAN He gomkHa
0653aTenbHO CyLLEeCTBOBaTh ANA NPMMEHeEHNs 3ToN komaHabl. KomaHaa BCTynaeT B cury, Koraa nHtepdenc
HacTpOeH B rMOPUAHOM pexume.

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb ethernet 1/0/1, 4ToObl OH cTan rMGpUAHLIM NHTEPENCOM, U
HacTpouTb PVID 20.

Switch# configure terminal

Switch(config)# interface ethernet 1/0/1

Switch(config-if) # switchport mode hybrid

Switch(config-if) # switchport hybrid allowed vlan add untagged 1000, 20
Switch(config-if)# switchport hybrid natiwve wlan 20

Switch(config-if) #

25-11 switchport mode
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[aHHasa komaHaa ucnonbayetcs ans ykasaHusa pexuma VLAN (VLAN mode) ansa nopta. Vicnoneaynte
dopmy no, 4TOObI BEPHYTLCA K HACTPOMKaM MO YMOSYaHWIO.

switchport mode {access | hybrid | trunk | dot1g-tunnel}
no switchport mode

MapameTpsbl

access YKasblBaeT NoOpT B Ka4ecTBe nopTta 4oCTyna.
hybrid YkasblBaeT NopT B Ka4ecTBe rMbpuaHoro nopTa.
trunk YkasblBaeT nopT B kavecTtBe trunk-nopTa.
dot1qg-tunnel YkasblBaeT nopT B kayecTBe nopta dot1g-tunnel.

Mo ymonyaHuto

Mo ymonyaHuio yctaHosneHa onums hybrid.
Pexxum BBOAa KomaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

Korga nopT ycTaHoBrEH B pexxuM goctyna (access mode), 3T0T NopT OyaeT HETErMPOBaHHLIM YSIEHOM
access VLAN, HacTpoeHHow anst nopTa. Korga nopT yctaHoBneH B rmbpuaHbiv pexxum (hybrid mode), nopt
MOXET ObITb HETEMMPOBAHHBIM MMM TEMMPOBAHHbLIM YrieHOM Bcex HacTpoeHHbIx VLAN. Llenb atoro pexvma
VLAN - nogaepxka protocol VLAN, VLAN Ha ocHoBe noaceTtei (subnet-based VLAN) u VLAN Ha ocHoBe
MAC-agpecoB (MAC-based VLAN).

Korga nopT HacTpoeH B pexum trunk, 3ToT nopT aBnsieTcs Nnmbo TerMpoBaHHbIM, TGO HETErMPOBaHHBIM
yneHom ero native VLAN 1 MOXeT 6bITb TErMpoBaHHbIM YrieHoM Apyrux HactpoeHHblix VLAN. Llenb trunk-
nopta - nogaepxka coegumHeHns switch-to-switch. Korga nopt yctaHosneH B pexum dot1g-tunnnel mode,
nopt gencteyet kak nopT UNI B service VLAN.

Mpun namerHennn pexrma switch-port mode HacTtporiku, cBasaHHble ¢ VLAN u accounmpoBaHHblie ¢
npeablayLLmMM pexmmom, byayT yTepsHbl.

Mpumeyanue: Korga pexxumom switchport mode siBnsetcs access, TONbKO HETEMMPOBaHHbIE NaKeTbl MOTYT
ObITb NnepeHanpasneHbl Yepe3 MPLS Virtual Circuit (VC). UTobbl 06ecneunTb BO3MOXHOCTb
nepeHanpaBieHnst Kak TErMpoBaHHbIX, Tak U HETEMMPOBaHHbIX NakeToB Yepe3 MPLS VC, HacTpoinTe pexum
switchport mode kak trunk. (Tonbko gnsa MI)

Mpumep

B gaHHoM npuMepe nokasaHo, kak HacTpouTb ethernet 1/0/1 B kayecTBe trunk-nopTa.

Switch# configure terminal

Switch(config)# interface ethernet 1/0/1
Switch(config-if) # switchport mode trunk
Switch(config-if) #
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25-12 switchport trunk allowed vlan

HaHHas komaHga ucnonbsyetcsa Ansa Hactporiku VLAN, KOTopbIM paspeLleHo nony4atb U OTNpaBnsaTb
Tpadmk Ha yKasaHHbIN nHTepdenc B TermpoBaHHoMm chopmate. Mcnonb3aynte goopMmy no, YToObl BEPHYTLCA K
HaCTpPOWMKaM Mo yMoIyaHuio.

switchport trunk allowed vlan {all | [add | remove | except] VLAN-ID [, | -1}
no switchport trunk allowed vlan

MapameTpsbl

all VLAN, KoTopble paspeLleHbl Ha uHTepdence.

add [obaeneHue cnvcka ykasaHHbix VLAN B cnmucok paspelueHHbix VLAN.

remove YpaneHue cnvcka ykasaHHbIx VLAN 13 cnvcka paspelueHHbix VLAN.

except Yka3sblBaeT, 4To paspelleHbl Bce VLAN, 3a nckniodeHnem VLAN, Haxogawmxca B
CMUCKE UCKITHOYEHUIA.

VLAN-ID Cnuncok paspelueHHbix VLAN unu cnncok VLAN, koTopble OOMKHbI ObITb

nobaBneHbl B cnncok paspelueHHbix VLAN unu yaaneHsl U3 Hero.

, (OnumoHanebHo) AnanasoH VLAN unu pasgeneHue VLAN oT npegbiayLiero
AvanasoHa. Nepef v nocne 3anaTor ucnonb3oBaHne npobena HegonycTUMO.

- (OnuuoHanbHo) AnanasoH VLAN. MNepea gedwmcom n nocne geduca
ncnonb3oBaHne npobena HegonycTMMO.

Mo ymonyaHuto

Mo ymonuaHuio Bce VLAN paspeLueHsbl.

Pexxum BBoga koMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMOJTYaHUK

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

[aHHas komaHOa BCTynaeT B CUny, TOMbKO Koraa uHTepdernc HacTpoeH B pexume trunk mode. Ecnu VLAN
paspeLlueHa Ha trunk-nopTy, TO NOPT cTaHeT TernpoBaHHbIM YneHom VLAN. Korga ans paspewweHHon VLAN
ycTaHoBrneHa onuus all, To nopt Oyaet aBTomatuyeckun aobasneH Bo Bce VLAN, co3aaHHble CUCTEMOWN.
Mpumep

B gaHHoM npumepe nokasaHo, kak HacTpouTb ethernet 1/0/1 B kadecTBe TermposaHHoro yneHa VLAN 1000.

Switch# configure terminal

Switch(config)# interface ethernet 1/0/1
Switch(config-if) # switchport mode trunk
Switch(config-if) # switchport trunk allowed wlan add 1000
Switch(config-if) #
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25-13 switchport trunk native vian

HanHas komaHaa ucnonb3yetcsa aAns ykasaHnus native VLAN ID nHtepdeinca B pexume trunk mode.
Wcnone3ynte chopMy no, 4TOObI BEPHYTLCH K HACTPOMKAM MO YMOMYaHUIO.

switchport trunk native vian {VLAN-ID | tag}
no switchport trunk native vian [tag]

MapameTpbl
VLAN-ID Native VLAN ans trunk-nopra.
tag BknioyeHne pexuma TermposaHus (tagging mode) native VLAN.

Mo ymon4yaHuto

Mo ymonuaHuio 3agaHa native VLAN 1, pexvm HeTermpoBaHHbIN.
Pexxnm BBoaa KomaHAabl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMOM4YaHUIO

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

KomaHga BcTynaeT B cuny TOMbKO Korga nHtepgenc HacTpoeH B pexxume trunk mode. Korga native VLAN
trunk-nopTta HacTpoeH B TerMpoBaHHOM pexume (tagged mode), 06bI4HO JOMYCTUMBIN TUN KaApoB nopTa
JorxkeH bbITb HAaCTPoOeH Kak “tagged-only”, 4Tobbl NpUHUMAaTBL TONBKO TerMpoBaHHble kagpbl. Korga trunk-
nopt paboTaeT B HeTerMposaHHOM pexume (untagged mode) ans native VLAN, nepenasas
HeTermpoBaHHbI nakeT Ans native VLAN 1 TernpoBaHHbIe nakeTbl Ans Bcex octanbHbix VLAN, gonyctumele
TUMNbI KaOPOB NOPTa JOSMKHBI ObITb HACTPOEHDI kKak “admit-all” ans KoppekTHon paboThl.

YkasaHHas VLAN He gormkHa o6s13aTenbHO CyLLecTBOBaThb Afsl HACTPOMKN KOMaHAb.

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb ethernet 1/0/1 B kayecTtBe MHTepdelica trunk u native VLAN
20.

Switch# configure terminal

Switch (config)# interface ethernet 1/0/1
Switch({config-if) # switchport mode trunk
Switch{config-if) # switchport trunk native wlan 20
Switch(config-if) #

25-14 vlan

HaHHas komanga ucnonb3yetcsa ana gobasneHms VLAN mn Bxoga B pexxum VLAN configuration mode.
Wcnone3ynte chopmy no ans yganexus VLAN.

vlan VLAN-ID [, | -]
no vlan VLAN-ID [, | -]
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MapameTpbl

VLAN-ID UpeHTndukatop VLAN, koTopast 4OMmKHbI ObITb JoOGaBneHa, yaaneHa unu
HacTpoeHa. KoppekTHbin gnanasoH VLAN ID: ot 1 oo 4094. VLAN ID 1 He moxeT
ObITb yOaneH.

, (OnumoHaneHo) AnanasoH VLAN unu pasgenexHue VLAN oT npegbigyLiero
AnanasoHa. lNepepn n nocne 3anaTon ncnonb3oBaHue npobena HegoMyCTUMO.

- (OnunoHaneHo) AnanasoH VLAN. MNMepen neducom n nocne geduca
ncnonb3oBaHne npobena HegoNycTUMO.

Mo ymonyaHuto

VLAN ID 1 cywecTtByeT B cucteme B kadectse VLAN no ymonuyaHutio.

Pexum BBOOa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

Wcnonb3ynte komaHay rnobanebHon HacTporikn vlan anga cosgaHma VLAN. Beog komangp! vian ¢ VLAN ID
Brievet BxoA B pexum HacTponkm VLAN (VLAN configuration mode). Beog VLAN ID cywectytowien VLAN
He cospaeT HoByo VLAN, Ho pa3speluaeT none3oBaTento nameHutb napameTtpsol VLAN ans ykasaHHon VLAN.
Korga nonb3osatens BBognt VLAN ID HoBoli VLAN, VLAN 6yneT co3gaHa aBTOMaTUYECKM.

Wcnone3ynte komaHay no vilan gns yaanexdusa VLAN. VLAN no ymonyaHuio He MOXeT ObITb yaaneHa. Ecnu
yoaneHHas VLAN aensetcs access VLAN nopta, To access VLAN nopta 6yget copoweHa B VLAN 1.

Mpumep
B naHHOM npumepe nokasaHo, kak Ao6aesuTb HoBble VLAN, HazHaumB HoBble VLAN ¢ VLAN ID ot 1000 go
1005.
Switch# configure terminal
Switch(config)# wlan 1000-1005
Switch (config-—wvlan) #
25-15 name

HaHHas komaHaa ucnonb3yetca ans ykasaHusa umeHn VLAN. Vcnonb3ynte hopmy no, 4ToBbl BEPHYTLCH K
HacTpomnkam Nno yMornyaHuio.

name VLAN-NAME
no name

MapameTpbl

VLAN-NAME Mmsa VLAN (makc. 32 cumsona). ims VLAN gomKHO BbITb YHUKamNbHbLIM B
aAMUHUCTPaTUBHOM JOMEHE.

Mo ymonyaHuto
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Mo ymonuanuio umeHem VLAN sensetcs VLANX, rge x - yetbipe undpsbl (BKNOYas HavanbHbIe Hynu),
koTopble pasHbl VLAN ID.

Pexxum BBOAa KOMaHAbI

VLAN Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

Ucnonb3ynte gaHHyto komaHdy ans ykasanusa nmedn VLAN. Mima VLAN gomkHO BbiTb YHUKanbHbIM B
aAMUHUCTPaTUBHOM JOMEHE.

Mpumep
B oaHHOM npumepe nokasaHo, kak HacTpouTb umsa VLAN (“admin-vlian”) ans VLAN 1000.

Switch# configure terminal
Switch(config)# wlan 1000
Switch{config—vlan) # name admin-vlan

Switch(config—vlan) #

26. KomaHabl System Log

26-1 clear logging

[laHHas komaHZa ucnonb3yeTcs Ans yaaneHus coobLLEHUIA ormpoBaHus ns Bydepa CUCTEMHOTO
FIOTVIPOBAHWS.

clear logging
MapameTpbl
Het
Mo ymonyaHuto
Het
Pexxum BBOAa KOMaHAbI
Privileged EXEC Mode
YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI
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KomaHga nossonsieT yganutb BCe 3anucu nornposaHus u3 bydepa CMCTEMHOro NorMpoBaHus.

Mpumep

B npaHHOM npumMepe nokasaHo, Kak yaanutb BCe 3anvcu normpoBaHus 13 6ycbepa CUCTEMHOIO NTOrmpoBaHnA.
Switch# clear logging

Clear legging? {y¥/n) [n] ¥

Switch#

26-2 logging on

[aHHas komaHga ucnonb3yeTcs AN BKAYEHUS NTOrMPOBaHMS CUCTEMHBIX COOOLLEeHU. Mpu ncnonb3oBaHum
dOopMbl N0 KOMaHAa OTKMIOYUT NOrMPOBAHNE CUCTEMHbBIX COOBLLEHWIA.

logging on
no logging on
MapameTpbl
Het

Mo ymonyaHuto

Mo ymonuyaHuto onums BKMoYeHa.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YposeHb 12

Ucnonb3oBaHue KoMaHAbI

[nsa BKMOYEHMS NOrMPoOBaHMS CUCTEMHbIX COOOLLEHNI ncnonb3ynTte komaHay logging on B pexume Global
Configuration Mode. [laHHas komaHaa oTnpasnseT coobleHns o6 otnagke (debug) nnu owmnbke (error) B
npoLecce NorMpoBaHnsi, MpU KOTOPOM COXPaHSIFOTCA COOBLLIEHNS aCMHXPOHHO C MPOLIECCOM, FeHEPUPYHOLLM
OaHHble coobLeHus. VicnonbayiiTe bopMy no AN OTKIOYEHUS NMpoLiecca NormpoBaHus.

Mpouecc nornpoBaHus ynpaensieT pacnpeieneHneM CooOLLEHNI NOMMPOBAaHNS Ha Pa3NNYHbIE TOYKU
HasHa4eHus, Hanpumep, bydep normpoBaHnsi, ceccum TepMuHana, cepeep syslog. CoobLleHns CUCTEMHOTO
NOrMPOBaHNST TakkKe U3BECTHbI KaK COOOLLEHUS CUCTEMHbIX OWMBOK. JTormpoBaHme MOXHO BKITHOYUTL U
OTKIIOYMTb ONS KaX4oW M3 TOYEK HasHavyeHus nHanBMAayansHo, ncnonb3ys komanapl logging buffered,
logging server u logging global configuration. OgHako ecnu oTknioveHa komaHnga logging on,
COOD6LLEHNS Ha AaHHbIE TOYKM Ha3HaYeHUs oTnpaBnAaTbCcHa He byayT. Ecnu komaHga logging on BkroveHa,
opgHoBpeMeHHo Oyaet BkntodeH logging buffered.

Mpumep

B oaHHOM npumepe nokasaHo, Kak BKITIO4YNTb J1OrMpoBaHne CUCTEMHbIX coobLLEeHNN.
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Switch# configure terminal

Switchi{config)# logging on

WABNING: The command takes effect and the logging butfered 15 enabled at the same time.
Switch{contfig)#

26-3 logging buffered

[aHHasa komaHaa Mcnonb3yeTcs Ans BKYEeHWS NOrMpoBaHns CUCTEMHBIX COOOLLEHMI B NoKanbHbIn Bydep
coobueHui. Mpu ncnonb3oBaHMn OPMbl NO KOMaHAa OTKIOYMT NIOrMpoBaHNe CUCTEMHBIX COOOLLEHNI B
nokanbHbIn 6ydep coobuieHun. Ncnoneaynte komaHay default logging buffered, 4ToObl BepHYTH
HaCTPOWNKM MO YMOMYaHWIO.

logging buffered [severity {SEVERITY-LEVEL | SEVERITY-NAME}] [discriminator NAME] [write-
delay {SECONDS | infinite}]

no logging buffered

default logging buffered

MapameTpbl

SEVERITY-LEVEL (OnumoHanbHO) YKaxknte ypoBeHb BaKHOCTU CUCTEMHbBIX COOBLLEHNIA.
CoobLLeHMsa Ha 3TOM ypOBHE BaXXHOCTU Unn 6ornee cepbe3HOM ypoBHE OyayT
nornpoBatbcs B 6ydep coobiueHunn. 3HavyeHne moxet ObiTb 0T 0 go 7, rae 0 —
Hanbornee BaXxHbIN ypoBeHb. Kogbl ypOBHEN BaXKHOCTU: emergencies
(4pesBblvaliHbie) — cucteMa He paboTocnocobHa (0), alerts
(npepynpexgeHus) — cuctema TpebyeT HemeaneHHoro BmeLuatensctea (1),
critical — cocTosiHMe cucTembl KpuTudeckoe (2), errors — coobLueHnsi 06
owmbkax (3), warnings — npegynpexaeHnsi 0 BO3MOXHbIX Npobnemax (4),
notifications — ysegomneHus o HopmarnbHbIX, HO BaXHbIX COObITUSX (5),
informational — nHopmaumoHHble coobLlenust (6), debugging — oTnagoyHble
coobulenus (7). Ecnu 3HaveHne He ykasaHo, 3Ha4YeHne YPOBHS Mo
yMonuyaHuio — warnings (4).

SEVERITY-NAME (OnumoHanbHO) YKaxuTe Ha3BaHWE YPOBHS BaXKHOCTW CUCTEMHbIX
coobueHunn. MmeHa ypoBHewn BaxxHocTU: emergencies (0), alerts (1), critical
(2), errors (3), warnings (4), notifications (5), informational (6),
debugging (7).

discriminator (OnumoHaneHo) YkaxuTe discriminator anga dounbTpauum coobLueHui,
OTNpaBnsieMbIX B NOKanbHbIN Bydep.

write-delay SECONDS (OnumoHanbHO) YKaxuTe 3agepxKy nepuoamyeckon sanucu dygepa
nornpoBaHuns Ha FLASH Ha yka3aHHOe KOnM4eCTBO CEKyHA.

Mo ymonyaHuto

Mo ymonyaHuio ncnomnb3yeTcs YpoBEHb BaXXHOCTU warning (4).
Pexxum BBOAa KomaHAabI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHWe KOMaHAbI
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CucTemHble COOBLLEHNSI MOXHO NOTMMPOBaThb B floKanbHbIi Gydep coobLLEHWIA, NOKanbHY KOHCOMb UK B
apyrve Mecta. CoobLieHnst 4oMmKHbI ObiTb BBeAEHbI B JloKanbHbI 6ydep cooblueHunit nepes oTnpaBKol B
Apyrue TOYKU HasHauYeHus.

KomaHpga He BygeTt npumeHeHa, ecnu ykasaHHbin discriminator He cywiectsyeT. B Takom cnyyae 6yayT
NPUMEHATbLCA HaCTpOI7IKI/I no ymon4aHuio.

YKaxuTe ypoBeHb BaXXHOCTU COOBLLEHNIN AN OrpaHUYeHUs CUCTEMHbIX COODLLEHMI, NorMpyemsix B Bydep
(370 NO3BOMUT YMEHBLLUUTL YUCIO NOrMPOBaHHLIX coobLleHni). CoobLueHMs yKazaHHOro YPOBHS UMK BbilLe
OyoyT noruposatbcs B Oycep. Ecnu Bydep byaeTt 3anonHeH, ctapble 3anucy ByayT yaaneHbl, YToObI
0cBO6OANTE MECTO, HEOOXOAMMOE A1 HOBbIX COOBLLEHMN.

Copepxumoe 6ydepa coobLueHnii nepuognyeckn dyaet coxpaHsaTbest BO FLASH-namaATb, 4ToObI
COOD6LLIEHNS MOXHO ObINIO BOCCTAHOBUTL Npu nepesarpyske. ViHTepBan coxpaHeHus 3anucen n3 bydepa Bo
FLASH-namsaTtb MoXxHO yka3aTtb. Cogepxumoe coodLeHnn normpoannsa Bo FLASH Gyget nepesarpyXeHo B
Oydbep norMpoBaHus Npu nepesarpyske.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKMYUTL normposaHue coobLleHni B Bydep normposaHms 1 orpaHnynTb
nornpoBaHne CoobLLEHNI C YPOBHEM BaXXHOCTU E€ITOrS UMK BbILLE.

Switch# configure terminal
Switchi{config)# logging buffered severity errors
Switch{config)#

26-4 logging console

[aHHasa komaHga ncnonb3yeTca Ond BKIOYeHUA NnormpoBaHna CUCTEMHbBIX COO6LLEHNIN B NTOKANbHOMN
KOHCOIN. an ncnonb3oBaHUn d)OprI NO KOMaHAa OTKIMKYUT normpoBaHne CoO0OLLIEHUI B NOKanbHON
KOHCOJIN N BEpPHET HaCTpOVIKM no ymoJ4aHuio.

logging console [severity {SEVERITY-LEVEL | SEVERITY-NAME}] [discriminator NAME]
no logging console

MapameTpsbl

SEVERITY-LEVEL (OnumoHanbHO) YKaxuTe ypoBEHb BaKHOCTU CUCTEMHbIX COOBLLEHNIA.
Coo0LeHns Ha 9TOM YPOBHE BaXXHOCTU Unu Gonee cepbe3HOM ypoBHE OyayT
nornpoBatbcs B 6ydep coobiieHunn. 3HaveHne moxet ObiTb oT 0 0o 7, rae 0 —
Hanbonee BaXxHbI YpoBeHb. Koabl ypoBHEN BaXXHOCTU: emergencies
(4pesBblvaliHbie) — cuctema He paboTocnocobHa (0), alerts
(NpepynpexaeHus) — cuctema TpebyeT HeMeaneHHoro BMeLartenscTea (1),
critical — cocTosiHue cuctembl KpuTMyeckoe (2), errors — coodeHnsa ob
owmbkax (3), warnings — npegynpexaeHnsi 0 BO3MOXHbIX npobnemax (4),
notifications — coobLeHnss 0 HopMarnbHbIX, HO BaXHbIX COBbITUSX (5),
informational — nHdopmaLmoHHbIe coobLueHus (6), debugging — oTnagoyHble
coobuieHus (7). Ecnu 3HavyeHne He ykasaHo, 3Ha4YeHMe YPOBHS MO
ymMonuyaHuio — warnings (4).

SEVERITY-NAME (OnuunoHanbHO) YKkaxuTe HasBaHWE YPOBHS BaXKHOCTU CUCTEMHbIX
coobueHuin. MmeHa ypoBHen BaxxHocTK: emergencies (0), alerts (1), critical
(2), errors (3), warnings (4), notifications (5), informational (6),
debugging (7).

discriminator (OnumoHankeHo) YkaxunTe discriminator ansa dounbTpauum coobLleHnH,
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OTnpaBnseMbIX B NTOKanbHbIi Gydep.

Mo ymonyaHuto

Mo yMonyaHuto onums OTKIHOYeHa.

Pexxum BBOoga KomaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUo

YpoBeHb 12

Ucnonb3oBaHue KOMaHAObI

CuncTeMHble COOBLLEHUS MOXHO FIOrMpoBaTh B foKanbHbIA 6ydep coOOLLEHMI, NOKanbHY KOHCOMb Unn
apyrve Todku HasHadeHusi. CoobLleHnsa JomkHbI BbiTh BBEAEHbI B NTOKarnbHbIN Oydep cooblieHnii nepen

OTI'IpaBKOIZ B KOHCOJlb.

KomaHpga He BygeTt npumeHeHa, ecnu ykasaHHbin discriminator He cywecTtsyeT. B Takom cnyyae 6yayT
NPUMEHATLCHA HAaCTPOWKN MO YMOJTYaHMIO.

YKkaxuTe ypoBEHb BaXXHOCTU COOOLLEHUI AN OFPaHUYEHNSI CUCTEMHBIX COOOLLIEHNIA, TOFMPYEMbIX B KOHCOMM.
Coob6LeHNs yka3aHHOTO YPOBHS UMK Bbille ByayT NOrMpoBaThCst B JTOKamNbHYH KOHCOIMb.

Mpumep

B naHHOM npumMmepe nokasaHo, Kak BKITIO4YNTb J1ormpoBaHune coobLLeHnn B NTOKalbHY KOHCOJ1b N OrpaHN4YnTb
nornpoBaHune coobueHnn ¢ YPOBHEM BaXXHOCTU €rrors unu Bbllle.

Switch# configure terminal
Switchi{config)# logging console severity errors
Switchi{contig) #

26-5 logging discriminator

HaHHas komaHaa nucnonb3yeTcs npu co3ganunm discriminator ona ganeHenwen uneTpaunm coobLeHnin
SYSLOG, otnpaBnsieMbiX B pasfnnyHble TOUKN HadHadeHus. Mpu ncnonb3oBaHMu hopmMbl NO KOMaHaa
yoanut discriminator.

logging discriminator NAME [facility {drops STRING | includes STRING}] [severity {drops
SEVERITY-LIST | includes SEVERITY-LIST}]
no discriminator NAME

MapameTpbl

NAME YkaxuTe nmsa discriminator.

facility (OnuunoHanbHO) YkaxuTe noadunbTp cornacHo HacTpolike facility.

STRING YkaxuTe ogHo unu 6onee umeH facility. ECrnin ncnonb3yeTcst HECKONbKO UMEH,
OHW JOMXHbI ObITb pasgeneHsl 3ansaton, 6e3 npobenos A0 1 Nocne 3ansaTou.

includes YKaxuTte Ons BKAYEHUs coBnagatoLmx coobLeHnin. Hecosnapatowwme
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coobLeHusa dyayT pmnbTpoBaThLCS.

drops Ykaxute ans unstpaunm coBnagaoLmnx cooOLEeHNA.

severity (OnumoHanbHo) YKaxnTte noadunbTp Ha OCHOBE COBMNAaAEHUI C yPOBHEM
Ba)XHOCTMW.

SEVERITY-LIST YKaxute CrncoK YPOBHEN BaXKHOCTW Ans omnbTpaumm Unm BKITIOYEHNUS.

Mo ymonyaHuto

Het

Pexxum BBOAAa KOMaHAabI

Global Configuration Mode
YpoBeHb KOMaHAbI MO0 YMONYaHUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Hacrtpoiika cyliecTtBytowero napametpa discriminator. INMpu BBOAE KOMaHAbl 6onee paHHUE HACTPOWKK ByayT
nepenucaHbl Ha HoBble. AccouuunpynTe discriminator ¢ komaHgamu logging buffered u logging server.

Mpumep

B naHHOM npumMmepe nokasaHo, Kak co3aatb discriminator ¢ umeHem «buffer-filtery», ykasbiBatowmm asa
noadunsTpa, 0AMH Ha OCHOBE YPOBHSA BaXXHOCTU, a Apyron Ha ocHoBe facility.

Switch# configure terminal

Switchi{config)f logging discriminator buffer-filter facility includes 5TF severity includes 1-
4,6

Switchi{contig)#

26-6 logging server

[aHHas komaHga ucnonb3yeTcs Ansa cosnaHus cepsepHoro yana SYSLOG ans normpoBaHUSA CUCTEMHbIX
coobLLeHn nnu BelBoga Npu otnagke. Mpu ucnonb3oBaHumn hopmbl NO KOMaHAa YOANUT CEPBEPHbIN y3en
SYSLOG.

logging server {IP-ADDRESS | IPV6-ADDRESS} [severity {SEVERITY-LEVEL |
SEVERITY-NAMEY}] [facility {FACILITY-NUM | FACILITY-NAME}] [discriminator NAME] [port UDP-PORT]
no logging server {IP-ADDRESS | IPV6-ADDRESS}

MapameTpbl

IP-ADDRESS YkaxuTte IP-agpec cepeepHoro yana SYSLOG.

IPV6-ADDRESS Ykaxute |IPv6-agpec cepBepHOro yana formpoBaHus.

SEVERITY-LEVEL (OnumnoHanbHO) YKaxuTe Kog YPOBHSI BaXXHOCTU CUCTEMHbBIX COOBLLEHNIA.

CoobLeHnsa Ha 3TOM ypoBHE BaXXHOCTU unn 6onee cepbe3HoM OyayT
normpoBaTtbcs B Bydep coobuieHnin. 3HaveHne MmoxeT 6biTb 0T 0 go 7, rae 0 —
Hanbonee BaxHbI YpoBeHb. Koabl ypoBHEN BaXXHOCTU: emergencies —
cuctema He pabotocnocobHa (0), alerts — cuctema TpebyeT HeMeaneHHOro

T |V| h v https://tm.by

—ALIAE §70RE NHTepHeT-marasuH



DGS-3130 Pykoseodcmeo nosnib3oeamernsi (CLI) 0nsa ynpaensemo2o cmekupyemo20 KoMMmymamopa 3 ypogHsi

BMeLwaTenscTBa (1), critical — coctosHMe cuctembl kKpuTnyeckoe (2), errors —
coobueHunsa 06 owmnbkax (3), warnings — npeaynpexxgeH1st 0 BO3MOXHbIX
npobnemax (4), notifications — coobLLeHMs 0 HOpManbHbIX, HO BaXXHbIX
cobbiTuax (5), informational — uHdopmaumoHHble coobleHus (6), debugging
— oTnago4Hble coobuueHus (7). Ecnu 3HaveHne He yka3aHo, 3HauYeHue ypoBHS
no ymomn4aHuto — warnings (4).

SEVERITY-NAME (OnumoHanbHO) YKaxunTte HasBaHWe YPOBHS BaXXHOCTU CUCTEMHbIX
coobueHun. imeHa ypoBHen BaxxHOCTU: emergencies (0), alerts (1), critical
(2), errors (3), warnings (4), notifications (5), informational (6),
debugging (7).

FACILITY-NUM (OnumoHankeHo) Ykaxunte gecsatudHoe 3HaveHue ot 0 go 23 gnsa facility. Ecnu
3Ha4YeHue He ykasaHo, No ymorn4yaHuio 6yaet ncnonb3oBaTtbes local7 (23). Onsa
6onee nogpobHou MHopmaumn obpatuTeck k naparpacdy Ucnonb3oBaHue
KOMaHAbl.

FACILITY-NAME (OnumoHanbHO) YkaxuTte nmsa ans facility. Ecnvn sHaveHve He ykasaHo, no

ymondaHuto 6yget ucnonb3osatbed local? (23). Ana 6onee nogpobHom
nHdopmaumu obpatutecs k naparpacgy Mcnonb3oBaHue KOMaHAbI.

discriminator NAME

(OnumoHanbHO) YkaxnTte ang dpunstpaumm coobLleHnin Ha cepeep
NorMpoBaHKus cormnacHo HacTpouke discriminator.

port UDP-PORT

(OnumoHanbHo) YkaxunTte Homep nopta UDP, koTophkin ByaeT ncnonb3oBatbcs
cepepom SYSLOG. JocTtyneH gnana3soH 3Ha4veHun ot 1024 go 65535, a
Takke 514 (pacnpocTtpaHeHHbii nopT IANA). Ecnn 3HadyeHue He ykasaHo,
Homep UDP-nopTa no ymonyanuto — 514,

Mo ymonuyaHuio
Het

Pexnm BBoga KomMaHAabl

Global Configuration Mode

YPOBeHb KOMaHAbl MO YMOJTYaHUIO

YpoBeHb 12

Acnonb3oBaHne KomaHAbI

CucrtemHble coobLLEHMST MOXHO NTOrMPOBaTh B JTIOKaNbHLIN Oydep coobLLEHUN, NTOKaNbHY KOHCOSb UMK Ha
yaaneHHble y3nbl. CoobLeHnss AoMmKHbI ObITb BBEAEHbI B FTOKanbHbIA Oydep coobLleHnin nepes OTNpaBKon

Ha cepBep NorvpoBaHus.

Hwxe npegcrtasneHa Tabnuua sHaveHun Facility.

Howmep Facility Nwmsa Facility OnucaHue

0 kern CoobueHunsa agpa

1 user CoobLeHuns ypoBHS nonb3oBartens

2 mail Cucrtema nouyTbl

3 daemon CucteMHble daemon

4 auth1 CoobLieHuns cucteMbl GesonacHocT/aBTopusaunm
5 syslog CoobuweHus, reHepupyemble SYSLOG

6 Ipr MNopgcuctema Line Printer
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7 news Moacnctema ceTeBbIX HOBOCTEN

8 uucp Moacucrema UUCP

9 clock1 Clock daemon

10 auth2 CoobLeHus cuctemMbl bGeaonacHocTu/aBTopusaunm
11 ftp FTP daemon

12 ntp Mopcuctema NTP

13 logaudit AyauT nornposaHusi

14 logalert MpenynpexaeHne norMpoBaHus

15 clock2 Clock daemon (note 2)

16 local0 JlokanbHoe ncnone3osaHue 0 (local0)
17 local1 JlokaneHoe vcnonb3oBaHue 1 (locall)
18 local2 JlokanbHoe vcnonb3oBaHue 2 (local2)
19 local3 JlokanbHoe ncnonb3oBaHue 3 (local3)
20 local4 JlokanbHoe ncnonb3oBaHue 4 (local4)
21 local5 JlokanbHoe ncnone3oBaHue 5 (localb)
22 local6 JlokanbHoe ncnone3oBaHue 6 (local6)
23 local7 JlokansHoe ncnone3osaHue 7 (local7)
Mpumep

B paHHOM npumepe nokasaHo, Kak BKIOUYMTb JIOrMpOBaHNE CUCTEMHbBIX COOBLLEHUI C YPOBHEM BaXKHOCTU
BblLLIEe warnings Ha yganeHHom yane 20.3.3.3.

Switch# configure terminal
Switchi{config)# legging server 20.3.3.3 seaverity warnings
Switchi{contfig)#

26-7 logging smtp

[laHHas komMaHaa ncnonb3yeTcs A4S BKIIOYEHWS TOrMPOBaHUS CUCTEMHbBIX COOBLLIEHMI NonyYaTensM
SMEKTPOHHOM MoyTbl. Mpy UCNoNb30BaHUM OPMbEI NO KOMaHAa OTMEHUT JIOTMPOBAHUE CUCTEMHbIX
COOGLLEHWIA MoNyYaTensiM 3IEKTPOHHOW MOYTbl M BEPHETCA K HACTPOVKaM Mo YMOTYaHUIo.

logging smtp [severity {SEVERITY-LEVEL | SEVERITY-NAME}] [discriminator NAME]
no logging smtp

MapameTpbl

SEVERITY-LEVEL (OnuunoHanbHO) YKaxuTe Kog YPOBHSI BaXXHOCTU CUCTEMHbBIX COOBLLEHNIA.
CoobLeHunsa Ha 9TOM ypOBHE BaXXHOCTU nnn Bonee cepbe3HbiM YPOBHEM
OyayT nornpoBatbcs B bychep coobiieHnin. 3HaveHne moxeT 6biTb 0T 0 o 7,
roe 0 — Hanbonee BaxHbIN ypoBeHb. Koabl ypOBHEN BaXXHOCTU: emergencies —
cuctema He pabotocnocobHa (0), alerts — cuctema TpebyeT HeMeaneHHOro
BMewlatenscTea (1), critical — cocTosiHMe cucTemMsl KpUTUYeckoe (2), errors —
coobueHus 06 owmbkax (3), warnings — NpeaynpexaeHns 0 BO3MOXHbIX
npobnemax (4), notifications — coobLeHNs1 0 HOpMarnbHbIX, HO BaXKHbIX
cobbiTnax (5), informational — nHdopmaumoHHble cooblieHms (6), debugging
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— 0TnapoyHble coobuerus (7). Ecnv 3HadeHne He ykasaHo, 3HaYeHNe YPOBHS
no ymomn4daHuto — warnings (4).

SEVERITY-NAME (OnumoHanbHO) YKaxuTe Ha3BaHWE YPOBHS BAXKHOCTW CUCTEMHbIX
coobueHuin. MmeHa ypoBHen BaxxHocTu: emergencies (0), alerts (1), critical
(2), errors (3), warnings (4), notifications (5), informational (6),
debugging (7).

discriminator NAME (OnuunoHanbHO) YkaxuTe ans hunsTpaumm coobLLeHni, oTnpaBnsemMblX Ha
nouyTy, Ha OCHOBe 3Ha4deHus discriminator.

Mo ymonyaHuto

Mo ymonyaHuio onums OTKNIOYeHa.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YposeHb 12

Ucnonb3oBaHue KoMaHAbI

CuncTeMHble COOBLLEHNS MOXHO NOrMpoBaTh Ha ANEeKTPOHHY0 noyTy. [laHHasa komaHaa He ByaeT npumeHeHa,
ecnu ykasaHHbIn discriminator He cyuwecTtsyeT. B Takom criyyae 6yayT NPpUMEHSITLCS HACTPOMKM NO
ymonyaHuto. CoobLieHns Heobxoanmo normpoBaTh B flokanbHbIN Bydep nepen oTNpaBKOW Ha SMNEKTPOHHYHO

nouTy.

Ykaxute YpPOBEHb BaXXHOCTU coobueHnn ans orpaHn4YeHnsAa CUCTEMHbIX JTOrmpyembixX coobLeHnn.
CoobLueHus YKa3aHHOro ypoBHA UK Bbille 6yﬂyT 1IOrMpoBaTbCA Ha 3NIEKTPOHHYHO MOYTY.

Mpumep

B AaHHOM npuMepe nokasaHo, Kak BKIYUTbL OrMpoBaHMe CUCTEMHBLIX COOBLLEHWUIA C YPOBHEM BaXXKHOCTU
BbILLIE Warnings Ha 3NeKTPOHHYHO NOYTY.

Switch# configure terminal
Switchiconfig)# logging smtp severity warnings
Switchi{config)#

26-8 logging source-interface

HdaHHas komaHaa ncnonb3yeTcs Ans ykasaHus |IP-agpeca uHtepdpenca, kotopbin 6yaeT Mcnonb3oBaThCs B
KayecTBe agpeca UctodHuka ans otnpasku naketoB SYSLOG. MNpu ncnonb3osaHum opMbl o kKOMaHga
BEPHETCH K HaCTPOMKaM Nno yMonyaHuio.

logging source-interface INTERFACE-ID
no logging source-interface

MapameTpbl

INTERFACE-ID YkaxuTe IP-agpec uHtepderica, KoTopbin OyaeT MCNonb30BaTbCA B Ka4ecTBe
agpeca UCToYHMKa anga otnpasku naketoB SYSLOG.
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Mo ymonyaHuto

Mo ymonuaHuto ncnoneayetca IP-agpec dnukaniwiero nHtepdgeica.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

KomaHpga ucrnonb3yeTcs ans ykasaHus IP-agpeca nHtepdenca, Kotopbii 6yaeT cnonb3oBaTbCsl B Ka4ecTBe

agpeca UCTOYHMKA Ans otnpaeku naketoB SYSLOG.
[na komaHabl Nogaep>KuBatTCsa Tonbko nHTepdencol Loopback, MGMT n VLAN.

Mpumep
B naHHOM npumepe nokasaHo, kak HacTtpouTb VLAN 100 B kayecTBe MHTepdenca NCTOUHMKA ANt NaKeToB
SYSLOG.

Switch# configure terminal

Switch{config)# logging scurce-interface wlan 100

Switch{conftig)#

26-9 show logging

[aHHas komaHaa ucnonb3yeTcs Ansi NPOCMOTPa CUCTEMHbBIX COOOLLEHMWI, NTOTMPOBaHHLIX B NTOKANbHOM
Oydepe.

show logging [all | [REF-SEQ] [+ NN | - NN]]

MapameTpbl

all (OnuunoHanbHO) YkaxuTe anst oTobpakeHus Bcex 3anucei fnora, HadvHas ¢
nocneaHux.

REF-SEQ (OnumnoHanbHO) YkaxuTe anst oTobpaxeHus ¢ HOMepa, CneayLero 3a
yKa3aHHbIM.

+ NN (OnumoHanbHO) YKaxknte KONmM4ecTBO COOBLLIEHWIA, NOSBMBLLMXCA MOCNe
yKa3aHHOro Homepa, CrneayLmMm 3a ykasaHHbIM. Ecriv 3HauyeHne He ykasaHo,
oToBpaxeHne HauMHaeTCs OT caMbIX AaBHUX coobLeHni B Bydepe.

- NN (OnumoHanbHO) YKaxnte KONM4ecTBo COObLLIEHMI, NOSIBUBLLMXCS A0

yKa3aHHOro Homepa, criegyoLmMM 3a ykasaHHbIM. Ecnn 3HayeHne He ykasaHo,
oToBpaxeHne HauMHaeTCcs OT caMbIX nocnegHnx coobueHnn B Bydepe.

Mo ymonyaHuto

Het
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Pexxum BBOAia KOMaHAbI

User/Privileged EXEC Mode
JTrobon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMONM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

KomaHga ncnonb3yeTcs Ansi N(pocMoTpa CUCTEMHbIX COODLLEHWIA, NTOTMPOBaHHbIX B NOKanbHOM Gydepe.
Kaxxgoe normpoBaHHoe B Oydhep coobLieHne accoummpoBaHo ¢ HOMEPOM NocregoBaTenbHOCTU. [pu
NOrMpoBaHnM CoobLLIEHMS HAa3Ha4YaeTCs HoOMep nocnegoBaTenbHOCTU, HaYnHas ¢ 1. Homep
nocrnegoBaTensHOCTU BepHeTcd kK 1 nocne goctmkeHms 100000.

Ecnu nonb3oBatenb ykasbiBaeT OTOOpaXkeHne konmyecTsa CoOOLLEeHNn Nocne HoMepa, CrneayroLum 3a
ykasaHHbIM, bonee nosgHue coobleHus 6yayT oTobpaxaTbcsa 40 HOBbIX. Ecnn nonb3osatens ykasbiBaeTt
oTobpaxeHne KonuyecTea coobLLeHn ¢ HoMepa, CneayrLnMm 3a ykasaHHbIM, HOBble coobLuieHus byayT
oTobpaxaTtbcs o 6onee NO3oHUX.

Ecnu komanga BBegeHa 6e3 onuuii, 6yaet otobpaxeHo 200 3anucen, Ha4yMHasi OT CaMblX NOCNEAHUX.

Mpumep

B naHHOM npumepe nokasaHo, kak 0Tobpa3nTb coobLleHnst B NlokanbHOM Bydhepe coobLieHni.

Switch# show Switch# show logging

Total number of buffered messages: 2

#2 2015-03-25 16:37:36 Unit 1, Successful legin through Conscle (Username: Anonymous)
#1 2015-03-25 16:35:54 INFO(6) Port ethl/0/1 link up, 1000MbBps FULL duplex

Switch#

26-10 show attack-logging

[aHHasa komaHga ncnonb3yeTca anda npocMoTpa JI0OrmpoBaHHbIX coobLeHnn ob aTakax.

show attack-logging unit UN/T-ID [index INDEX]

MapameTpbl

UNIT-ID YkaxuTe mogynb (Unit), 4na kotoporo Heo6xoaMmo oTobpasnTb
nornpoBaHHble coobLLeHNs 00 aTake.

index INDEX YKaxute cnMcok HoMmepoB index-3anucen, KoTopble Heo0xoauMo 0TObpasnTb.
Ecnu 3HayeHne He yka3aHo, oToOpaxaTbesi ByayT Bce AaHHble U3 XypHana
aTak.

Mo ymonyaHuto

Het
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Pexnm BBoga KoMaHAbl

User/Privileged EXEC Mode
JTioBGon pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

[daHHas komaHaa ncnonb3yeTcs Ans NpoCcMoTpa NorMpoBaHHbIX COobLLEeHNI XXypHana o6 atakax. Takue
COOBLLIEHNS OTHOCATCH K COOBLLEHNAM XXypHana, ynpaBnsemblx TakuMmu mogynsamu, kak DOS u port-security.
[daHHbIN TN NOrMPOBaHHbLIX COOBLLEHWIN MOXET reHepmpoBaTb BOMbLLIOE YMCIO COOBLLEHN, N3-3a Yero B
cucteme BbICTPO 3aKOHYUTCA NaMaTb A4S NorpoBaHus. NoaTomy Ans JaHHOro Tuna coobLeHnn B
CUCTEMHOM XYypHarne XpaHUTCH TOMbKO NepBoe NorMpoBaHue, reHepupyemMoe Kaxayto MUHYTY, a ocTarnbHble
XpaHATCA B OTAeNbHOM Tabnuue ¢ umeHeM attack log (kypHan aTak).

Mpumep

B naHHOM npumepe nokasaHo, kak 0Tobpa3nTb NepBoe NormpoBaHHOE coobleHne o6 aTake.

Switch# show attack-logging index 1

Attack log messages:

1 2015-03-24 15:00:14 CRIT{2) Land attack is blocked from {(IF: 10.72.24.1 Port: 7)
Switch#

26-11 clear attack-logging

[aHHasa komaHaa vucnonb3yeTcs AN yaaneHus cooblleHunin o6 atakax.

clear attack-logging {unit UNIT-ID | all}

MapameTpbl

unit UNIT-ID Ykaxute mogynb (Unit), 4nst koToporo Heo0xo4MMO yaanuTh JIOTMPOBaHHbIE
cooOLeHust 06 aTake.

all YKkaxute ansa yganeHusa Bcex 3anuncen.

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI
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[aHHas komaHaa ucnonb3yeTcd Ans yaaneHus coobleHnin ob atakax.
Mpumep
B naHHOM npymepe nokasaHo, Kak yaanuTb Bce NIOrMpoBaHHble coobLueHms o6 aTtakax.

Switch# clear attack-legging all

Switch#
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