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BBepeHue

1. BBEOEHUE

1.1 Obwwme cBegeHwn

Mbl 6narogapvuM Bac 3a Bblbop npogykumm komnanum DSSL (Digital Security Systems Lab).
LUundposas MHorokaHanbHas cuctema BuaeoHabnwopenus TRASSIR™ npepcrasnsget cobor annapatHo-
NpOrpaMMHbI KOMIMEKC, UCNOb3YIOWNIA B KayecTBe NiatpopMbl MepCcoHanbHbIA KomnbioTep. U3penve
KOMMJIEKTyeTcs nepudepuinHbiMM  YyCTPOMCTBAMM B COOTBETCTBMM C  TpeboBaHMsSMM  3aKasuumka
(MokynaTtens).

lNporpaMMHoe obecneyeHne, noctaBnsgsemMoe ¢ cuctemamm TRASSIR™, pabotaeT nopg
onepaLMoHHOM cucTeMon Linux n npeaHasHavyeHo ang 06paboTkM BUAEOAAHHbIX M paboTbl C apXMBaMy.
Mpy Hanuuuu nokanbHOM cetTn unm cetm UHTepHeT cucteMa MoxeT paboTatb B pexume «KnneHT-
CepBep».

Hactoswee TexHMYeCcKoe OMUCaHWMe WM MHCTPYKUMS MO 3KCMyaTauMu COAEPXKAT OCHOBHbIE
TEXHUYECKME XApaKTEPUCTUKM M 0OlMe npaBwna paboTbl C M3AENMEM, @ TaKXKe YKa3aHus Mo ero
YCTaHOBKE, 3aMNyCKy, 06CNYXXMBAHUIO U XPAHEHUIO.

[aHHag WHCTpyKUMS NOo 3KCniyataumMmM MOXeT ObiTb MCMonb30BaHa AN BCeX Mopenen
BuaeopermctpatopoB TRASSIR NVR\XVR, co3aaHHbIx Ha 6a3e onepaumoHHon cuctembl TRASSIR OS ans
ARM.

2 Bupeoperucrtpatop TRASSIR
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1. BBegeHue

1.2 Mepbl NpefoCTOPOXHOCTH

Bupeoperucrtpatop u3rotoBneH c cobnwojgeHveM Bcex HOPM 6e30MacHOCTM M 3aluTbl OT
NOBPEXAEHMM, HO Bbl LOMKHbI COBNOAATL ONpPeLeNneHHble Mepbl AN UCKITIYEHMS ONACHbIX CUTyauuii B
nepuon ero 3kcnayatauuMu. BHMMaTeNnbHO 03HAaKOMbTECh C [AAaHHbIM PYKOBOACTBOM M CO BCEMM
MHCTPYKLUMSIMU, MPUNAraemMbiMK K BUAEOPETrUCTPATOPY, COXPaHUTE UX AN AaNbHENLWero MCnoab30BaHUS.
Cnepyiite MHCTPYKUMSM W NpeaynpexneHusM B npouecce 3Kcnayataumu. He yctaHasnueamTe
BMAEOPErncTpaTop Ha HEYyCTOMYMBbIe MOBEPXHOCTW, OTKYAA OH MOXET ynacTb. 3TO MOXET NpPUBECTU K
BbIXOLY €ro W3 CTpos W TpaBMMpoOBaHuio ntogen. OTBepctus B Kopnyce BuAeoperucrpatopa
npefHasHa4YeHbl 418 BEHTUAAUMM, HMKOTLA HE 3aKpbiBaWTe M He 3acioHsaiTe ux. He nomewainte
BMOEOPErMcTpaTop psaoM C UCTOYHMKOM Tenna. He ponyckavTte nonafaHus nobbix NpeamMeToB BHYTPb
Koprnyca M NbbIX >XMOKOCTEM BHYTPb WM Ha MOBEPXHOCTb BuaeoperucrTpaTopa. [logkniovante
BMAEOPErMCTPATOP TOMBKO K CETM 3NEeKTPONMTaHMa C HanpskeHuem 220B w vactoton 50IML.
Mpou3BogmMTe TOMBKO TE HACTPOMKM W PEryIMpoOBKM, KOTOpble NPeayCMOTPEHbl UHCTPYKUMEN.
BbiknoyaiTe BMAEOPErncTpaTtop M OTK/KYAWTe ero OT MCTOYHMKA NWUTaHusa nepesd YWUCTKOW, He
MCNONb3yNTE XUAKME U a3PO30JbHblEe OYMCTUTENW, AN NPOTUPAHWUS MCMONb3YHTE MATKYK TKaHb. He
BK/IOYaWTe BUAEOPErUCTPATOP B MECTAX C MOBbILEHHOW BAAXHOCTLIO.

BHMUMAHMUE!

HeMepneHHO  OTKIOYMTE  BMAEOPErUCTPATOP OT MCTOYHMKA  HaMpsbkeHMss M obpatuTech B
CepBuWCHbINM LEHTP B C/IyYae, eciu:

- Kabesib MUTaHUA UMM pa3beMbl MOBPEXAEHBI UM UMEKOT AePEKTbI;

- KOpNyC BUAEOPErUCTPATOpa NOABEPTCS 3HAYUTENbHOMY MOMNafaHWIo BNaru;

- BUEOperncTpaTop He paboTtaeT, Npu cobB0AEHUM BCEX MHCTPYKLMIA MO SKCMIyaTaLmm.

PyKOBOACTBO MO 3KCMnyaTaumm 3
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YcraHOBKa CcUCTEMDbI

2. YCTAHOBKA CUCTEMbI

2.1 Mopaaok AeNCTBUM NpU YCTAaHOBKE BUAEOPErMcTpaTopa

1. Mepep ycTaHOBKOM BHUMaTENbHO NpoyTMTE pasaen «[1oAroToBka K yCTaHOBKEY.
2. MNoprotoBbTe MeCTO 415 YCTaHOBKMW BMAEOperucrpaTopa.
3. ObecneybTe HaNMYME UCTOUYHUKA HAMPSHKEHUS U CETEBOMO MOAKIOYEHUS.

BHUMAHUE!

B cBa3m c Tem, 4yto M™Mogenu BUOEOPErNCTPATOPOB MOIryT MMETb pPasyinyHble KOHCbMpraLI,VIM,
HEKOTOpble U3 KOMMNOHEHTOB, YNOMAHYTbIE B 3TOM pYKOBOACTBE, MOT'YyT OTCYTCTBOBATb UK OT/IMYATLCA OT
OMMCaHHbIX.

npOM3BO,EI,MTefIb ocTaBnseT 3a coboi npaBo BHOCUTb WU3MEHEHMA WU YyCOBEpLEHCTBOBAHUA B
KOHCTPYKUMKO U KOMNNIEKTHOCTb MOCTAaBKU BUOEOPErnMCTpaTopa 6e3 npenBapuTenibHOro yeegomneHua.

2 Bupeoperucrpatop TRASSIR
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2. YCTaHOBKa CUCTeMb

2.2 [logrotoBka K ycTaHOBKe

BHUMAHME!

[puHeceHHbIM € MOpO3a BWMAEOperucTpaTtop HeobXxoAMMO BbiAepXaTb He MeHee 6 4acoB npu
KOMHATHOM TeMnepaType nepen BK/IYEHUEM.

Bo wu3bexaHue nopaxeHus 3NeKTPUYECKMM TOKOM nepen MOAKAYEHMEM MoObIX YCTPOWCTB K
BUAEOperncTpatopy ybenmrech, 4TO M BUOEOPErncTpaTop, U MOAK/IKYaeMOe YCTPOMCTBO OTK/IOYEHbI OT
CeTU aNneKTponuTaHms!

2.2.1 PacnakoBka

Bupeopernctpatop MnocTaBnsieTcs YyNakoBaHHbIM B KAapTOHHYK KOpPOOKY. AKKypaTHO pacnakyite
ero. Ecnv Bbl 0GHApYXMAKU BHELIHWE MOBPEXAEHWS UM OTCYTCTBME Yero-nMbo B KOMMIEKTE MOCTABKMU,
HEMeAJIEHHO 06paTUTECh K MPOAABLLY.

B TMNOBOM KOMMNIEKT NOCTAaBKM BXOOAT:

Bupeopermctpatop ¢ TRASSIR OS (B cbope v ynakoBke);
ON0K NUTaHUS;

MbILLKa;

TEXHUYECKMI Nacnopr,

rapaHTUMHbIN TaNOH.

Bce KOpO6KVI M YyNakKOBOYHbIE MaTEpUanbl CNeayeT COXPaHUTb. OHu npurooaTca BaM B C/iyyae
BO3BpaTa BUAEOPErnCTpaTtopa B Te4HeHUE FapaHTMﬁHOFO CpOKa, Npu nepeBo3Ke Ha peMOHT UK HOBOE

MECTO.

PykoBOoOCTBO MO 3KCnyaTauum 5
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YcTtaHOBKa CUCTeMblI

2.2.2 MNopknioyeHe MOHUTOpa

MoaknounTe pasbeM MHPOPMALMOHHOIO Kabens MOHWTOpa K COOTBETCTBYIOLLEMY Pa3beMy Ha
3aJHeil NaHenu BMAEOPErncTpaTopa. 3aKpenuTe pasbeM LUITATHBIMU BUHTaAMK ANs NPesoTBpalLeHns ero
BbiNageHus.

MpumeyvaHue.
Mpy NOOKNHOYEHUM HECKONBbKMX MOHUTOPOB CreayeT PYyKOBOACTBOBATHCS MHMOPMAaLMEN, yKa3aHHOM B
TEXHMYECKOM NnacnopTe Ha BUAEOPEerncTpaTop.

2.2.3 loaknioyeHne KrnaBmaTypbl U MbilK
MNoaknounTe KNnaBuaTypy 1 Mbllwb K pasbemaM USB Ha 3agHen naHenu Buaeoperucrpatopa.

MpumeuaHue.
KnaBunaTypa He BXOOMT B KOMMIEKT MOCTABKM.

2.2.4 TopKnio4eHne akyCTU4eCcKon CUCTEMbI

MopknoymTe pasbeM KOMOHOK MM MUKPOGDOHA B COOTBETCTBYIOLLMI pa3beM BMAEOperncTpaTopa.
(rHe3pa Jack 3.5 mm B Mogensx NVR nnu RCA-pasbém B mogenax XVR).

2.2.5 MopknioyeHme K NToKanbHOW ceTu

[Ona nopknwyeHus Buaeoperncrtpatopa K nokanoHon cetn (J/1IBC wnm JIC) noaknwouute
BOCbMMKOHTaKTHbIA  pasbeM RJ-45 B coortBetctBytowmit nopt JIBC Ha 3agHer naHenu
BMOeoperucTpaTopa.

MpumeyvaHue.
[aHHoe nopkntoueHue ob6sg3atenbHO Ans paboTel C IP-ycTpoiicTBamu, a Takke [ANS MOAK/HYEHUS
TRASSIR™ Client k LaHHOMY BUAEOPErMCTPaTopYy.

2.2.6 NoakrioYeHme XeCcTkux ANCKoB

[ng noaKItoUYeHUs XeCTKoro AMcka HeobX0AMMO OTKPbITb KOPMNYC BUAEOPErMCTPaTopa, yCTaHOBUTb
XEeCTKMA AUCK B CNEeLManbHO NpeaHa3HayeHHoe ANS Hero Mecto, 3aKpenuTb KPenexHbiIMM BUHTaMU U
NOAKNIOUYUTL K CUCTEMHOM NniaTe Buaeopernctpatopa. [lanbHenwme onepauumn no HacTporke paboTbl €
XEeCTKMMM AnCKaMu npomseoaatcs HenocpeacteeHHo B TRASSIR OS (cm. pazpen «[lookntoyeHne HOBOro
XKECTKOro AMCKa»).

6 Bupeoperncrtpatop TRASSIR
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2. YCTaHOBKa CUCTeMbl

2.2.7 TogknioYeHne 3MeKTponuTaHus

Mocne Toro, kKak Bbl MOAKNHOUMIM BCE UHTEpdeENCHble Kabenu K BUAeoperucTpaTopy, Heobxoanumo
NOAKNIOUYNTb BMAEOPErMCTPATOP K CETM 3MEeKTPONuTaHusa C HanpskeHuem 220B u uactoton 500,
MopcoegnHuTe Kabenu 3NEKTPONUTaHWUS K pa3bemMaM G/IOKOB MUTAHWUSA, PACMONOXKEHHbIM Ha 3a4HWUX
naHensax BCex YCTpoWcTB. B ToM cnyyae, ecnn 610K MUTAHMS MMeET Mepek/oyaTenb HanpsKeHus,
ybeoutecb, YTO OH nepeBefneH B nonoxeHue «220B». locne 3Toro noaknwuute BUIKM Kabenen
3N1EKTPONUTaHUS B PO3ETKM 3NIEKTPONMUTaHUS. PekomeHayeTcs AN9 NOAKIYEHUS HECKOJIbKUX YCTPOWMCTB
MCMoNb30BaTb CeTeBble (GUALTPbI, KOTOPbIE MOMUMO @YHKUMKM 0ObIYHOMO YyAAMHWUTENs obecneymBaroT
GUNBTPaLMIO NUTAKOLLErO HanpskeHus OT MOMeX M npenoTepawaT cbom B pabote obopynoBaHus U
BbIXOZ, €ro U3 CTposl.

BHUMAHMUE!

Bo wu3bexaHue nopaeHUs INEKTPUYECKMM TOKOM rnepep, MoAkauveHueM kabens k 610Ky nutaHus
ybeauTech, YTo BUIKA KAaBens aNeKTPONUTaHUS He BKJIKOYEHA B po3eTKy!

He crubaiite 1 He ckpyumBaiiTe Kabenb anekTponuTaHus!

Mpu noakntueHun K 60Ky MUTAHMS He OKa3blBaWTe UYpe3MepHbIX YCUAMK Ha Kabenb, BCTaBnaiTe U
M3BNEKaWTe ero To/1bKO yCUnmnem pyku!

[lns BKAOUYEHUS BUAEOperncTpatopa He06Xo0AMMO BKIOUUTL BCE YCTPOMCTBA, BXOASLLME B €0 KOMMNIEKT U
NMOACOEAMHEHHbIE K CETU 3NeKTPOMUTAHUS.

BknoueHne BCex YCTPOMCTB BUAEOpPErncTpatopa MNpOU3BOAMTE B Clieflylolelt Moc/iefoBaTeNbHOCTH:
CHavana BK/IYAETCS BUAEOPErNCTPATOP, 3aTEM BHELLIHWE YCTPOMCTBA.

Ecnn Bce ycTpoMcTBa MOAKMYAKTCA Yepe3 CeTeBOM (WAbTP, CHayana HeoOXOAMMO BK/IOYUTH
nepeknwyatenb MNUTaHUS ceTeBoro Gunbtpa. [lpM 3TOM  MHOMKATOP 3MEKTPOMUTAHUS  OODKEH
3aCBeTUTLCA. BbiknoueHne nponssoaute B 06paTHOM NocnesoBaTeNbHOCTH.

PykoBOoOCTBO MO 3KCnyaTauum 7
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PaboTa c cuctemom

3. PABOTA C CUCTEMOM

Mocne BbINOMHEHUS BCEX MYHKTOB MOAKJ/IIOYEHMS MOXHO NPUCTYNUTL K paboTe ¢ CUCTEMO.

3.1 lNepBbIK 3anyck
3anycTute BMAeOperncTtpaTop NyTéM nogayu nuTaHus. Ha Mopensix BMAEOpernucTpatopos, rae
NPUCYTCTBYET KHOMKaA BKAKOYEHUA, N4 3aNyCKa HAXXMUTE KHOMKY BKTKOYEHUA.

MNMocne ycnewHoM 3arpy3ku Bbl YBUAMTE OKHO C M306paxeHuem norotmna TRASSIR, a Takxke
aBTOMaTMyecku 3anyctutca Macrep nepsoro 3anycka TRASSIR OS.

8 Bupeopeructpatop TRASSIR
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3. PaboTta ¢ cucremou

B oTkpbiBWEMCS OKHe npou3BeauTe nepBuuHyto HacTporiky TRASSIR OS, BbinonHuB cnegyrowme

waru:
1. BoibepuTe g3bIk CUCTEMBI:
2. BbibepuTe paspelueHune 3kpaHa 13 CNUCKA. 3HaYeHUe no ymonyanuio - 1024x768:
PykoBOOCTBO MO 3KcnyaTauum 9
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PaboTa c cuctemon

3. BkntounTe TpebyeMble packnagku U HaCTPOMTE COYMETAHMUS KNABMLL AN UX NMEPEKIIOYEHMS,
HaxaB Ha KHonky HacTpoiika KnaBuartypbl:

4. MNpn HeobXxoAMMOCTM M3MEHUTE MMSA TEKYLLEro CepBepa, HaXkaB Ha KHonky M3meHuTb B
obnactu Uma Xocra. B oTkpbIBLIEMCS OKHE BBELMTE HOBOE UMS:

YT10o6bI COXpaHUTbL HaxkmuTe KHOMKy OK.

10 Bupeoperucrpatop TRASSIR
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3. Pabora ¢ cucremon

5. [na n3MeHeHMs napameTpoB CeTeBOro MHTepdenca, HaxxmuTe kHonky Hactpoutb B 6roke
HocTynHble ceTeBble MHTEP(ENCDI.

3HayeHus Mo YMONYAHMIO:

e |P-appec — 192.168.13.37;

® Macka nogcety — 255.255.255.0.

Ecnv B nokanbHOM CeTH, K KOTOpPOM MOAKAOYEH Buaeoperncrtpatop, ectb DHCP-cepsep, TO Bbl
MOXeTe BblOpaTb aBTOMATM4YeCKOEe MONAy4YeHUe CceTeBbiX HacTpoek c nomowbio DHCP, ycraHosuB
COOTBETCTBYOLWMI dnar:

[ns npopomkeHns HACTPOMKKM HaXXMUTE KHOMKY Jdanee >.

PykoBoOcTBO Mo 3KCnyaTauum 1
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PaboTa c cuctemon

6. HactponTte paty n Bpemsa TRASSIR OS u Bbibepute BpeMeHHy0 30HY BUAEOpErncTpaTopa B
OTKpbIBLWEMCS OKHe CucTeMHOe BpeMms:

[nga aBTOMaTMyeCKoM CUHXPOHM3aumMm BpeMeHW BBeauTe [0 AByx NTP-cepsepoB, npu 3TOM
Npou30MaeT NOMbITKA CUHXPOHM3ALUMK AaTbl U BPEMEHU BUaeopeructpatopa ¢ ogHuM u3 NTP-cepsepos.

Ons Py4YHOIo MU3MeHEHUA AaTbl U BPEMEHN HAXMUTE KHOMKY UsmeHuTb AaTy U BpeMSA....

BeeawuTe TeKyLLy0 AATy U BPEMS B OTKPbIBLUEMCS OKHE U HAaXMWUTE KHONKY COXpaHUTD.

[ns npogomkeHUs HACTPOMKKM HaXXMUTe KHoMKy Janee >.

12 Bupeoperncrtpatop TRASSIR
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3. Paborta ¢ cucremon

7. HactpoiTte nogkntouyeHune Kk TRASSIR Cloud B oTkpbiBweMcs okHe O6nako Tpaccup.

Ykaxunte UMa nonb3oBatens U TMKET B COOTBETCTBYOLMX NOASX.

Mpumeuanue.

MoakntoveHne Kk TRASSIR Cloud Bbl MOXeTe Npou3BECTH B MaHENN agMUHUCTPATOPa.

MNoopo6Hoe onuncaHune npouecca noakntoveHuns suaeopernctpatopa k TRASSIR Cloud Bbl MOXeTe HalTK
B PYKOBOACTBE aAMUHUCTPATOPA.

[lng npogomkeHns HAaCTPOMKKU HaxXMuTe KHonky Janee >,

PYKOBOJJ,CTBO Mo aKcnnyaraumm
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PaboTa c cuctemon

8. B okHe Ho6aBneHue IP-kamep pob6aBbTe Kamepbl, C KOTOPbIMM OyoeT paboTaTb AAHHbIN
BMAeopermcTpartop.

B 3TOM OKHe 6yayT BbiBeAEHbl aBTOMATUYECKM HanaeHHble Yepe3 UPnP-3anpoc B nokanbHOM ceTu
Kamepbl.

MpumeuaHnue.
HacTporiky n pobaBneHme kamep Bbl MOXETE NPOM3BECTM B MAHENN aAMUHUCTPATOpa.
MoppobHoe onucaHue npoLecca NOAKIOUYEHUS KaMep Bbl MOXETe HalWTW B PyKOBOACTBE aAMUHMCTpATOPa.

BHMMAHMUE!

Bunoeopernctpatop nopLaepXKMBaeT MNOAKAOYEHWE Kamep Mo RTSP, HO He MMeeT BO3MOXHOCTU
TpaHcnmposaTb RTSP noTok Kyaa-nmbo.

[ns npopomkeHns HACTPOMKKM HaXXMUTe KHOMKY Janee >.
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3. PaboTta ¢ cucremom

9. B otkpbiBwemMcs okHe CoeamHeHMs K cepBepaM Tpaccup MOAKMOYMTECH K cepBepaM, C
KOTOpbIMK BYAET paboTaTh AaHHbIVM BULEOPETUCTPATOP.

MpumeuaHue.

MopkntoyeHMe K cepBepam Bbl MOXETE NMPOM3BECTM B MaHeM agMUHUCTpaTopa.
MoapobHoe onucaHue npoLecca NoaKIoUYeHUs CepBepoB Bbl MOXETE HAlTU B pyKOBOACTBE
aAMUHKCTpATOpA.

YT06bI 33aBepwNTL NepBUYHYI0 HAcTporKy TRASSIR OS HaxxMuTe KHOMNKY 3aBepLUUTDb.

BHUMAHME!

Bce nocnepyowme 3anycku TRASSIR OS 6yayT conpoBOXAaTbCsS BBOAOM JIOTMHA M MNapons
nonb3oBatens. 1o yMOn4YaHuio, B CUCTEME YKe CYLLEeCTBYET Mo/b3oBaTesb ¢ uMeHeM Admin v naponem
12345.

Mocne aBTOpM3auMM HACTOSTENBHO PEKOMEHAYEM W3MEHWTb Mapofb aLMMHUCTPATOpa B HACTPOMKaXx
TRASSIR.

PykoBOACTBO MO 3KcnyaTaumm 15
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PaboTa c cuctemon

3.2 Hactporka noaknioveHmns K 6ase OaHHbIX

B TRASSIR OS yxe yctaHoBneHa 6a3a gaHHbix PostgreSQL, koTopas HacTpoeHa Tak, 4To BCe
cobbiTns, pernctpupyemMole B TRASSIR, 6yayT XpaHUTbCS NOKANbHO.

Mpn HeobxoaMMOCTH, Bbl MOXETE WCNOMb30BaTb 0a3y AaHHbIX, HaXOAAWYHCS Ha YAANEHHOM
cepsepe. [1ns 3T0ro U3mMeHuUTe NapameTpbl coeauHeHus B HacTporikax TRASSIR.

MpumevaHune.

Mo yMonuaHuio napameTpbl COeAMHEHUS C NIOKaNbHOM 0a3ol AaHHbIX MMEKT Cefylline 3HaYeHUs:
Anpec: localhost

MopT: 5432

Mms 6a3bl paHHbIX: postgres

MNonb3oBarens: trassir

Maponb: oTcyTcTBYET

3.3 MNoaknoyeHmne HOBOroO XeCcTKOro Aucka

HoBbIl anck, nepen ncnonbsoBaHneM ero B TRASSIR OS ang coxpaHeHust BUOeoapxuBa, AOMKEH
6bITb OTPOPMATUPOBAH.

Ona 3toro Haxmute KHonky PopmartupoBatb. 10 OKOHYaHMKM GOPMATUPOBAHUS BKIKUMTCS
ABTOMAaTMYECKOE UCMOMb30BaHME ero Ans coxpaHeHus suaeoapxuea TRASSIR.
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3. PaboTta ¢ cucrtemou

3.4 be3onacHoe OTKIIoYeHME XeCTKUX OUCKOB

[lns Toro, 4TO6bI OTKIOUUTD KECTKMIA AUCK, BbITIONHUTE CEeYOLLEe:

1. OtkponTe HacTpoikmu apxua TRASSIR (Hactpoikn — Hactpoiiku cepsepa — ApxuB).
2. CHuMuTe dnar BKAYUTD C )XeCTKOro AMCKa, KOTOPbIM cobupaeTecb OTCOEANHUTD.

3. BbIHbTE XECTKMIM ANCK U3 BUAEOperncTpaTopa.

MpumeyvaHue.

Ha anck, noMeyeHHbI *, COXpaHSATCS He TONIbKO BUAEOAaHHbIe, HO M 6a3a aaHHbIXx TRASSIR.

MNepep ero oTknoYeHUeM, BbibepuTe B HacTporike XpaHuUTb 6a3y AaHHbIX HA APYron ANCK UK YCTaHOBUTE
3Ha4yeHue ABTO.

PYKOBO,D,CTBO Nno aKcniyataumnm
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PaboTa c cuctemon

3.5 MpocMoTp apxmea Ha MK ¢ OC Windows

XecTkuit onuck ¢ apxmom otdopmaTmpoBaH ansa pabotel B TRASSIR OS. MNostoMy ans npocmotpa
ero copepxmmoro ycraHoeute Ha K ¢ OC Windows pparieep dannosbit cuctembl Ext2Fsd
(www.ext2fsd.com).

MNpumeuaHue.
Lparisep dannoson cuctembl Ext2Fsd Bbl HavoeTe Ha ancke ¢ apxusom B pasgene WINCOMPAT.

[anee BbinoONHUTE Cneaytollee:

1. 3anyctute npunoxeHue Ext2 Volume Manager.
2. BoibepuTe xectkui oumck ¢ davinoson cuctemort EXT3.

3. HaxmuTte F4.

18 Bupeoperucrpatop TRASSIR
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3. Pabora ¢ cucrtemom

4. Haxmute kHonky Add. B oTkpbiBlieMcs okHe BbibepuTe GyKBY, Nof KOTOpOW AWMCK byneT
nogkntoyeH kK OC Windows. Bce ocTanbHble HaCTpOMKKM OCTaBbTe 6e3 U3MEHEHUN.

5. Haxmute OK.

6. HaxxmuTe Done u 3akpoiTe npunoxeHue.
7. Mepesarpysure MNK.

Mocne nepesarpysku MK anck ¢ apxmusom b6yaet goctyneH B OC Windows.

PykoBOoOCTBO MO aKcnyaTauum 19
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PaboTa c cuctemon

Ina Toro, 4tobbl NPOCMOTpPETb codepXxmnmoe apxuea, 3anyctute TRASSIR-Client. Apxue 6ynet
otobpaxeH TRASSIR B Buae MoTepsAHHbIX KAHANOB.
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4. BoccTaHOBNEeHUe CUCTeMbI

4. BOCCTAHOBJIEHUNE CUCTEMDI

B cnyyae BO3HMKHOBEHWMSI HeucCrnpaBHOCTM B paboTte Buaeopeructpatopa B TRASSIR 0OS
npeaycMoTpeHa CMCTEMA BOCCTAHOBNEHMS, KOTOPas NpeanaraeT cneaytowme cnocobbl BOCCTAHOBNEHUS:

® BOCCTaHOBNEHWE HACTPOEK M3 pe3epBHOM KOMUM;
e COpoc Tekywen KOHPUrypaumm.

4.1 BocCTaHOBMNEHWE HACTPOEK M3 pPe3epPBHOM KOMUM

PesepBHble KOMMM HEOOXOAMMBI A ObICTPOro BOCCTaHOBAEHUS NnapaMeTpoB pabotbl TRASSIR OS
nocae HeyaauyHo BbIMOJIHEHHbIX HACTpoeK. Mbl  pekOMeHAyeM C03[aBaTb pe3epBHble  KOMUM
KOHpUrypaumi (63kanbl) nepes BbINOAHEHUEM NHOOOrO CyLECTBEHHOTO M3MEHEHMS HACTpoeK paboTbl
TRASSIR OS.

Takxe, CMCTEMY CO34aHMS PE3EPBHbIX KOMWUIA MOXHO MCMO/b30BaTh A/ 3KOHOMUKU BPEMEHU NP
HACTPOIKe OAHOTUMHbLIX BUAEOPErUCTPATOPOB.

Co3paHune (annoB pesepBHbIX KOMUI KOHGUIypaLmMmM U BOCCTAHOBIEHME HACTPOEK NPOU3BOAMUTCS
B OKHE OCHOBHbIX HacTpoek TRASSIR:

MpumeyvaHue.
[ng coxpaHeHus u BocCTaHoBNeHUs HacTpoek TRASSIR, B KaueCTBe CETEBOr0 XpaHWIMLLA MOXET 6biTb
ncnonbzoBaHo O6nako TRASSIR.
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BoccTraHoBNeHMe cuctemsl

4.1.1 Co3gaHve pe3epBHOM KOMUKU HaCcTpoek
[ns co3paHns pesepBHOM KOMWKU BbINMOHUTE Ceaylolme 4encTBus:

1. Haxmute kHonky CoxpaHutb 63kan KoHUrypaumm....
2. Ykaxute [OupekTopuo U uma danna U Haxmute KHonky CoxpaHutb. B BbibpaHHOM
OMPEKTOPUM COXPAHUTCA Galin HAacTpoek C pacwmpeHneM *.settings-backup.
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4. BoccTtaHoBNneHmne cUcteMbl

4.1.2 BoccCTaHOBMEHME HACTpPoeK M3 pe3epBHON KOMUU

[lng BOCCTAaHOBNEHMS HACTPOEK M3 pe3epBHOW KOMMM HeobXOOMMO BbINOAHUTL CliedylLlme
OEeNCTBUA:

1. HaxmuTte kHonky BocctaHOBUTL 63Kan KOHGUrypauum....
2. YKaxuTte gupekTopuio, BbibepuTte UMS darina HaCcTpoeK U HaXXMUTE KHONKY OTKPbITb.

3. B otkpbiBlueMCS OKHe «BoccTaHOBNEeHME HACTpPoek» HaXXMuTe KHOMKy BocctaHOBUTHL €
coxpaHeHHbiMK ID, ecnv Bbl MpoM3BOAMTE HACTPOMKY TEKYLLEro BuAeoperucrpaTopa.
M Hoesle ID, eciv Bbl Mpou3BoaMTe KOMMPOBAHME HACTPOEK Ha ApYron BUAEOperucTpartop,
3TO NO3BOMUT UCKNHOUUTb KOHPDAUKTbI B paboTe 3TUX YCTPOMCTB B OAHOM NOKaNbHOM CETH.

Mocne 3arpysku KoHdUrypaumm Heobxoanmo npomseectu nepesarpysky TRASSIR OS.

B cnyyae nossneHus owmbOK caenanTte cOpoC Tekylien KOHPUrypaumm (CM. HMUXKE) U NOBTOpUTE
BOCCTAaHOB/IEHME HACTPOEK M3 pe3epBHOM KONuu.
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BoccTraHoBNeHMe cuctemsl

4.2 Cobpoc TeKyLlen KoHpUrypaumm

C6poc Tekyweit KOHGUrypauum npomsBoauMT NonHbii cbpoc Hactpoek TRASSIR OS, Takmx Kak:
napaMeTpbl NOLKJ/IKYEHHbIX YCTPOMCTB, HACTPOMKM KaHanoB, WabnoHoB, NpaB nonb3osatenei u ap. Mpu
cbpoce TeKyLen KOHPUIypaunn yctaHoBneHHble o6HoBneHns TRASSIR OS coxpaHstoTca.

MpumeyaHue.
Mocne BbinonHeHus cbpoca Tekylen KOHPUrypaumu 3anyCcTUTCS MacTep NEepBMYHOrO 3anycka (Cm.
pasgen 3.1).

[ns cbpoca TekyLiein KOHDUrypaumMm Heo6xoaMMO BbINOMHUTL CNEeAYOWME AENCTBUS:

1. Bobikntouute BUAEOpeErncTpaTop.

2. OTKNOYMTE XECTKMI OUCK.

3. 3anycTuTe perucrpaTop.

4. Tlocne 3anycka NOAKNHUUTE XECTKMM AMCK. byabTe BHMMaTeNbHbl - CHA4Yana MoAKauuTe
Kabesnb JaHHbIX, 3aTeM Kabenb nutaHusa HDD.

5. MNepenpgute B paspen Hacrpoiiku — Hactpoliku cepeepa — Apxms.
B none XpaHuTb HaCTPOMKM Ha... BbibepuTe XXECTKMIM NOAKMOYEHHbIW ANCK.
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4.

BoccTtaHoBneHne cucteMbl

6. lMpu ycnewHoOM NOAKAUYEHMM U BbIDOpE XKECTKOrO AMCKA, B OTKPbIBLUEMCS] OKHE, BaM byaeT
NpeLnoXeH BapuaHT cbpoca HacTpoeK UM BOCCTAHOBEHNUS MpPeabiayLLnX:

e Rewrite settings — cOpoc TekyLnx HACTPoeEK;

e Reboot and load settings — nepesarpyska yCTpOWCTBA C NOC/eAyHOLWEN 3arpy3Kon paHee
COXPaHEHHbIX HACTPOEK C MOAKNHOYEHHOIO XXECTKOro AMNCKA.

& ticlient-vc120e ? >

Current disk already contains settings. You can rewrite these
settings, or choose them instead of current (need reboot).
What would you like to do?

Rewrite settings | | Reboot and load settings Close

MpumeuaHue.

3arpy3ka paHee COXpaHEHHOM KOHPUrypauum ¢ XEcTkoro amcka — Reboot and load settings — Moxet
6bITb HEOOX0AMMa B Ciyyae BO3HWMKHOBEHMSI HEMONAAOK C YCTPOWCTBOM WMAM CUCTEMOM, MPU KOTOPbIX
HEeBO3MOXXHO BOCCTAaHOBNEHWE HACTPOEK U3 pe3epBHOM KoNuM, NGO Npu NOAKMOYEHUM XKECTKOTO AMCKa C
YCTAHOB/IEHHOM paHee CMCTEMOM HA HOBOE YCTPOMCTBO.
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[Monck n ncrnpasneHue HeI/ICI'IpaBHOCTeVI

5. MOUCK 1 UCMPABJIEHVUE HEMCITPABHOCTEN

HeucnpaBHoctb PeweHue HeucnpaBHOCTH

Bupaeoperncrpatop He BKJIlOYaETCS. - NPOBEpPbLTE NOAKNHOYEHNE K INEKTPUYECKON CETH;
- CMN0BOM Kabenb NOBpEeXAEH U NOANEXUT 3aMeEHE;

-Npu  Haanyunm  BbIKIKOYATENd - BbIK/IKOYATE/lb Ha  KOpnyca
BNOEOPETNCTPATOPA HE BKJTKOYEH;

- 610K NUTaHMA HENCNMPaBEH U NOANEXUT 3aMEHE.

Buaeopernctpatop  BK/to4yaetcs, Ho Ha | lMposepuTb HaAEXHOCTb MOAK/OYEHMS MOHMTOpA K
MOHMTOPE HET U30BpaXeHHUS. BUOEOPErnCTpaTopy.
Bupeopeructpatop Bkatouaetcs, Ho He | lMpoBepuTb HafEeXHOCTb NOLK/OYEHMS MbILLKM K
paboTaeT MbiLKa. BUOEOPErnCTpaTopy.

Pa6ota TRASSIR

o
1

B TRASSIR He noakntuaroTcs [poBepwuTb ceTeBOE COeAMHEHME:
ycTpouctea. - BUOEOPErNCTPaToOp A0MKEH ObITb MOAK/IIOYEH K CETH;
- IP-ycTpoMCTBO AOMKHO BbITb MOAKNHOYEHO K CETH;

- IP-ycTponcTBy BomkeH 6biTb 3aaaH KOpPeKTHbIN IP-agpec.

B TRASSIR HeT curHana c IP-kamep. [MpoBepnTb HaNUUME COEAMHEHMS C YCTPOMCTBOM.

BupeocurHan c IP-yctpoicte npuxogut C | [poBepuTb MPONyCKHY CMOCOBHOCTb M HArpy3Kky CeTu.
Masiol 4aCTOTOM.
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6. MpaBuna xpaHeHUs 1 TPAHCMOPTUPOBKU

6. MPABUJIA XPAHEHUA N TPAHCITOPTUPOBKH

6.1 lpaBuna xpaHeHus

MU3nenve LOMKHO XPaHUTLCA B YNAKOBKE B OTAMJIMBAEMOM MOMELLEHUN MPU TEMNepaType Bo3ayxa
ot +5 no +40 °C 1 oTHOoCUTENbHOM BRaxHOCTM Bo3ayxa Ao 80% B coortBetctBum ¢ TOCT B9.003 n MOCT
21552. B noMelueHuax, roe XpaHaTcs M3Oenusi, He AOMKHO ObiTb MapoB KMCMOT, WENoYer M Apyrux
XMMUYECKM aKTUBHbIX BELLECTB, Napbl MM rasbl KOTOPbIX MOFYT BbI3BaTb KOPPO3MIO.

6.2 [NpaBmna TpaHCNOPTUPOBKU

M3penve w HOCUTeNM [AaHHbIX B YNakoBKe MOryT TPaHCMOPTUMPOBATLCS B COOTBETCTBUM C
Tpe6osaHusamu TOCT B 9.001 n NOCT 21552 aBTOMOGUbHBIM, XXeNne3HOLOPOXHbLIM U aBUALMOHHBLIM (B
repMeTM3MPOBAHHbIX OTCEKAX) BUAAMM TPAHCMOPTa Ha Ntoboe paccTosiHWe, Npyu YCNOBUM 3aLLUMTbl UX OT
rpasuM M aTMocdhepHbIX OCafKOB. TPaHCMOPTUPOBKA MO XXENe3HOW Aopore AO/MKHA OCYLeCTBAATLCS B
KPbITbIX BaroHax, a Np1 NepeBoO3Ke B OTKPbITbIX BaroHax — B KOHTeMHepax. PasmelleHune n kpennexHue
TPAHCMOPTHOM Tapbl C YNAaKOBAaHHbIMU U34ENMSIMU B TPAHCMOPTHbIX CPEACTBAX AO/MKHbI obecneynBathb ee
YCTOMYMBOE MONIOXKEHUE M HE AOMNYCKaTb NMepeMelleHns BO BpemMs TPaHCNopTMPOBKK. [pu norpyske u
pa3rpyske u3aenus AOMKHbI CTPOrO BbIMOMHATLCS TPEOOBAHUS MAaHUMYNALMOHHbBIX 3HAKOB U HAAMMUCew
Ha ynaKoBKe.

6.3 VHCTpyKumsi no 6e30nacHOCTM 3KCnyaTaumm

OTkNtoYaNlTe BUOEOPErUCTPATOP OT CETH, MPEXAEe YEM MPOU3BOAMTb €ro UMCTKY. He npumeHsitTe
[N 3TOr0 XXMIKME, a3p030/bHble, abpasuBHbIE YMCTALLME CPeAcTBa. Micnonb3yiTe AN YMCTKM MSITKYHO
TKaHb. He nbiTariTecb CaMOCTOATENbHO PEMOHTMPOBATL BuAeoperncTpatop. [pu 3aMeHe 3neMeHTOB
BMOEOPErMcTpaTopa YCTAaHAB/MBAMTE TONMbKO KOMMOHEHTbI, PEKOMeHAyemble u3rotoBuTeneMm. He
[OMyCKalTe BO3AEMCTBMS HA BMOEOPErNCTPATOP KPUTMYECKMX TEMMEpPATyp, He YCTaHABAMBAWTE €ro
BONM3M oborpeBaTtenbHbix NpubopoB.. [NpegoxpaHanTe oT NoBpexaeHwWin kabenu anekTponuTaHus. He
[lonyckainTe nonagaHus BnarM BHyTpb BUAEOPErMCTpaToOpa.

Bupeopeructpatop npegHasHayeH AN 3KCMAyaTauuMM B YCNOBMAX, COOTBETCTBYHOLWMX BUAOY
KnnumaTtuyeckoro ucnonHenms YXJ1, kateropum 4.2 no NOCT 15150. Bupeoperncrpatop npegHasHayeH
ANS 3KCNAyaTauMmn B 3aKpbITbIX OTAMJIMBAEMbIX NOMELLEHUAX B YCIOBUSX KPYIOCYTOYHOM, CMEHHOM MU
nepuogmMyeckor paboTbl B HOPMabHbIX KAMMATUUECKMX YCNOBUSIX, ONpedensemMbiX CeayoLmMm
napameTpamu:

e TeMmnepaTtypa okpyxatowero Bosgyxa (20£5) °C
® OTHOCUTENbHAs BNAXHOCTb OKpYyXatowero Bosayxa (60£20) %.
e aTtmocdepHoe aasneHue ot 84 po 107 klMa (630 - 800 mm prT. cT.)

3}'IeKTpOMaI'HI/ITHbIe BO34ENCTBMS HE OOMKHbI npesBbiWaTb CeayrLWwmnx 3HaYeHUN:

e HaHocekyHpHble MMNyNbCHble NOMeXM B Lensx anekTponuTtanus, FTOCT 29156 - 0,5 kB;

® MuKpoceKkyHOHbIe UMMYNbCHbIE NOMeXH B Lenax anekTponutanus, FOCT P 50007 - 0,5 kB;
InHaMmyeckmne nsmMeHeHUs HanpsXXeHus cetu anekTponutanmus, FTOCT P 50627:

® MpOBasibl N0 OTHOLEHMIO K HOMMHANILHOMY HanpskeHuto anektponutanna 0,3 UH, 200 Mmc;

e npepbiBaHua 1,0 UH, 20 mc;
e Bbibpockl 0,2 UH, 200 Mmc.
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MpaBuna xpaHeHUs N TPaHCMOPTUPOBKM

MaccoBasi KOHLEHTpauums Mbiv B BO3AyXe MpW 3KCNyaTauuM BUAEOPErMcTpatopa AOMKHA ObiTb
He 6onee 0,75 Mr/mM*3.

ConepxaHue B aTMOChepe KOPPO3MOHHO-AaKTUBHbIX areHTOB He bonee:
® CepHUCTbIn ra3 — 20 mr/M”*2 cyr.
e xnopuapl - 0,3 Mr/mM"2 cyr.
Pabouee ™MecTo [OMKHO obecrneynBaTb XOPOLWYH LMPKYNSAUMIO BO3AyXa AN OXNAXLEHWUS
BMAEOperucTpaTopa.

6.4 3almTa OT CTaTU4eCKOro 3f1eKTpnyecTBa

MpU TEXHUYECKOM OBCNYXMBAHUM M 3KCMAyaTaUMM BULEOPErUCTPATOpa AOMKHbI MPUHUMATLCS
Mepbl, Npefynpexnallme CKOMMeHWe CTaTUYeCKMX  3NeKTPUYeCKMX  3apsfoB  Ha  Kopryce
BMOEOPErUCTPATOPA WM COEAMHEHHbIX C HMM YCTPOMCTBAX, a TakKXKe MNepcoHane W CepBUCHOM
obopynoBaHum.

6.5 Dnekrpunyeckmne xapakrepucTuku

e BxopHoe HanpskeHue 6n0Ka nuTaHua: 220Bx10%
e Yacrora: 50MNu+1%

dnekTponuTaHne BMAEOPErucTpaTopa AO/MKHO OCYLLECTBASTLCS OT TPEXMPOBOAHOM OfHO(A3HOM
3M1eKTPOCETM MEePEMEHHOro Toka HanpsbkeHnem 220B m uactotor 50 T ¢ npoBogom 3asemneHus.
PekoMeHAyeTCcs BKJIOYATL BMAEOPErMCTPaTOp Yepes ceteBor GunbTp. HopMbl KayecTBa aNeKTPUYECKOM
uenu pomkHbl cootBetcTBoBatb TOCT 13109. XapakTepucTMkM 3a3emMneHuss A0/MKHbI COOTBETCTBOBATb
TpeboBaHusam MOCT 12.1.030.
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Alpeca CepBUCHbIX LLeHTPOB

ALPECA CEPBUCHbIX LIEHTPOB

Poccus:

r. Mockea

MNepeBeneHoBCKUM nep, 4. 17, k. 1
+7 (495) 783-72-87 po6.1295
r. BopoHex

MockoBckui np-1, 4. 53, 0. 111
+7 (473) 204 -51-12

r. ipocnaenb

yn. NMonywkuHa Powg, a. 16, ctp. 81, nuT. B-10
+7(4852) 69-53-75

r. CaHkT-lNeTepOypr

yn. bobpyickag, a. 5

+7 (812) 339-89-29

r. KpacHopap

yn. MonopexHas, g. 25

+7(861) 203-38-68

r. PocroB-Ha-[loHy
byneHHoBckui np-T, 4. 103 A
+7 (863) 303-36-84

r. Bonrorpap

np-T XykoBa, a.110,k. 1

+7 (8442) 78-01-35

r. CraBpononb

yn. loaTopues,a. 30 b

+7 (8652) 75-11-66,75-11-65
r. Huxxumin Hosropop,

yn. Mpemyaposa, o. 31 A, od. 21
+7 (831) 228-64-51

r. keBcK

yn. Baguma Cuekosa, a. 112

+7 (3412) 50-23-02

r. KasaHb

np-T iIMalweBa, 4. 36, 0¢. 9

+7 (843) 205-36-57

YkpauHa:

r. Knes
yn. BepxoBuHHas, g. 80A
+380 (68) 135-99-01

r. OpeHGypr

yn. MoTtexuHa, a. 40, od. 10

+7 (3532) 59-31-00

r. Mepmb

yn. Ykanosa, a. 9 nut. N od. 211
+7 (342) 205-83-42

r. Camapa

MockoBckoe Lwocce, A. 51, LoKoJIbHbIN 3Tax
+7 (846) 207-43-68

r.Yoa

yn. bpatbeB Kagomuesbix, o. 8 A, od. 225
+7 (347) 214-90-31

r. EkatepuH6ypr

Oduc 1:yn. Yanaesa, o. 23

+7 (343) 318-24-94

Odwc 2: yn. DypmaHoBa, 4. 35 A
+7 (343) 257-26-43

r. UpkyTck

yn. HmkHss HabepexHas, o. 12 A
+7 (3952) 34-15-03, 33-58-33

r. HoBocubupck

Odwmc 1: yn. Onbru XunuHoi, 4. 33
+7 (383) 227-86-50

Odwmc 2: yn. Kotosckoro, 4. 3/2

+7 (383) 349-55-88

r. XabapoBck

yn. KupnuyHas, o. 36 b

+7 (4212) 46-44-50,93-13-79

r. BnapusocTok

yn. CemeHoBckasg, a. 7

+7 (423) 249-28-29

r. Kannnurpap,

yn. MoanonkoBHuka EMenbaHoBa, 4. 88
+7 (4012) 72-23-21

KasaxcraH:

r. Aamarbl
yn. Abuwa Keknnbaesa 270/4
+7 (727) 350-52-46

PyKOBO,D,CTBO Mo aKcnnyartaunn

LVby

https://tm.by
NHTepHeT-marasuH
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MepecevyeHne rpaHuy,

1 BTOPXXEHME
B 3aMpeLLeHHYI0 30HY

OnpepeneHue yenoBeka

Pacno3HaBaHue nuy,
B 0603HayeHHOM obnactu

C NoaaepKKor 6asbl
0o 10 000 nu,

LLEHbI M MOOPOBHbIE XAPAKTEPUCTUKM Y3HABAMTE Y 3KCMEPTOB TRASSIR

QY +7 (495) 104-20-71 OO0 -

F
‘;@4’ camera@dssl.ru .
.j. % 9KOCHUCTEMA BULOEOHABJIFOOEHUA

£\

@) www.dssLru/CAMERA 4

https://tm.by
NHTepHeT-marasuH




BbI>XXMW BCE u3 kamep TRASSIR
C3KOHOMb BPEMSI B pa3bl Ha HACTPOMKE 1 06CIYKMBAHUMU CUCTEMDI

* 11O TRASSIR nogaepxwuBaeT Bce dyHKUnM IP kamep TRASSIR: oT SD KapTbl 40 annapaTHOWM aHaIMTHKK

B ToM yncne cucrtemsl

cocTosilme u3 bonee 4em
YBenuuusaiite npubbinb % ggggocePBePOB
> u 3¢ peKTUBHOCTb PaboThI - 200 Kamep
I|||§U‘ BbibepuTe M3 ecaTkoB onepartopos
aHaNUTUYECKMX MOoZYNewn

peweHna ona CBOEN 33a4a4M

Yno6Ho:
p cKavamre
NpUOXeHue
% Ynpasnsiite 3KOCMCTEMOW ' TEASSIR
_ TRASSIR yepes

cLoOUD

cloud.trassir.com

Y3HanTe 060 Bcex BO3MOXHOCTAX cmcteMbl TRASSIR Ha dssl.ru

T |V| h v https://tm.by
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