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3AABINEHUE ®KC

JdaHHoe ob6opygoBaHve npowno wucnbiTaHne u  6bino  NPU3HAHO COOTBETCTBYHOLLMM
orpaHudeHuaM Anga uudgposoro yctporctea Knacca B B cooTBeTcTBUM € YacTbio 15 lNMpasun
®KC. [aHHble orpaHuvyeHns npegHasHadeHbl Onst obecneyeHWss pasyMHOW 3aliuTbl OT
BpeOHbIX MOMeX B Cryvyae YCTaHOBKM B XWMbIX MomelleHusax. B gaHHom obopyaoBaHum
reHepupyeTcsi, UCNoNb3yeTCa U MOXEeT co34aBaTbCA SHEPrns paguonsnyyeHnsi, 1 OHo, ecnu
YyCTaHOBMEHO 1 UCnonb3ytoTca 6e3 cobnoaeHns npuBeeHHbIX B UHCTPYKLUK YKa3aHWU, MOXeT
CTAHOBUTLCA MCTOYHMKOM BpPEeAHbIX NMOMEX ANA CPeACTB paguocBs3n. Tem He MeHee, HeT
rapaHTui TOro, YTO B ONpeAerneHHbIX YCoBUAX YCTaHOBKM Takne NoOMeXu He BO3HMKHYT. Ecnn
AaHHoe 00opyaoBaHWE CTaAHOBUTCH WCTOYHMKOM BpedHbIX MOMEX npuema paguo unm
TernecurHana, YTo MOXHO YCTaHOBWUTb NPV MOMOLLM BKIOYEHWS W BbIKITIOYEHNA 06opyaoBaHuS,
TO NONb30BaTENb MOXET NOMbITaTbCH YCTPAHUTL MOMEXU MPU NOMOLLU CrieayHoLWmMX Mep:

e  /3meHWTEe OpMeHTaLMIo UNn NonoXeHne NPUEMHON aHTEHHBI.

e YBenuybTe paccTosiHNE Mexay 06opyaoBaHNEM U NPUEMHMKOM.

e [logknounTte obopydoBaHMe K 3rIEKTPUYECKON PO3eTKe, B LiEMb KOTOPOW HE BKIHOYEH

NPUEMHUK.

e  O6paTtutech 3a NOMOLLLIO K AUNepy Unu K onbITHOMY paguo 1 Tene macrepy.
[aHHoe ycTponcTBO cooTBeTCcTBYeT TpeboBaHuam Yactn 15 lNMpasun ®KC. Okcnnyataums
3aBWCUT OT COBMNOAEHUSA CneayoLmxX ABYX YCOBUNA:

1) [aHHOe yCTPOMCTBO MOXET He ABMATbCHA UCTOYHMKOM BpedHbIX MOMEX.

2) [aHHOe yCTpONCTBO OOMKHO BblaepkunsaTtb Ntobble NpMHUMaeMble MOMexXu, B TOM Yucne

nomMexu, KOTopble MOryT CTaTb NMPUYNHON HeXenaTenbHOoro cpabarbiBaHUS.

Jliobble BHeceHMe M3MeHeHWr unu mMoaudukauuin, He MOoMyYMBLUMX SIBHOrO odobpeHus ot
OTBETCTBEHHOW 3a cobniogeHve TpebGoBaHUM CTOPOHbI, MOXET MNPUBECTU K JULLEHUIO
nonb3oBaTens npas aKcnnyaTauum gaHHOro o6opynoBaHums.

I'Ipvlmeanwe: 3aBO,D,-VI3FOTOBI/ITeJ'Ib He HeceT OTBETCTBEHHOCTM 3a Jobble pagno nnn Tene
NMoMeXxu, Bbl3BaHHble HECaHKLMOHNPOBAHHBLIMU U3MEHEHUsIMW daHHOro obopydoBaHus. Takue
M3MEeHEeHNA MOryT npumBectn K JIMWEHUIO MNoNib3oBaTenA npaB 3Kcnnyatauun AaHHOro
obopygoBaHus.

3aasneHne PKC o Bo3aencTBUN BbICOKOHACTOTHOIO U3NyYeHUs

[daHHoe obGopynoBaHune cooTBeTcTBYET orpaHuyeHuam OKC Ha Bosgencteve PY unanydenun
AN HEKOHTPONMpyeMon ob6cTaHoOBKW. 3anpeLlaeTcsa pasmeLleHne unm akcnnyarauus gaHHoro
YCTPONCTBA W €ro aHTEHHbI PSAAOM C APYrO aHTEHHOW UK nepeaaTynKoM.

“Ins obecnevyeHnst cooTBeTCTBUSA TpeboBaHWAM O COOTBETCTBUM orpaHuyeHusm PKC Ha
BosgencTeBme PY unsnyyeHus, OaHHOE paspelleHne MOXET MNPUMEHATLCS TONbKO Ans
MOOMNbHBIX KOHGUrypauun. Micnonb3yemasi ans gaHHOro nepegaTymMka aHTeHHa AOMkHa ObiTb
yCTaHOBIEHa ¢ 0b6a3aTenbHbIM COBNIOAEHNEM MUHUMANBHOIO paccTosHus oT nogen B 20 cwm,
N He OoMnycKaeTCcs ee COBMECTHOE PaCMONOXKEHNE UK 3KCNyaTaums ¢ ApYro aHTEHHOW Unn
nepegatynkom".
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MpeaynpexaeHne o mapkmpoBke CE

370 NpoaykT knacca B. B GbITOBbIX YCNOBUSIX AaHHbIA MPOAYKT MOXET ABMATHCA UCTOYHUKOM
paguonomex, B Cliydae 4Yero oT MNonb3oBaTens MoXeT NoTpeboBaThCA NPUHATME afeKBaTHbIX
mep.

@

MpoaykT cepTudikoBaHo 3rigHoO ¢ npasunamu cuctemm YKpCENPO Ha BignosigHiCTb BUMoram
HOpMaTUBHMX OOKYMEHTIB Ta BMMOram, wo nepegbaveHi YMHHMMW 3aKOHOA4ABYMMW aKTamu
YkpaiHu.

NpaBuna 6e3onacHocTn

® FEcnu ycTpPOMNCTBO UMEET KHOMKY BKITHOYEHMWS/BBIKIIOYEHUS MUTaHWS, TO C €€ MOMOLLbBIO
MOXXHO BbICTPO OTKIMOUWNTL NUTAHUE YCTPONCTBA. ECnv KHOMKM NUTaHWUA Ha YCTPOMCTBE HET,
€VHCTBEHHbI Ccnocob MONMHOCTbIO 06ECTOUNTL YCTPOMUCTBO - OTKMOYUTL adantep NUTaHus
OT 3NEKTPOCETH.

® He pasbupainTe yCTPONCTBO M HE MPOM3BOANTE EI0 PEMOHT CAMOCTOATENBHO, B 3TOM CIyyae
KOMMaHWsi BrpaBe CHATb C cebs rapaHTUiHble 00s3aTenbCTBa, KpoMe TOro, Bbl
noaBepraeTecb PUCKY NOPaXXEHUS SNEKTPUYECKMM TOKOM.

® He gonyckaiiTe nonagaHusi Bnary BHyTpb YCTPOWCTBA.

yCTpOIZCTBO npegHasHa4yeHo anda ncnonb3oBaHUA B criefyrowmnx ctpaHax:
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TP-LINK TECHNOLOGIES CO., LTD

3AABIIEHUE O COOTBETCTBUA

[nsa cnegytowero o6opynoBaHns:

Onucanune npogykta: 150 M6uT/c BecnpoBogHoin USB-agantep cepumn N
Mogenb Ne: TL-WN723N/TL-WN725N

Mapka: TP-LINK

|_|OD, CO6CTBeHHy}0 OTBETCTBEHHOCTb Mbl NoATBEpPXOaeM, YTO NnepeyncrneHHble Bbille I'IpOﬂyKTbI
YOOBMNETBOPSOT BCEM TEXHUYECKMM HOPMaM, MPUMEHUMbIM K OAHHOMY NPOAYKTY B paMKax
oupektme CoserTa:

Ounpektmebl 1999/5/EC, pupektuBbl 2006/95/EC, ampektmebl 1999/519/EC n anpektumBbl
2011/65/EC

YKasaHHbIN BbllLe NPOAYKT YOAOBNETBOPSIET TPeOOBaHNAM CrEAYOLWMUX CTaHa4apToOB UM ApYrux
HOPMaTMBHbIX JOKYMEHTOB:

ENCC EN 300 328 pea. 1. 7.1: 2006

ENCC EN 301 489-1 V1.8.1:2008 n ECC EN 301 489-17 V2.1.1:2009
EN60950-1:2006+A11:2009+A1:2010+A12:2011

EN62311:2008

Ha daHHbIlt npodykm HaHeceH 3Hak CE:

JInuo HeceT OTBETCTBEHHOCTL 3a HAHeceHue MapKNpPOBKU AaHHOWM aeknapauunu:

AAH UoHnsiH
MeHeaxep No NPOAYKTY oTAena MexayHapoaHON TOProBmnm

Oata Bbinycka: 2013

TP-LINK TECHNOLOGIES CO., LTD.

Building 24 (floors 1, 3, 4, 5), and 28 (floors 1-4) Central Science and Technology Park,
Shennan Rd, Nanshan, Shenzhen, China
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R RVYINyZE I R \r#2L N 150 M6uTt/c becnposogHon USB-agantep cepun N

Coaoepxunmoe ynakoBKuU

Y6enutech B TOM, 4YTO nepevuncrieHHble HMXxXe npegmMmeTbl UMeTCA BHYTPU YNAaKOBKN.

OpauH TL-WN723N/TL-WN725N 150 M6uT/c BecnposogHon USB-agantep cepun N
PykoBoacTBO No GbICTpOM yCTaHOBKE

OavH koMnakT-anck ¢ AaHHbIMK AnsaTL-WN723N/TL-WN725N, B ToM yucne:

e YTunuTa HacTpoiiku obecnpoBogHoro coeamHeHust TP-LINK v gparisepbl

e PykoBOACTBO nonb3oBartens

e [lpyras nonesHasi MHopmMaLms

Yb6egntecb B TOM, YTO MEpPEYUCTIEHHbIE BbIE MpeaMeTbl MMEKTCH BHYTPU yMnakoBku. B
crnyyae NoBpexaeHus nnvm oTCyTCTBUSA NoOOro u3 ykasaHHbIX Bbille NpeamMeToB, obpaTtuTech K
CBOEMY OMCTPUObIOTOPY.

& lMpumeyaHue:

"AganTep", peyb 0 KOTOPOM MAET B AaHHOM PYKOBOACTBE Mosib3oBaTtens, npeacrasnsieT cobon
TL-WN723N/TL-WN725N 150M6wut/c BecnposoaHon USB-agantep cepumn N 6e3 kakoro-nmbo
nosicHeHusa. B kayecTBe npvMepa B [aHHOM pPYKOBOACTBE paccMaTpuBaeTcs Mogerb
TL-WN723N.
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RNy IR I \y#2 N 150 M6uTt/c becnposogHon USB-agantep cepun N

lnaeal OO630p npoaykTa

1.1 BBepeHue

[aHHbIN aganTep ABNSETCA KNMEHTCKMM YCTponCcTBOM cTaHgapTa 802.11n, npeaHasHayYeHHbIM
ONS MOAKMIOYEHUS] K HACTONbHOMY KOMMbIOTEPY W MOSTyYEHUS BbICOKOCKOPOCTHOMO U
HEeNpeB30MAEHHOro No KavecTBy 0ecnpoBO4HOro Aoctyna kK cetu. bnarogaps 6onee BbICOKON
CKOpOCTN BGecrnpoBOAHON CBA3WM CTaHOBUTCHA yAoBHee nonb3oBaTbCcA pecypcamu NHTepHeTa,
HanpuMep, 3arpy3kow annos, urpamu, npocmMaTpuBaTb NOTOKOBOE BMAEO.

Bnarogapa TtexHonorum 802.11n, pacwwmpeHuno nosiocbl nponyckaHus npu nomowm MIMO
(aHTEHH Ona MHOroKaHanbHOro BXo4a M MHOrokaHasnbHOro Bbixoga), BcTpoeHHasi B TL-WN723N
(PYHKUMS aBTOMATUYECKOrO OMo3HaBaHMS MO3BONSeT 00ecnevmTb BbICOKYD CKOPOCTb nepepayv
naketoB go 150 MB/c gns QOCTMXKEHWsT MakCUManbHOW MPOMYyCKHOM crnocobHocTn. Apantep
MMEET XOPOLUYK 3aliMTy OT MOoMeX, a Takke MMeeTCs BO3MOXHOCTb COBMECTHOW paboThbl C
apyrumn 6ecnpoBogHbiMK npoayktamu (802.11b). Agantep nogaepxusaeT wundgposaHe WEP,
WPA n WPA2 ana npegoTBpalleHus MNPOHMKHOBEHWUS M3BHE W 3alUWTbl BalLen JfIMYHON
MHOpMaLUKM OT pacKpbITUS.

ApanTep nNpocT B MogkntoyeHun v ynpasneHun npu nomolum Quick Setup Wizard (Mactep
ObICTPOM YyCTAHOBKM), KOTOPbLIA B NMOLLArOBOM PEXMME MOMOraeT NPOBECTM NPOLIECC YCTAHOBKM U
YTunura HacTporku obecnpoBogHoro coeguHeHunsa TP-LINK BbIBoguUT ykasaHus no ObicTpown
HacTponke 6ecnpoBOAHOrO MNOAKMOYEHUS.

Bnarogaps otTnuyHbiM paboymm napameTpam, ypoBHto npuema u 3awmtbl TL-WN723N asnsietcs
NyyWwmM BapvaHToM Afis npoctoro fobasneHus unv mogepHusauun gyHKuun 6ecnpoBogHON
CBS13M Ha BalleM HacTOSIbHOM KOMIMbIOTEPE.

1.2 XapaKTepuCTUKU

» CooteetcTtByeT ctaHgaptam IEEE 802.11n, IEEE 802.11g, IEEE 802.11b

» TMoppepxka 3awntbl gaHHbIx WPA/WPA2, aBTopmsaums no IEEE802.1x, wudpoBaHme
TKIP/AES, wudpposaHne WEP

» ToppepxuBaeTcs BbICOKasi CKOPOCTb Nepeaayn gaHHbix Ao 150 Mout/c gns obecneyeHns
MaKCMManbHOM NMPOMNYCKHOW CMOCOBHOCTK, NoaaepKMBAETCA aBTOMaTNYeckas HacTponka

K HU3KMM CKOPOCTAM M13-3a PaCCTOAHUA UnNn Opyrux akcniyaTtauMOHHbIX OFp3HVI'-I€HVII7I.

> Wwmeetca USB 2.0 nHtepdenic

» [Moppepxka pexumos Ad-Hoc u Infrastructure (MHpacTpykTypa)

» Xopollas 3awmTta oT NoMex

> [llopoepxka poyMuHra Mexgy Todkamm pgoctyna B pexume  Infrastructure
(MHdppacTpykTypa)

> Jlerkas HacTpoyika u JOCTYN K KOHTPONbHOW MHGOpMaLmn

» TNoppepxka Windows XP, Windows Vista n Windows 7
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RV N\Y IR WL N 150 MouTt/c becnposogHon USB-agantep cepun N

1.3 0O0630p annapaTtHoOro o6ecne4vyeHus

CoctosHune CAA:

CocTosiHue Pa6ouui ctatyc

[pariBep He ycTaHOBMEH.
Bbikn.

PagvoTpakT aganTtepa BbIKMIOYEH.

[paiiBep yCTaHOBIEH, HO Mepedada WINU MNoNyYeHue OaHHbIX He
NPONCXONT.

MeaoneHHoe muraHuve

BricTpoe MuraHue MponcxoanT nepedada unu NonyvYeHne gaHHbIX.

& MpumeyaHwue:

€CInn aganTep He CMOr NMOAKMUNTLCSA K BecnpoBogHomn cetu, To CUL MoxeT BbITb BbIKMTHOYEH.

BbiGepuTe CBOK CETb U MOBTOPUTE MOMbLITKY MOAKIIOYEHMSI.

https:/itm.by
= MHTepHeT-marasvH TM.by
M ONLINE STORE



RV Ny IR YL 150 MouT/c becnpoeogHon USB-agantep cepun N

'naBa 2 MNoaknoyeHue

2.1 TMMopknio4veHue ycTpoucTBa

CyuwiecTtByeT gBa cnocoba noaknoyeHma Agantepa:

MogknounTte Aﬂ,aI'ITep HenocpeaCTBEHHO K USB NnopTy Balwlero KoMnbroTEpPAa.

& lMpumeyaHme:
B cnydae npaBunbHOro nogkmnoyveHus Agantepa nosiBUTCA BennbiBawwee okHo MacTtep

HoBoro obopynoBaHus (HangeHo HoBoe ob6opynoBaHue). Haxmmute OTmeHa.
2.2 YcTtaHOBKa nporpamMmmHOro obecrneyeHus

Ytunuta Setup Wizard (MacTtep HacTpoyiku) agantepa MOMOryT BbINOMHUTL Mpoueaypy
nogkntovenmss ana Windows 7, Windows Vista n Windows XP. [aHHble npoueaypbl Ans
pasHbIX CUCTEM MPaKTMYECKM WOEHTMYHbLI, MO3TOMY, HaMpuMep, MPUBOAMTCA npoueaypa

noakntodeHnsa ans Windows 7.

1. YcTaHOBMTE KOMMNaKT-ANCK C AHHBIMW B YCTPOMCTBO YTEHMS KOMMAaKT-AMCKOB, MOCNe Yero
NnosIBUTCA NpMBEAEHHOE HMXe OKHO. Bbibepute mogens TL-WN723N. bBygeT [octynHo
cnegytouiee MeHio: YectaHoButb Opansep n Ytunuty n Pykosoacteo lNonb3oBatens.

[nsa Hayano npouenypbl HAKMUTE Ha KHOMKY YcTaHOBUTL [ipanBep n YTUnuTy.

TP'UNK : MacTep YcTaHoBRM

The Reliable Choice Emrmpemiog i AL aneep copina M

_.ll.nh’ R m [ 250
Ve 1amonn s Doy

n Yimsmay

PrruBnscEg

Plom wmaban

Pwuc. 2-1
2. Ortobpasutca okHo InstallShield Wizard (Mactep ycrtaHoBku). [Ons npopormkeHus

Ha)xMuTe Ha KHomKy [anee.
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SRV N\rE IR WLl 150 MouT/c becnpoeogHon USB-agantep cepun N

¥ruawTa HacTpofikn BecnpoeEcHore pexkuma i gpaeep TP-LINK - InstallShisld Wizard

HNoGpo noxanoeare B InstallShield Wizard ana

Yrunura HAacTpoAKM GECNpOBOAHOrD PEXHMa U
aparsep TP-LINK

bl aCTED UCTAHOBKM NOMOMKET YoT HOEMTE HTHALTA
HaCTROMKM GECNPOEOLHOMD peskurda W apakieep TR-LIME,

Ha Bal komnetTep. JnA Npogon#seHHa HaxruTe
Hanee.

Hazag | Hanee » | |  Otmena

Puc. 2-2
Beibepute TMn yctaHoBkuM. PekomeHayeTcsa BbiOpaTe YCTaHOBUTHL ApavBep U yTUNUTY
HacTporku 6ecnpoBogHon. Ecnu BbibpaTh BapnaHT YCTaHOBUTbL TONLKO AnpanBep,

To OygeT BbINOMHEHa YyCTaHOBKAa TOMbKO ApariBepa. [Ons npogorikeHust HaXMuTe Ha
KHonky danee.

YTunuTa HacTpoiikk Becnpoeogaoro peskma w apaieep TP-LINK - InstallShield Wizard

Tun ycTaHOEKH

B IOEpMTE HAMODNEE NO0X00ALME THI YCTAHOBEMH.

H aseranme Ha npennuumaemmﬁ THM YCTAHOEE M.

Ly annEyTe apalisep 1 UTHaT. J| Urmcatie

| HeTaHOBWT B TOABKD ApaiEep. B hISEQMTE 3TY OMLMD, YTOSk

YCTAHOBMTE APAHEER M YTHALTY
HaCTpOEKM GechpoEaaHara

i pesia. Pekomeniuerca

| BHIGDATE 3TY ORLHI.

i < Hazag |! Nanees | | OTreta

Puc. 2-3
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SRV N\yZE IR WL N 150 M6ouT/c becnpoeogHon USB-agantep cepun N

4. Haxmute Ha KHOMKY MN3MeHNTb... 4TOObI Bbl6paTb MeCTO YCTaHOBKM nporpamMmmMmHoro

obecneyeHuns, NN MOXXHO OCTaBUTb BapuaHT No yMOJ14aHUIO. Ons npoaoJKeHnA HaXXMuTe

Ha KHOMKY Danee Ha npunBegeHHOM HMXXe 3KpaHe.

Y¥TuanTa HacTpolikh BecnpoBocaHoro pesinma b gpafieep TP-LINK - InstaliShield Wizard “
BbiSepHTE Nanky, B KOTOPYHIO BBl KOTHTE YCTSHOBKTE FaRnG!.
YeraHoeMTE HTMAMTa HACTPOMKKM BECNpOBOIHOrD DERMME M
i Cih. . SHTunuTa HacTpofikk GecnposogHoro cosgHHerdn TR-LIME mu:'
| 4 Hazag, || Danee » | | Drmena
Puc. 2-4

5. Onsa npoaosnkeHne yCTtaHOBKU HaXXMUTE Ha KHOMKY YctaHOBUTD.

YTUAWTZ HacTpolkK BecnposcaHore perlma 1 apafieep TP-LINE - InstallShield Wizard

lNoToB ycTraHoBUTHL NpOrpammy

MacTep roToE Ha4aTE YCTAHOBKY.

Hasravme HeraHoeuTs, YTofikl HEYSTE YCTAHOBKY.

Ecnu BBl #OTHTE NPOCHOTRETE WAM MSMEHMTE HACTPOMKI YCTAHOBK, Haknre Hazsan,
Haaraure OTrdeHa, YTodkl BRIFTH U3 MacTEpa.

| < Hazag || Hc:TaHDBHTbI | OTreHa

Puc. 2-5
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6. bypeT BbINOMHeHa ycTaHOBKa yTunNuTbl M ApanBepa. [daHHbIM npouecc 3anmeT 1~2

MUHYTbI.

¥TunuTa HacTpolikn Gecnpoeoasoro pessima W gpaiieep TP-LINK - InstallShield Wizard @

CocroaHue YCTaHOBEH

[porpardra InztallShield[R] Wizard eeinonHaeT yoraHoeky Htuaura HacTpofiki
AECNpOEQIHOrD pEskMra M opakeep TR-LIME

| OTrEHa

Puc. 2-6
7. Tlocne 3aBepLueHNsa BCEX MPUBEOEHHLIX Bbille AENCTBMIA MOSIBUTCA NPUBEOAEHHbBIA HUXE

9KpaH. Ons npoaoJnKeHnA npouecca yCTaHOBKU HAaXXMUTE Ha KHOMKY 3aBepLIJVITb.

¥TuAuTa HacTpolikn BecnpoecdHore pesiima u gpansep TP-LINK - InstallShield Wizard

- InstallShield Wizard Yeranoexka sasepuwena.

IngtallShield "Wizard zakoHuun ycTaHoBEY. Hasrure
JaEEpWMTE, YTOSE! BEIFTH U3 MACTEpA.

< Hazag JEEEPLLUMTE | OrraeHa

Pwuc. 2-7
8. [locny nogknitoveHMst aBTOMATMYECKM OTKPOETCS BCMbiBalOWas CTpaHUuUa HaCTPOWKM

YTUNUTbl KakK NMoka3aHO Ha cneaywwemM pUucyHke, W Ha naHenn onoBelleHnA NoABUTCA

amavok F. [nsa nogkntoveHuns k cetn cMm. [Tnaea 3. [NogknodeHue kK 6ecnpoBOgHON CETU.
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TP-LINK

The Reliable Chaice

= e d; - $x

= b it '3 —
CocTosH!e WPS Ceth Mpodune  MononHMTensHo

Vs ceTi (SSID) Be30MacHoCTh Katan CuHan ~
Network 8 wra/wePAz-PSK 9 (2.46) =
TP-LINK_2G Oroyrereyer 9 (2.45) )
Wirgless_410505 8 weaweaz 6 (2.4G) M |5
TP-LINK_AE OTcyrcrayer 5 (2.4G) A
TR-LINK_ 26222222 Oroyrcreyer 1(246) a0
Wireless 4 8 wra/wPAZ-PSK 6 (2.46) il
TP-LINK_2280 Oroyrcrayer § (2.4G) "
TP-LINK_AE1000 Oroyrcrayer 10 (2.4G) M

Puc. 2-8

https:/itm.by
= v MHTepHeT-marasvH TM.by
E

EEENONLINE STOR



RV Ny IR WL N 150 MouT/c becnpoeogHon USB-agantep cepun N

nmaBa 3 lNoakno4vyeHne K 6ecnpoBOoAHON CeTU

Mocne ycnelwwHoro noakntoyeHns obopyaoBaHUsa 1 yCTaHOBKM NporpaMMHOro obecneyeHnst Ha
BalLEM KOMMbLIOTEPE MOXHO ObLICTPO NOAKMKYUTLCA K 6GecrnpoBOAHOM CeTU OAHUM K13
cneayoLmx cnocobos.

» Cnocob nepB.blii:

MopknoyeHne ¢ NOMOLWbLIO YTUNUTaA HAaCTPOMKN obecnpoBogHoro coeguHeHus TP-LINK
B kauyectBe ynpaBnswwero nporpammHoro obecneveHuss B TL-WN723N wucnonbsyetcs
YTunuta HacTponikm obecnpoBogHoro coeanHenns TP-LINK. Ytunuta wmmeet npoctom
NUHTEpdENC Ona NOAKMYEHUS K CETU U U3MeHeHus nbon HacTponkn 6ecnpoBOoAHOro
apjanTtepa.

» Cnocob BTopowm:

MopknioyeHue ¢ nomowbio WPS

Mpn nomowm JaHHOro crnocoba MOXHO MNOAKMIOYMTBCS K Ballen CeTU Npu YCroBUWM, YTO
MapwpyTtusaTop wunm Toyka gdoctyna noggepxumBaer WPS wunm QSS (npumeHnsiemoe
HEKOTOpbIMU OPYrMMU U3rOTOBUTENAMU Ha3BaHWE)

»> Cnocob TpeTui:

MopkniovyeHMe ¢ NOMOLLLIO BHYTPEeHHeN yTUunuTbl 6ecnpoBogHon cetn Windows

Ona nogknioyeHns k 6GecnpoBogHOM CeTM NOMNb3oBaTeNu MOryT MCMOMb30BaTb BHYTPEHHIOK
ytunuty 6ecnposogHon cetn Windows. lNopagok otaensHbix Agenctamin cM. B MNogknoyeHve ¢

NMOMOLLIbIO BHYTPEHHEN YTUnuThl becnpoBoaHorn cetn Windows.

3.1 TMopgkniovyeHune ¢ NOMOLLIO YTUNIUTA HACTPOUKMN

ob6ecnpoBogHoro coeguHeHns TP-LINK

1. Tlocne ycTaHOBKM Ha 3KpaHe aBTOMaTUYecknm OTobpasvTcs BCMMbiBalLWlasi cTpaHuua
HaCTpOIZKVI YTUIAUTDI. Ecnn BCnnbiBawwaa CcTpaHuua yTunnutbl He 0To6pa>KaeTc;|, OTKPbITb

YTUINIMTY MOXHO [BOMHBLIM HaXaTUEM Ha 3HAYOK # Ha paBoyeM CTOne Unn Ha 3HauoK 1)

Ha naHesnuy onoseLleHns.
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SRV Ny IR WL 150 MouT/c becnpoeogHon USB-agantep cepun N

TRLINK

= z " = %

= b 14 —
CocTosHe WPS Ceth Mpodune  MononHuTensHo

WA ceTn (SSID) BE30NacHoCTh KaHan CwrHan ~
Netuork 8 wra/wPaz-PSK 9 (2.4G) =
TP-LINK_2G Oroytereyer 9 (2.4G) ol
VWireless_410505 8 weawea2 6 (2.4G) M |5
TP-LINK_AE OTcyrcrayer 5 (2.4G) o
TP-LINK_2G_222222 OroyTcreyer 1(24G) M
Wireless 4 8 wea/wraz-psK 6 (2.4G) il
TP-LINK_2280 Oroyrcrayer § (2.4G) M
TP-LINK_AE1000 Oroyrcrayer 10 (2.4G) M

Puc. 3-1

2. Ha ctpaHuue CeTb oToBpaxaeTcsa Bce AOCTYMHble B BalleM MecTe 6ecnpoBoiHble ceTu.
[na nogknioveHns K ceTn cnegyeTt NpocTo Bbiaenutb nmsa 6ecnposogHon cetn (SSID) m
HaxaTb Ha kHonky [MopknwouuTb. Ecnu ycTtaHOBWTL He3aBUCMMbLIV MepekniovaTenb

MoaknioyaTtbcA aBTOMATI, TO apganTtep B CJ'Ie)J,yPOIJJ,I/IVI pa3 aBTOMaTn4eCKn NoaKni4nTCA K

Tpebyemon ceTw.

TP-LINK

Tha Rallable Choice

) g== o
B & "6e° =~ "% L
—— o IE s
CocTosHue WPS CeTb Mpogmnb  NononHUTENLHO Soft AP
Mms ceTH (SSID) Be3onacHoCTh Kauan Curdan +
Network 8 vPa/wPAzZ-PSK 9 (2.4G) M
[V] MogknioyaTecA SETOMATI TOAKIIOUUTE
TP-LINK_2G 8 weaweaz-PSK 3 (2.46) M 7
Wirelass_410505 8 weaweaz 4 (2.4G) v\'l'l!!l
TP-LINK_AE B wra/wWRAZ-PSK 1(2.4G) : j
]
TR-LINK,_2G_222222 OTocyTeTEYeT 6 (2.4G) Al
Wireless 4 OTCyTCTEYET 6 (2.4G) ,,p_'ll__
TR-LINK_2280 OToyTcrEyeT 1(2.4G) ,ﬂq" £
L |
Puc. 3-2

3. B npouecce Bbibopa 6ecnpoBOAHbLIX CETEN C pasHbIMKU TUMAMK 3alUMTbl AaHHbIX OyayT
OTKPbIBaTbCA Pa3Hbl€ OKHA.

1) BecnpoBogHas ceTb Tna WPA/WPA2-PSK
Ecnn BbiGpaHa 6ecnpoBogHass ceTb € Tunom 3awmtbl AaHHbix WPA/WPA2-PSK,

noTpebyeTcs BBECTU Napofb B Mone Ans 3alMTHOro Krw4a, Kak nokasaHo Ha Pwuc. 3-3.
Nnun xe MoxHo HaxaTb Ha kHonky WPS/QSS Ha Bawem MaplupyTtusaTtope (ecnv umeertcs

10
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SRV N\yZE IR WL N 150 M6ouT/c becnpoeogHon USB-agantep cepun N

dpyHKkumMa WPS/QSS) ansa ObicTpon yCTaHOBKM coeauHeHus 6e3 HeobxogMMocTy BBOAA
3aWMTHOrO KNtova (napons).

Beegure napofib.

napnﬂh: ERRTRRAGRE

[ Nokazate cumeontl

BEl TAKHE MOKETE NOAKNHYHTECA,
) HE¥EE KHOMKY HE
1\ MApLWPYTHIATOpE.

Puc. 3-3
& MpumeyaHue:

3almMTHBIN KoY (MPOSb) YKasaH Ha CTpaHuLe HacTporiku Bawero MaplipyTtusaTtopa nnmn Touku
aocTtyna.

2) becnpoBogHasda cetb Tna WPA/WPA2
Ecnu BbibpaHa GecnpoBogHasi ceTb ¢ TUMOM 3awmThl gaHHbix WPA/WPA2, noTpebyeTcs
BblIOpaTh TUN aBTOpM3aumu, npu nomowm CepTudmkat nnv naponb. B cnyyae BbiGopa
ceptudmkaT aons aBTopusaumm notpebyeTcs BbiOpaTb OnNpeAerneHHbii cepTudukaT us
BbiMagaloLWero cnucka, kak nokasaHo Ha Pwuc. 3-4. Ecnu gns aBTopu3auuu BbliOpaH

naponb, TO HeobXxoAMmMO BBECTU npasuiibHoe WMA nMnofb3oBaTend W napojib B
COOTBETCTBYIOLLEE NoJie, Kak NoKa3aHo Ha Puc. 3-5.

AYTEHTHRHKAUMAT CepTudukar

CepTudinkat, iti-Lser WiFintermediate-CA-

Pwnc. 3-4

11
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RV IV IR WL 150 MouTt/c becnpoeogHon USB-agantep cepun N

AYTEHTHRMKALMA.  [Tapone

HMmda NoneZ0EaTENA: | yser

Mapone:

[ Nokazate cHmeonel

Puc. 3-5
3) becnpoBogHas ceTb OTCyTCTBYET

B cnyyae BbIGopa 6ecnpoBogHoi ceTy TMna OTCyTCTBYeT (3alumTa AaHHbIX HE YCTaHOBIEHA),
K J@HHOM CETU MOXHO MOAKMYaTLCA HAaNPsIMyHo 0e3 JanbHenLwen HaCTPOMKM.

4. TllopoxauTe HECKONbLKO MUHYT ONA BbINONTHEHNA NOOKMKYEHUA.

MoakntoueHie k Networkl...

Puc. 3-6
5. TllogknoyeHne K Bawen ceTu yCnewHo BbinoriHeHo. [Ons Hadana paboTtbl B VIHTEpHeTe
HaXXMUTE Ha KHOMKY 3aKpbIThb.

MogknrueH K Networkl

Pwuc. 3-7

12
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6. [Ons npocMoTpa 6onee nogpoGHOM MHOPMaLUK O CETU, K KOTOPOW B TEKYLLUUA MOMEHT
BbIMNONTHEHO MOAKIMIOYEHUE, HAXMUTE Ha KHOMKY COCTOSIHME B pasfene C UHCTpyMeHTaMu,

M Ha CTpaHuue OT06pa3VITCFI TakKad I/IHd)OpMaLWIﬂ, Kak, Hanpumep, , Tun CeTn, Ka4ecTtBo

coeguHeHNs N pexmm 6ecnpoBOgHON CBA3N.

TP-LINK

The Reliable Chaice

; m (!’ % : _'.' ‘!;
I WPS CeT_h_ — ”_P(i_m"ﬂb [ONONHKUTENLHO Soft AP

WA npoguna: Metwork1

WA cemn (S5I0) Metwork1

Tun cemn: KMHEHT-CEpBED CropocTe 150Mbps

Kanan 3 (2.4G) Wnpporanne:  AES

AP MAC 94-0C-6D-2F-3C-BE Pexaim 802 1Mn

IF agpec 192 168.0.113

Cuna curnana: e 100% OTnHYHBIR
L=

Puc. 3-8

3.2 MNMopaknroyeHue ¢ nomowbo WPS

®dyHkuna WPS (Wi-Fi Protected Setup, ctaHgapT 6e3onacHoi HacTponku 6ecnpoBO4HON ceTn)

noseonsaeT 6bICTPO A00aBUTL HOBOE 6ECNPOBOAHOE YCTPONCTBO B MMEIOLLYHICS CETh.

Ecnn 6ecnpoBogHoOli MapluipyTMsaTop nogaepxueaeT ctaHgapt QSS wnu Wi-Fi Protected
Setup (WPS, craHgapt 6e3onacHon HacTponkm GecnpoBOAHOW CETM), MOXHO YCTaHOBUTb
BecnpoBogHoe noakntoveHne mexay 6ecnpoBogHON CETEBOW KapTOM U MapLUPyTU3aTopoM npu

nomoLum metoga Hactponka Haxxatuem kHonku nnu PIN.

3.2.1 MeTton Hactpomnka HaxxaTuem KHOMKU

1. Haxumante Ha kHonky WPS/RESET B TeueHme 2~3 cekyH4 Ha 3agHen naHenu

MapLipyTusatopa. B kayectse npumepa npmeegeH mapwpytumsatop TL-WR841ND.

13
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2. HaxmuTte kHonky WPS Ha agantepe. EcTb ABa cnocoba:

» Cnocob nepsbivi (Tonbko ansa OC TL-WN723N):
Haxmute n ypepxuante Haxatonm kHonky WPS HenocpeacTtBeHHO Ha aganTtepe B
TeueHue 2~3 cekyHa 0o nosasnexus Puc. 3-11.

Puc. 3-9
» Cnocob BTOpOWA:
OTkponTe YTnuTta HacTpomku obecnpoBogHoro coeamHeHuns TP-LINK 1 HaxxmuTe Ha
Bknagky WPS. Beibepnte HaxxaTb KHONMKY Ha MOen To4Yke focTyna/maplpyTtusarope, a

3aTeM HaXMUTE Ha KHOMKY MoaknounTtb.

14
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150 M6wut/c BecnposoaHon U

TP-LINK

The Reliable Chalce

; (" = Py
= - . e
CocToaHe WPS CeTh Mpotne  [ononHuUTEnsHO

[laHHOe NpUNOKERNE NOMOKET BaM BLINOMHATE HACTRONKY DecnpoBogHol
Il cemn
5

Bribepute cnocol nogknimYeHnA K ceTi:

1@ HakaTk KHOMKY H3 MOBil TOUKe [0CTyNa MapLupyTHaaTope
7) Beecti PIN moei Toukn gocTyna/MaplupyTHaatopa

() Beecti PIM ycTpoilcTEa Ha MOl ToUKe SOCTyNa/MAapLULpyTHIaTOPE.

MoakniounTs

Puc. 3-10

3. ApanTtep BbINONHUT NogkNtoyYeHne Kk Tpedyemon ceTtu.

HacTpoiika GecnpoBodHoil catn.

Mowck gocTynHOf ceTh..

Pwuc. 3-11

4. OrtobpaxeHne crneayoLLero okHa roBopuT 06 yCneLHOM NOAKIMYEHNUN K CETU

Hactpoika GecnpoBogHoi ceti

Moaknwoyerue k cetw no YWPS yenewHo
BLINONHEHD!

Puc. 3-12
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SRV Ny IR WL N 150 M6uTt/c becnposogHon USB-agantep cepun N

3.2.2 Meton PIN

Hactpoute WPS npu nomorum metoga PIN MoxxHO aBYyMSA cnocobamu:
1) BaecTtn PIN-kOA C NOMOLLbIO BaLUen TOYKM JOCTyna.
2) Baectu PIN-kog B Bally TO4Ky goctyna.

Hwxe npmBogaTca nogpobHble Npouedypbl HACTPOMKM AN KaXgoro ns cnocobos.

3.2.2.1. Bectu PIN c nomMoLibio Balien TOUKM focTyna

1. OtkpownTe YTUnuTta HacTponkmn obecnpoBogHoro coegumHeHus TP-LINK n HaxmuTe Ha
Bknagky WPS. Bbibepnte BBegute PIN moen To4dkuM poctyna/mapuipytusatopa. B
nyctoe mecto psgom ¢ PIN BBegute CMMBOMbI C HaKMEWkM Ha HWKHEN 4acTu
maplipytusatopa (Hanpumep, 13492564). B cnydae cosgaHusa HoBoro PIN-koga ans

Bawlero MapLupyTvlaaTopa, BBOOMTE AaHHbIA HOBbIM Kog. OAns npoaoJKEHNA HAXMNUTE Ha

KHOMKy MoaKnYnTb.

TP-LINK

The Reliable Choice

o
CocTosHue WPS CeTn Mpoduie  MoponHUTENnLHO Soft AP

Y # [ aHHOE NpUNOKEHNE NOMOXET BAM BEINONHITE HECTpDﬁK}' EECI'IpDEID,'J,HDﬁ

8 cetn

BriBepute cnocol NogknioUYeHnA K caTi

(70 HaskaTe kHOMKY Ha MOei Touke 4ocTyna/MapllpyTiaatops

@ Beectn PIM moel Toukn jocTyna/MaplupyTuaatopa

PIN. 13492564

(7 BeecTi PIN ycTpoiicTEa Ha MOSi TouKe JocTyna/MapllpyTnaatops

MoAKMoYUTL

Puc. 3-13
2. ApganTep BbINOMHUT NOAKIKOYEHUE K Tpebyemon ceTu.
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HacTpolika becnpoBo4HON CETH.

[Monck gocTynHol ceti

AESEEEEEEEE
Terywmi PIM:-13492564

Puc. 3-14
3. Tllocne otobpaxennsa Puc. 3-12 BbINONHEHNE MOAKMIOYEHUS K CETU YCMNELIHO 3aBEPLLEHO.

3.2.2.2. BBectu PIN B Bally TO4YKy gocTyna

1.  Otkpownite YTUnNuMTa HacTponkmn obecnpoBogHoro coeguHeHnsa TP-LINK 1 HaxmuTe Ha
Bknagky WPS. Beibepute BBegute PIN ycTponcTtBa Ha MoeuM  TOuYKe
pocTyna/mapuwpyTtusartope. Bbibepute BTOpow BapuvaHT W yBUAMTE MPOM3BOSIbHO
reHepupoBaHHbin  PIN-kog apgantepa. [Ona npogomKEHMS HaXMWUTE Ha  KHOMKY

MopknounTb.

TP-LINK

The Reliable Choice

]

— - T

BrET @ = %

|=—— e I L1
CeTb

1 -
Mpodunb  NononHuTensHo

| ,D,EIHHUB NEUNOAHEHNE NOMOAET EGM BbINONHWTE HEIEZTpDﬁK},-r EBCI’IpDEID,'J,HDﬁ
CEeTH

Bribepnte cnocol nogkntoueHna K cetn

(70 HaaTe KHOMKY HE MOBI TOUKe 40CTYNa/MaplpyTiaateps
(2 Beecti PIN moeil Toukn gocTyna/MaplipyTnaaropa

@ Beecti PIM ycTpoiicTBa HA Moeil ToUKe LOCTyNAMApLW pyTHIATOPE.

PIN- | 43990747 )

NogKniounTs

Puc. 3-15
2. Ortkponrte BeG-yTunuty Web-based Utility Bawero mapLupyTtnsaropa 1 HaKMUTE Ha CCbIfKy
B JTEBOW YaCTyW rMaBHOIO MeHH0. Nocne 4yero HaxxMmTe Ha KHomnky [lo6aBUTb YCTPOMUCTBO U
oTobpasuTcsa criegytownn pucyHok. Beegute PIN-kog agantepa B nyctoe none psigom c

PIN, a 3aTem HaxxmuTe Ha kHonky MoAaknYnTLCA.
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SRV Ny IR WL 150 MouT/c becnpoeogHon USB-agantep cepun N

Puc. 3-16
3. [locne oTtobpakeHnsa Ha akpaHe coobuweHusa MoaknroyeHo ycnewHo Hactponka WPS
cyMTaeTCsl 3aBepLUeHHON. nu ke MOXHO OTKpbITb CTpaHuUy YyTUnuTbl agantepa 4Tobbl

y3HaTb, YCMNELLHO N1 BbINOSIHEHO MOAKMOYEHNe, Kak nokaszaHo Ha Puc. 3-18.

Puc. 3-17

HacTtpodka GecnpoBogHOR CETH

Moaknwouerne k cetn no YWPS yonewHo
BhINOAHEHT!

Puc. 3-18
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3.3 TMoAakntoyeHne ¢ NOMOLLLIO BHYTPEHHEN YTUSTUTDI
6ecnpoBogHou cetn Windows

3.3.1 Ansa Windows 7

Monb3oBatenn Windows 7 MOryT MCMNOMAb30BaTb BHYTPEHHIO  YTUUTY HACTPOMKM

©ecnpoBogHoON ceTu. BbinonHUTe NpnBEAEHHLIE HUXKE OENCTBUS.

1. HaxmuTe neBon KHOMKOW MbilUM Ha 3HA4YOK 6eCnpoBOAHOro coeauHeHus ffl Ha naHenu
onoBeLLeHUsa (HWXKHUI NpaBbi yron). YTunuta otobpaxaeT OOCTYMNHbIE B BalleM MeCTe
GecnpoBogHble ceTu. Bolaenute 6ecnpoBoaHyo ceTb (o0TobpaxeHa npu nomolwm SSID)

OnAa NoAKNKYeHNA N HaXXMUTE Ha KHOMKY MopknroyeHwme.

bk
HeT nogrnwqeHns +

n ! l I EcTe AOCTYNHBIE NOAKNHYYEHNA

Mogkniodedne no BeCcpoBOGHOR CETK A

TP-LINK_104CE4 A

TP-LINK Metworkl q.ﬂ]

7l Mogeniodateca aeToma HNogkntodeHmne i
T THYECKK

TPLINK_DATA_TRANS A
TP-LINK_CE4925 o
TP-LINK 1043C2 ol

TP-LINK_EF5102 l

n

LexTp YNP3ENEHUA CETAMIA W aBLLMR A0CTYNoM

—— = — —

Puc. 3-19
2. Ecnun B cetu, K KOTOPOM HEOOXOAMMO NMOAKIMIOYNTLCS, BKITHOYEHA (PYHKLMS 3aLLUMUThLI AAHHbIX,

BBEOUTE 3alUUTHBLIN KMOY  WUNU  NaponbHy pady YTO 3anucaHa Ha Ballem
mapLupyTtusatope. inu xe HaxmuTe Ha kHonky WPS (y Apyrnx narotosuTtenen oHa MoxeT
HasbiBaTbcd QSS) Ha kopnyce MaplupyTu3aTopa unuM TOYkM goctyna (notpebyetcs
Ha)kaTb Ha KHOMKY B OKHe, ecnun nogaepxusaetca dyHkuua WPS, kak nokasaHo Ha
pUCyHKe Huxe). Ecnu B cetu, k KOTopon Heob6XoaUMO NOAKMHYNTLCS, PYHKLNS 3aLLMThl HEe

BKIn4eHa, TO noaKkriro4yeHmne 6yp,eT BbINONHeHO 6e3 BBOAA KITloYa.
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If&? MogknoYeHUE K

Beegwnte Koy Be30NacHOCTM CETH

Kntoy BesonacHoo
TH:

o
|¥| CkpbiTe cuMBDAb!

Pwuc. 3-20
3. [logkno4veHne K Ballen ceTu yCneLwHo BbINOSTHEHO.

TekyLumWe NogeaYeHra: *¥

== TP-LIMNK_Networkl
Aocryn k VHTepHeTy

MNogkntaderke no BecnpoBodHOR CETH ~

TP-LINK_104CE4 Ml

TP-LINE_Metworkl [lMoagxmoueno 1;1“

TPLINK_DATA_TRANS M
TP-LINK_CE4925 L
TP-LINK_1043C2 A
TP-LINK_BF5102 a
LeHTp ynpaencHua cetamia n oBLidsM gocTynom

— e

Puc. 3-21

3.3.2 Onsa Windows Vista

Monb3oBatenn Windows Vista MoryT wucnonb3oBaTb BHYTPEHHIOW YTUIUTY HACTPOMKK

©ecnpoBogHOM ceTu. BbinonHUTE NpMBEAEHHbIE HXKE OENCTBUS.

1.  OTKpowTe yTUNUTY HacTPONKM BECNPOBOOHON CETU HaXaTUeM MPaBOW KHOMKOW MbILLM Ha
3Ha4yoK GecnpoBOAHOrO AOCTyNa B NaHENM OMOBELLEHUS, KaK NOKa3aHO Ha PUCYHKE HUXKeE.

BuibepuTte MNMoaknounTbCs K ceTu.
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L e R’

He nogknroged

| -
. Ll JoctynHel BecnpoecaHElE
s CETH,

nD,ﬂ,F’.-'IHZ‘-‘-IHTI:CFI K-CETH
LlEHT[‘J YNEaeneHAE CETAMA W B ACCTY MO

EN B EW G sa0

Pwuc. 3-22
2. Ytmunuta otobpaxaeT AocTynHble B BaweM MecTte 6GecnposoaHble ceTu. Bbligenute

GecnpoBoAHYIO CeTb AN NOAKIIOYEHNS Y HAXMUTE Ha KHOMKy MoakniounTb.

BulGepiiTe C8Th AR NOAKAKUEHHA
Orabpanan | Bee - iy
H" Eezpmamnnas ceme Cetn € arriermoiE GeIonacnoc g *q“ﬂ
- i
Rad 19U Metwork Citn ¢ fuimrstrancil BEIOABEHOCTINS H_IJ!!
-
i . -
5 Faink- Cetn ¢ puamrarmnoi Bragnacnocium LAl
e >
-
Dirnsra

_—_—_————————— S -
Puc. 3-23
3. Ecnu B ceTu, K KOTOPON HEODXOAMMO NOAKMIOYUTLCS, BKITFOYEHA (PYHKUUA 3aLLNTBI AAHHbIX,
BBEAMNTE 3alUMTHbIN KM UMM NaporibHYK (ppasy YTO 3anMcaHa Ha Ballem
MapLupyTusatope. Ecnu B ceTn, kK KOTOpoOr HEOHBXOAUMO NOAKMYNTLCS, (PYHKUUA 3aLUNUTI
He BKNIOYeHa, TO NoAknoyeHne OyaeT BbiNONHEHO 6e3 BBoAA Kroua.

= el

HaeaMTs KA HEIDNACHOCTH WM MAPOALHYHY ppary cem aam TP-LINK Mehwark

Mlesrmpams € itb BAIEHIETN 1 PP Ay dajiiy eimm ¢ FOFS, K70 CERIAN BFyY CFTR.

Kana Spicracncs i OBt mwan faposs s dpaie

COGROKITE D80ANREE Toili

s Lonwy eec ecte fnay-naconne

5 g US0 © mapasseTpanm cerw gns TF- s
LINE, MNetwork, gcreseTe ero.

e mrmrrr——

[ o] [ Graseres

Puc. 3-24
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4. TlopgknioyeHve K BaLlen CeTU YCNeLLHO BbINOMHEHO.

Yeneuwos nogcmousHee £ 7 TP-LINE_MNetwork”

¢ Cenparmnty napausstpe atoh cetn

o ]-an..ln:ur- O MO S HE BETOR THSEC A

T

Puc. 3-25

3.3.3 Ansa Windows XP

Monb3osatenn Windows XP MoryT wucnonb3oBaTb BHYTPEHHIOO YTUMUTY HACTPOMKM

6ecnpoBoaHoun ceTu. BeinonHuTe NpuBedeHHbIe HUXe OENCTBUS.

1.  HaxmuTe nNpaBoON KHOMKOW MbIIW HA 3HAYOK YTUMWUTLI B NaHENn ONoBeLLEeHUs (HUXHUIA
nesbivi yron). Beidepute MNepenTtun K MmacTepy HacTpomku 6ecnpoBomn cetn Windows.

OTHPLITE

Mepenada ekn

MepenTy K MacTeRyY HACTROREM BeCNpoE0OHOR ceTH YWindows
MepeknKYMTECA B PEXKMM SoftAP

O nporpamme

Brixon

Puc. 3-26
Nnn OBaXKabl HAXXMUTE HA 3HAYOK YTUIMUTLI ANA OTKPbITUA CTPaHULUbI HaCTpOVIKM. Haxmnte
JononHuTenbHO B pasdene WHCTPYMEHTOB M BblibepuTe WMcnonb3oBaTb MacTepy
HacTpoukun OecnpoBon cetn Windows Ha npuBedeHHOM Hwxe pucyHke. [ns

npogosmkeHus HaxxmuTe kHorky OK nocne nosasnexus Puc.  3-28.

y
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TP-LINK

The Reliakle Choloe

T
CocTosHe WPS CeTh Mpodmnb  [OononHuTEnLHO

Brifpate WHCTRYMEHT HACTROAKM BecnpoeodHoR CETH
p Ry f poEDs

&) MCNoNE20BATE YTUIMTY HACTRORKKM BECNPOBOAHOD CORAMHEHNA TR-LIMK
) Menonk30BaTe MacTep HacTpofkk BecnpoBogHof ceTk Windows
MNepeknioyenve fecnpoEoOHOTD CETEEOTO 30 aNTENE

Belfiepure Becnposoanoi cetesol ananTep |Gecnpopoguo ceasy TLWNT2ZEMNMANTZIN |

Festun Soft &P
) BEn (%) Brikn
Pesim CoxpaHaHna 3HEprUM
(& Bkn ) Beikn
Puc. 3-27

IENONE30BSTE MACTER HACTHOMKA

BecrposogHDE e Windows?

Pwuc. 3-28
2. Haxmute npaBoOW KHOMKOW MbIM Ha 3HA4YoK 6ecnpoBOAHOrO MOAKMIOYEHMS B NaHemnu
onoBeLleHus (HWKHUIA nesbln yron). BeibepuTte MpocuoTp AoOCTYNHLIX 6ecnpoBOAHbLIX

CeTH.

| [ZMEHHTE NapaMeTpRl BpaHAMayapa Windows

| OTEPEITE Nanky "CeTeBbe NoAKNHYEHHA"

McnpaenTe

| TpocHOTp ADCTYNHbIX DECHPOBOAHLIX CETEH

Puc. 3-29
3. Ytnnuta oTobpaxaeT OOCTynHble B BalwleM mecTe GecnpoBogHble ceTu. Boibepute cetb

(oTobpaxeHa kak SSID) un HaxMnTe Ha kHomMkKy MoaknYnTb.
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TL-WN723N/TL-WN725N ERESRYeIZav{eR=T=Tex olol=TeYa FTe]Y -aganTtep cepum N

CETEnLIE 1054 B Elﬁﬂf'mm CETh

ﬂ' eI CYMCOF. O TH Wlmsrrents Fa Prriecty @ FEstrmem i Crchs, STOM MRS aTLTE

T AR LTI 0 0 i T T i i (PR L.

iy
Ca FeTarmmTh Setrponcarine
e

¢ TPLINE_GBEMHC

P g TrEHHEE D080

i Mosstfnes o BNl dim

(Lot

:,r Fispmirri, negrmgin
T ]

TP LINK _(h) 88858

= WEH
B VRS AME ORISRt
T

© ERIONSCIEN AORREBILILED [ETL |l.Ld

l:.:ﬁ” TPLINE 334455
H?H

Helesiramen Iiigindansd (o l‘“]
TRLBIK 121458

(g L

Helsepiraina Deorpondane coey IHH
THLINKE _BFS10D4

Puc. 3-30
4. Ecnu B ceTu ncnonbayeTcs 3almTa, To NoTpebyeTcs BBECTU KItOY, Kak MokasaHo Huxke. B

NPOTMBHOM Clly4ae NOoAKIio4YeHne K CeTh 6y,u,eT BbINONHEHO 6e3 BBOAA Krto4a.

becnporogHoe ceTe BOE NOAKAHYE HHE |'X |
AnA noaknidednA K cetk "TP-LINK_GE3DEC" TpefveTos knmd ceTk (Takwe

HaskIEAETCA KARYoM WEP HaK WPA), CeTeERIE KAHYYH NOMOrSHT NPEAOTEPSTHTE
HECGHKUMOHHPOESHHOS NOAKNHHEHHE K CETH,

BEEAMTE KNHIY H HIWHHTE KHOMKY "Mo4KAHodMTE",

Knkoy ceTH: | sassenEe |
MoATEEMHABHHE KNH4YE: | sesnnane |
LHD,EI.KHHJ‘-IHTI: .] [ OTMEHA ]
Puc. 3-31
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maBa4 YnpaBneHue

B paHHOM pasgene onucbiBaeTcs nopsagok Hactpoviku agantepa TL-WN821N npu nomouim
YTunuta HacTtponku obecnpoBogHoro coeanHenuns TP-LINK.

B kayectBe ynpaBnsowero nporpammHoro obecneyenns B agantepe TL-WN821N
ucnonb3dyeTcs YTunura HacTpomkm obecnpoBogHoro coeaumHeHus TP-LINK. YTtunuta
UMeeT NpocTon WHTepdenc ans m3amMeHeHus nbon HacTporkum aganTtepa. [na 3anycka

YTUNnTbl cnegyet ABaXabl HaXaTb Ha 3HA4YO0K 7 Ha paGoqu cTorne.

4.1 Mpodunb

BbecnpoBogHble ceTn agoma, Ha paboTe uMnM B kade MoOryT otnmyatbcs. bnarogaps
yrnpaBneHnio npodunem MOXHO NErko COXPaHATb W yrNpaBnsaTb pPasHbIMK MCMOb3yeMbIMU
ceTsaAMU, YTO M36aBUT OT HEOBXOAMMOCTU NOBTOPHO BBOAWUTL HAacTpoliku B ByayLiem. HaxmvuTe

Ha Mpodmnb B pasgene MHCTPYMEHTOB M OTKPOETCS crieaytollas cTpaHuua.

=
The Reliable Chalce
= T & = 5
— _— L8 e
CoCToRHWE WPS Cetb Mpoune  MononHuTensHo
MmA npoduna S5ID Tun cemn BeaonacHocTe MogknkueH

4.1.1 Oo6aBuTtb npocpunb

UTto6bl go6aBnTb Npodurnb HaXMUTE Ha KHOMKY Jlo6aBUTb B HWXKHEW YacTu akpaHa. lMNocne

4yero OT06pa3VITCFI OKHO HaCTpOIZKVI.
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IAms npodinns Home
S5ID TP-LINK_Metwork1

Tun cetn @) KNWEHT-CEPEEP

Tun 2awuTa | WPA-PSKIPAR-PSK

Wngpoearite [TKIP/AES

Mapone A [ Makazate cuecner

[¥] MogknioyaTe cA aETOMAaTHYE CHI.

Puc. 4-2
IAms npodinns Office
SSID TP-LIMK_BF134C 2
Tun cetn @ KNUeHT-CEpEEp i ad hoc
THM 33l uTel |\MPMWF'A2 vJ
Undpoeanne |'|'KJPJ'AES ~|
AyTeHTHMEALNA | Ceptudikar = |
Cepridimgar | - |
[¥] MoaknioyaTeca SETOMATHYECKN.

| Coxpanus || Ommena

Puc. 4-3

Ha skpaHe oToOpaxalTcs cnegyowme areMeHTbl:

> Wma npodwmna: seegute uma gna Bawero npoduns (Hanpumep, Oom, Odwmc, Kade).
Henb3s ucnonb3oBaTb OAMHaKOBble UMeHa. Takke MM He OOMKHO coaepxaTb npobenbl
Mexay crosamu.

»  SSID: BblibepuTe Tpebyemyto ceTb U3 BbiNaaaroLlero cnmcka.

> Twun cetun: Bbibepute TMN ceTu. Ecnu BbinonHseTcs noaknioveHue k 6ecnpoBogHOMY
MapLupyTM3aTopy unu Touke AocTyna, BbibepuTe KnueHT-cepBep. Ecnu BbinonHsaeTcs
nogknioyeHve Kk gpyromy 6ecnpoBoAHOMY KNMEHTY, Hanpumep, aganTtepy, Bbibepute
ad-hoc.

> Twun 3awuThbl: BbIbepuTe TUN 3aWUTbl AaHHbIX U3 cnucka. [JocTynHbl YeThipe BapuaHTa:
WPA-PSK/WPA2-PSK, WPA/WPA2, WEP n OTtcytctByeT. Tun 3awuTbl AaHHbIX B
aganTepe u B 6ecnpoBOgHOM MapLUpyTU3aTope Ny ToYKe JOCTyna AOMKHbI CoBNaaaTth, B
NPOTMBHOM Clny4ae noaknoyeHne He ByaeT yCneLwHo BbIMOMHEHO.
WPA-PSK/WPA2-PSK: ucnonb3dyeTcs naponbHas dpasa unu Ky ana asropmsauum

6eCl'IpOBOD,HOI'O coeavHeHns. Knoy OomKeH TOMHO coBnagaTthb C KMOYOM, BBEAEHHbLIM B
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BaL GecnpoBoAHON MapLIpyTU3aTop Unn Touky goctyna. None: 3awuta He UCnonb3yeTcsl.
Mepen Havanom HaCTPOWKM Bawero OGecnpoBOAHOrO ajanTtepa peKkoMeHZyeTcs B

BGecnpoBOogHOM MapLUpyTM3aTope unm Todke goctyna Bknounte WPA-PSK/WPA2-PSK.

& lMpumeyvaHme:
B cnyyae Bbibopa Tuna 3awmthl gaHHbIXx WPA-PSK/WPA2-PSK oTobpasutca Puc. 4-2;

O[lHaKo, ecnv BblOpaH Tvn 3awmTbl AaHHbIX WPA/WPA2, 6yaeT oTobpaxeH Puc. 4-3.

> wudpoBaHue: V3 Bbinagatollero MeHo Bblbepute TUN WKdPOBaHWS, COBNadatoLWmMn ¢
YCTaHOBSEHHbIM B BalleM MapLlpyTU3aTope Unun Touke gocTtyna.

> [Maponb: Bsegute napornbHytd ¢pasy TOYHO TaK, KaKk OHa YykasaHa B BalleMm
6ecnpoBogHOM MapLUpyTM3aTope UM Touke Aoctyna. [Ansa oTtobpakeHwss naposibHON
¢pasbl ycTaHoBMTE He3aBUCMMbIM nepekntoyaTens lMokaszatb cumBonbl. CHumuTe
nepeknyaTenb ANs CKPbITUA CUMBOJIOB.

> [lNopknwyaTbCA aBTOMATUMYeCKU: MOCMe  YCTAHOBKM  [AHHOr0  HE3aBMCUMMOro
nepekntoyaTens agantep B CrieayoLmin pa3 aBTOMaTU4ECKN MOLKIHOYMNTCA K JAHHOW CETH.

> COXpaHVITbZ Ons COXpaHeHNdA HaCTpOEK HaXXMUTe Ha KHOMKY COXpaHMTb.

lMocne BbINOMHEHUS BblLLENPUBEOEHHbLIX HACTPOEK CTpaHuLa I'IpO(*)I/IJ'IFl OOJKHa BbIMMAneTb
NnPpUMEPHO KaK Ha cnegyluemMm pUcyHke. Onsa nogknoyeHnsa K Tpe6yeM0171 ceTn npocTo

BblAENUTE CeTb, K KOTOPOW CreayeT MOAKMYMTLCS, U HaXMUTE Ha kHomnky MoaknouunTb B

HWXHEWN 4YacTu SKpaHa.

TP-LINK

The Reliable Chalca

= T el —
I WPS CeTh Mpounb  MoponHUTENLHO
Wma npodmna SSID Tun cetn BesonacHocTe Mogknader
Office TR-LINK_BF134C KMUEHT-CEPEED 'u"u’F'A-"v’VF' Her
Coffee Shop TR-LINK_CB3AGB2 knueHT-cepeep  OTcyTcTRYET Het
| fovaeurs || Mawewms || vgane || Nomxmowsrs
Puc. 4-4

4.1.2 UN3meHuUTb Nnpocdhunb

M3mMeHnTb umerowmincsa npoduiib MOXHO HaXaTMem Ha KHOnky WM3meHuTb Ha CTpaHuue

npodunb. Hanpumep, Bbl XOTUTE N3MEHUTL nMs npocduna ¢ Home Ha Home1, nnu Bbl xoTuTe

27

https:/itm.by
= v MHTepHeT-marasvH TM.by
E

EEENONLINE STOR



Vb

EEENONLINE STOR

RV VIR WL 150 MouT/c becnpoeogHon USB-agantep cepun N

ykasatb gpyron SSID gnsa npocuna Home. MNMocne BHECEHUSA BCEX M3MEHEHUA HaXMUTE Ha

KHOMKY COXpaHMTb Ons Toro, YTobbl OHK BCTYNUIN B CUNY.

Wma npodmna: Horme
SSID: TP-LINK_Network1 -

Tun cetn @ KNWeHT-CepEER = ad hoc

Tun 3aL ikl | OTcyTcTayeT v]

Wndporanie: | oresrerayer -

r\ﬂ MogkniayaTeCA ABTCMATHYSCKH.

| CoxpaHuh || OtMena

Puc. 4-5

4.1.3 Ypanutb npodunb

Ans yaaneHust cylecTBytoLLero Npouns BblAENUTE ero UMs U HaXXMUTE Ha KHOMKY YAanuTb
B HVDKHEW YacTu aKpaHa, Unu HaxxmuTe Ha kHonky Delete Ha knaBuatype. MNocne oTobpaxeHus

cneayoLLero n3obpaxeHnst Ans NPOAOIMKEHNA HAXMMUTE Ha KHomnKy OK.

Bbl YEEDEHbI, UTO XOTHTE YOAHTE

EbIBpaHHEIE CRTEELIE NpodHan?

Puc. 4-6

4.2 [OononHuUTenbHbIe HACTPOUKN

Ha ctpaHvue [ononHUTENbHO MOXHO BbINONHUTE Cneayowme HacTPOMKN:

1) BbibpaTb yTUNUTY HaACTpOKKkn 6eCnpoBOAHOIO NOAKITHYEHUS.
34ecb MOXHO BblOpaTh Kakyl M3 yTUNUT crieQyeT UCNOoNb30BaTh - YTUNMTA HAacTPOWUKU
obGecnpoBogHoro coeguHeHna TP-LINK, nnn nporpammy HacTtporku 6ecnpoBogHOro
nogkntoveHms Windows. (JaHHasa dyHkumna goctynHa Tonbko ang Windows XP.)

2) Tlepekntountbca Ha gpyron 6ecnpoBoaHON ceTeBOM aganTep.
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30ecb MOXHO MNEpeKkrnioYMTbLCA Ha ApyrorM ajanTtep, YCTaHOBMEHHBLIM Ha BalleMm
KOMMblOTEPE. YCMELHO MOAKMIYEHHbIE K BalleMy KOMMbIOTepy agantepbl OyayT
nepeyncneHbl B BbiNnagaroLlemM MeH0 (eCnv JaHHble agantepbl NOAAEPKUBAKOTCA JaHHON
YTUNUTON).

3) TlepekntounTbes B pexnm SoftAP.
Mocne BkntoueHNst agantep CMOXET paboTaTb kak To4ka JoCcTyna.

4) N3MeHUTb HaCTPOMKY pexmma 3KOHOMUWN SHEPrun.

TP-LINK
The Reliable Cholce
= = « = wy
= — " —
GCocToRHWE WPS GCeTh Mpoune  [omonHWUTEnEHO

@ Mcnone3oeaTe YTUNWTY HACTROWKK GecnpoeogHara coeguHeHna TP-LINK
cnonk3oeaTe MACTER HACTRONKN GECNPORDOHON CETH Windows

BecnpoB0AHOTD CRTEEOrD 34aNTEpa

Bribepure GecnpoBoAHON CETEBOM SAANTED. |GacnpoBogHol ceAan TLAWNTZENAVNTZAN -

Pesxum SoftAP

= Bkn @ Brikn

Pesim COXpaHEHNA 3HEPTWI

@ Bkn {71 Belkn

Pwuc. 4-7

4.3 O nporpamme

Ha akpaHe About (O nporpamme) npuBoguTca MHopMaLmsa 0 Bepcuu gpanBepa U yTUNnUThI
apantepa. HaxmuTe npaBoil KHOMKOM Mbilwy Ha 3Hauvok Ml B naHenu onoBelieHuin u

BblibepnTe O nporpamme 13 crnvcka.

OTEpBITE

Mepegaya EKN
MepeknYnTECA B PEXUM SoftAP

| ﬁnpnrpamme |

Brixcg m
Puc. 4-8
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YTHAKTA HACTpoiKK BecnpoBOgHOINC COBQUHEHNA
TP-LINK

Bepcua UL 1.4.9 ru.0oz

Bepcua WFF: b S e

Bepcus gpaieepa! 1019.2.914.2012

ABTopckoe npago (C) 2011 TR-LINK TECHHMOLOGIES
CO., LTD. Bce npaga 2allUMLLeHLL.

Puc. 4-9
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nasa 5 Pexum AP

B pexume Soft AP agantep paboTtaeT kak Touka goctyna.

npeanonoXum, YTo B BalleM JOME MO pasHbiM MPUYMHAM TOMbKO OOUH KOMMNbIOTEP UMeeT
BbiIxo4 B WHTepHeT (Hanpumep, B NPOBOOHOM LUMPOKOMOSIOCHOM MapLupyTU3aTope MMeeTcs
Tonbko oguH nopt WLAN), Ho ucnonb3oBatb VIHTEPHET HEOBXOANMO U Ha OPYrMX YCTPOMCTBAX
¢ dyHKumMen GecnpoBogHOro goctyna. B Takom cnyvyae agantep MOXHO HAacTPOUTb Kak TOYKY
aoctyna B pexume Soft AP, n Bam He notpebyeTtcs nprmobpeTtaTb OTAENbHYIO TOYKY AOCTyNna
Unn MapLupyTtusaTop.

brnarogaps AaHHOM (PYyHKUMM KOMMNLIOTEP MOXET WUCMONb30BaTh OTAEMbHbIA (PUNYECKUIA
GecnpoBogHON ceTeBOM aganTep A5 NOAKMIOYEHMSA B KAYECTBE KIIMEHTA K annapaTtHOM Touvke
A0CTyna, U OAHOBPEMEHHO BbICTynaTb B KayeCTBE MPOrpaMMHOM TOYKM OOCTyna, Mo3BonsAd
OPYrMM yCTPOMCTBaM C (OyHKLMen 6ecnpoBOgHOrO 4OCTYNa NOAKMYaTLCS K CETH.

[na nepeknoyeHns B AaHHbLIA PEXUM HAXXMUTE NPaBOW KHOMKOW MbILLIM HA 3HAYOK YTUNUTHLI B

naHenu onoseLleHnn u BbibepuTe MNMepeknounTtbea B pexnm SoftAP.

OTEpRITE

Mepegaya BN
| [TepeknYnTECA B pexum SoftaP

O nporpamme
Brlxog ﬁ

Puc. 5-1
Mnun Ha cTpaHnue JononMHUTENbHO JAHHOW YyTUIUTbLI YCTaHOBUTE 3aBUCUMMbIV NepekniovaTenb
B nonoxeHue Bkn. ona pexuma SoftAP, kak nokasaHo Ha crieaylowem pucyHke. Haxmnte Ha

OK ans noaTBepXXaeHnst HACTPOWKM.
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TP-LINK
Tha Rellable Chaice
al z g =
= o Lo + 5
CoCToRHME WPS Cetb Mpoguns [lonONHUTENBEHD

@ Vcnonsaoeate |

Wenonsaosats W BHAKIUNTE pexum SoftAp?
MepekntoyeHie Gac
BriBepute Secnpd NF25MNANNT 230 i
Pexcnm SoftAf OK | | Ommena |
@ Brn (7 Brikn
Pemum coxpaHeHa 3Hepriln
@ Brn (' Bhlkn
Lt
Pwuc. 5-2
MNocne u4ero B ytunnute AOOJKEeH noABUTbCA 3HA4YOoK Soft AP paaooM C 3HA4YKOM
HononHutenbHo.
TP-LINK
Tha Reliable Choics
CoCToRHNE WPS Ceth Mpodunb [lononHMTensHo Soft AP
Pesim Soft AP @ Brn 7 Brlkn
CoemectHelil goctyn 8 MHtepuer (ICS): lConexan da rade sem fiz v|
SsiD SoftAP
Tun 2awiTsl lWF'AZ—F'S_K v|
Wndpoeanne: lAES v|
Mapons 12345678 [¥| Nokazate cumeans
IF agpec 192.168.137 1
TpMMEHWTH
b=
Pwuc. 5-3

> Pexm SoftAP: BbibepuTe AN BKMIOYEHUS UMK BbIKNIOYEHUS AaHHOW OYHKUNN.

> CoBmectHbin goctyn B WUHTepeHT (ICS): ykaxuTe nofknoyeHue, koTopoe 6yaer
NCMNONb30BaTbCA MOAKMIOYEHHbIMM K TOYKe [OocTyna ycTpoWcTBamuM Ans JocTyna B
WHTepHeT.

» SSID: BBeauTe MMA Ballen NporpaMMHON TOYKM JocTyna (Hanpumep, Jone) Ansa Tor,
yTOObI Apyrne nonb3oBaTenu Mornm 6biTb YBEPEHbI, YTO OHW BbIOpanu Tpebyemyto TouKy

poctyna. Mmsa no ymonyanuio (SSID) yctaHoBneHo “tp-link”.
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»> Twun 3awmTbl: B gaHHOM cnyyae Tun 3awwmTbl AaHHbIX ycTaHoBneH WPA2-PSK, koTopbin
ocHoBaH Ha 802.11i n wncnonb3dyet Advanced Encryption Standard (paclumpeHHbI
ctaHgapT wudposaHns) Bmecto TKIP. [aHHbin cTaHgapT Obin paspabotaH ans
yNydLeHns XxapakTepucTuk 3awmTtbl gaHHbix WEP. WPA2-PSK: ncnonb3yetcs naponbHas
dpasa vnn kN4 ana asTopusaumMm 6ecnpoBOAHONO coeavHenus. B gaHHOM OkHe
BbINOSHATL Kakne-nnbo HaCcTPOnkM He TpebyeTcs.

>  lUncppoBaHus: B JaHHOM crydae Tvn wndposaHus BoidbpaH AES.

> [Taponb: BBeguTe KMY B MNofne ANd BKMOYEHMS 3alMTbl AaHHbIX Ha Ballenh Touke
poctyna. Kniod no ymonyaHuio, 12345678, pekomeHayeTcss M3MEHUTb. TOMbKo nocre
BBOJA COOTBETCTBYIOLLEIO KMtoYa Ha OPYromMm KOMMbOTEpe MOXET ObiTb YCTaHOBMEHO
ycreLlHoe NoaknoyeHne K Ballen Touke JoCcTyna.

> IP agpec: otobpaxaetcs IP agpec Toukn goctyna SoftAP.
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lmaBa 6 Ypanutb nporpaMmmHoe obecrnevyeHue

6.1 Ymanutb nporpaMmmHoe o6ecnevyeHue yTunuTthbl ¢ Bawero MK

1. Ha naHenu 3agay Windows Haxmute Ha kHonky Iyck, Bbibepute Bece nporpammbl =
TP-LINK, a 3ateM Haxmute Ha YganuTb — YTuUnuta HacTpomkum GecnpoBOAHOro
coeanHeHuna TP-LINK.

&= Dakcer u ckaHupoearne Windows -
!,'j Uentp eBroenenna Windows '
L

S
360
Coupons
. DAEMOM Tools Lite
. HF
Microsoft Office
Microseft Silverlight
W Snagit9
W TP-LINK
@ Yaanwte - TL-WHN725N_WN723M [pavieep P

|@ ¥ 4annTe - ¥Tunuta HacTpoiky BecnpoeogHoro coegiiedna TP-LINK
=

YTUAWTE HAcTpokY BECNPCECAHOND COEANHE
. WinRAR

| ApTozarpyska
L Wrpe p pe

L DBcnywueaHne
| CTaHaapTHEIE
o GHOST

1 Hazag

I | Hadmu Npo2pa vsst U -___‘-:.'.-.:: p| ! "‘JMSIL_QM

Puc. 6-1 Yoanutb ytunuty
2. CnepynTe ykasaHWsIM MacTepa yCTaHOBKW ANg yAaneHus nporpamMmHoro obecneyeHus c
Bawero K.

n -

YruauTa HacTpoikn BecnpoeogHoro coeauHedua TP-LINK - InstallShield Wizard I__E;Z _|

¥aanuTe EbIGpaHHOE NPUACHKERWE M BCE EM0 KOMMNOHEHTEIT

——

Puc. 6-2
3. TMocne oTobpaxeHust NPMBEOEHHOTO HUXKE PUCYHKA HAXKMUTE KHOMKY 3aBepLUUTDb.
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e i e s S e

YpaneHue JaBepWeEHD

Mporpatra IngtallShield Wizard zapepwiina yaaneHue
Hrunmra HacTpofiki GecnpoeogHorn cogguHeHHA TR-LIME.

s Hasan || Japepwure | | OTmeHa

Pwuc. 6-3

6.2 YmanuTb nporpammMmHoe obecneuyeHue gpariBepa c Bawero MK

1. Ha naHenu 3agay Windows Haxmute Ha kHonky lyck, Bbibepute Bece nporpammbl >
TP-LINK, a 3aTem HaxmnTe Ha YaanuTb - TL-WN725N_WN723N OpanBep.

-#l' Cpeactec npocmotpa XPS
528 Pakcel v ckaHupoeanne Windows
FH_., LenTp oBrnoeneqna Windows
L1
L]

360

Coupons

DAEMOM Tools Lite
HP

Microsoft Office
Microseft Silverlight
Snagit 8

TP-LINK

HokymerTe
VzoBpaneHnn
Myzeika

Wirpei

BN Yaanume - TL-WN72SN_WNT23N Jpaiieep Kounrep
@ ¥A3NAWTE - ¥TUANTE HACTReREN BecnpoecaHer

F Y¥Tuawta HacTpolikn BECNPOEDAHOMO COEIMHE Marens ynpasnesus
J WinRAR
& AsTozarpyska ¥cTpoicTea M NPWHTEPRI

& Wrpel
1 OE-CJ'I}".DKHEEHHE HPDFPEMMM na YMOAHaHAH

. CTaHAapTHEIE
|| GHOST Crnpaska n nogaepka

4 Hazag BhinonHiTh...

Puc. 6-4 Ypanutb gpansep
2. BbINonHWTE yKasaHHble AENCTBUS U NporpaMMHoe obecnevyeHne apariBepa ans agantepa
6ynet yaaneHo us sawero K.
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NMpunoxeHue A: TexHN4YeCKMe XxapakTepucTuku

HopmanbHbIM napameTp

NHTepdenc NHtepdenc USB 2.0

CrangapTsl IEEE 802.11n, IEEE 802.11g, IEEE 802.11b

P KHonka ©6e3onacHor HacTporkn 6ecnpoBogHon ceTn Wi-fi
Protected Setup (WPS) (coBmectumocTb ¢ QSS)

OnepaumoHHas cuctema Windows XP, Windows Vista, Windows 7

MponyckHast cnocobHOCTb 150 M6wuTt/c (Makcmym)

11b: 1/2/5.5/11 MB/c

119: 6/9/12/18/24/36/48/54 MB/c
11n: o 150 MBurt/c

Ckopoctb  BecnpoBogHon

nepenaqn AaHHbIX

11b:CCK,QPSK,BPSK
Mogynsauns 119:OFDM
11n: QPSK, BPSK, 16-QAM, 64-QAM

MpoTokon gocTtyna K cpeae

CSMA/CA c ACK
nepegaym AaHHbIX
3alwmnTa gaHHbIX WEP; WPA/WPA2; WPA-PSK/WPA2-PSK
YacTtoTa* 24 ~248351Tu

PacwuvpeHne cnektpa C NpuUMEHEHWEM Koda MpsMoWn
PacwunpeHue cnektpa
nocnegosatenbHocTn (DSSS)

BesonacHocTb 1 nsnyvenns | FCC, CE

YcnoBus okpyxatowen cpeabl U husmyeckue napameTpbl

TemnepaTtypa

patyp 0'C~40°C (32°F~104°F)
aKcnnyatauum
TemnepaTtypa

paTyp -40°C~70°C(-40°F ~158°F )
XpaHeHus
BnaxHocTb npu

P OTtHocuTenbHasa BnaxHocTb 10% ~ 90% 6e3 koHaeHcauun
akcnnyarauum
BnaxHocTb npu
OTHOocuTenbHas BnaxHocTb 5% ~ 90% 0e3 KoHaeHcauum

XpaHeHun

* B CLUA paspelueHo ucnonb3oBaHue 1onbko 2.412 My~2.462 Ty, 4TO 3HaUNT aMmepuKaHCKue nonb3oBaTenu

MOryT MCMOMb30BaTh TOMbKO kaHanbl 1~11.
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NMpunoxeHune B: Noccapun

>

802.11b -Ctangapt 802. 11b onpegensieT noakntoyeHne 6ecnpoBOgHOMO NPoAyKTa K CeTu
Ha ckopoctv 11 MOWT/cek C WCNONb3OBaHMEM TEXHOMOMMW pPaclUMPEHUs CrekTpa C
npuMeHeHnem koga npsimon nocnegosatenbHocTn (DSSS) 1 paboToi B HENULEH3NPYEMOM
AnanasoHe paguodacTtoT 2.4 MTu n WEP-windpoBaHnem ana obecnedeHnss 6e3onacHocTu
naHHbIX. Cetn 802.11b Takke Ha3sbiBatoTCcs kak Wi-Fi-ceTu.

802.11g - cneuudukauma Ona NoAKMYeHMs K OecnpoBOOHOM ceTM Ha ckopocTn 54
MbuT/cek ¢ ucnonb3oBaHMEM TEXHOJIOMMM paclUMPEHUsT CrekTpa C MPUMEHEeHMEM Koaa
npamon nocnegosartenbHoctn (DSSS), moaynauun OFDM, paboTton B HenuueH3npyemom
ananasoHe pagmoyactoT 2.4 [Tu n obpaTtHoM coBmecTMMOCTbIO C ycTponctBamu |IEEE
802.11b, a Takke WEP-wmndposaHnem ans obecneyveHnss 6e30nacHOCTN OaHHbIX.

802.11n - ctangapt 802.11n ocHoBaH Ha npebigywem craHgapte 802.11 ¢ gobaeneHnem
TexHonornm MIMO (MHorokaHanbHbIV BXO4 M MHOTOKaHanbHbIN Bbixod). B TexHonorun MIMO
NCNOSb3YITCHA HECKONbKO aHTEHH nepefaTyvMKoB U NPUEMHUKOB ANS YBENIMYEHUS Nosiochl
NPONYyCKaHWs OaHHbIX NPY MOMOLLUM MNPOCTPAHCTBEHHOTO OOBLEAMHEHUS U yBENUYeHus
AnanasoHa B pesynbTaTe MNpPOCTPAHCTBEHHOrO pasHEeCeHus, a Takke, BO3MOXHO, npwu
MOMOLLUM CXEM KOOMPOBAHWA Kak, Hanpumep, Alamouti. MexayHapoOHbI KOHCOPLMYM
Enhanced Wireless Consortium (EWC) 6bin cosgaH gns CTMMynNupoOBaHWsi npouecca
passutua |IEEE 802.11n 1 nopaepXku COBMECTUMOCTM creumdukauum TexXHONornm
npoaykToB 6ecnposogHon nokanbHon cetn (WLAN) cneaytoLLero nokoneHums.

Cetb Ad-hoc - ceTb ad-hoc npeacraenset cobow rpynny KOMNbOTEPOB ¢ 6ECNPOBOAHBIM
agjanTtepoM B KaxaoM, oObeOuHEHHYK B He3aBWCUMYHO OeCrnpOBOAHYIO JTOKanbHYH CeTb
802.11. KomnbtoTepbl GecnpoBogHon ceTu ad-hoc MMEKT OAHOPAaHroBOE MOAKIHYEHME,
OCYLLECTBNSASS OOMEH AaHHbIMW HEMOCPEACTBEHHO APYr C ApYroM 0e3 MCnonb30BaHWUsS TOYKU
poctyna. Pexum Ad-Hoc Takke ynomwmHatotca kak Independent Basic Service Set
(HesaBucumbinn 6a3oBbit Habop cnyx6, IBSS) nnn kak pexmm "Touka-Todka", u noneseH npu
paboTe B AOMALLHMX YCNOBUSX Unn nNpu paboTte Ha gomy.

DSSS - (Direct-Sequence Spread Spectrum, TexHonormsa pacluMpeHus crnektpa c
NpMMEHEHNEM Koga npsIMOM nocnegoBaTenbHOCTU) - TexHomnorns DSSS noseonsiet
reHepmMpoBaTb Pe3epBHYH KOMOMHaLMIO BUTOB ANs BceX nepefaBaeMblX AaHHbIX. [aHHas
KOMOUHaLMsA BUTOB Ha3bIBaeTCs YMnom (Unu Yun-kogom). [axe ecnv oguH UINN HECKOMbKO
OGUTOB B YMNe NOBPEXAEHbI B MpoLiecce nepefayn, BCTPOEHHbIE B MPUEMHUK CTaTUCTUYECKME
TEXHOMOMN CnocobHbl BOCCTAHOBUTbL UCXOAHbIE AaHHble 6e3 HeobXO4MMOCTU NMOBTOPHOW
nepegayun. [Ons HeECaHKUMOHMPOBAHHOrO npueMHuka DSSS BocnpuHMMaeTcst  Kak
LUIMPOKOMOSOCHBIN LUYM Marnon MOLUHOCTU U UrHopMpyeTcst BOMbLUMHCTBOM Y3KOMOMOCHbIX
NPUEMHMKOB. TEM He MeHee, B CaHKLUMOHUPOBAHHOM MPUEMHUKE (T. €. OPYrOM OKOHEYHOM
ycTponctBe ©OecnpoBogHOM nokanbHoW cetn) curHan DSSS pacnosHaeTcs  Kak
€OVHCTBEHHbIN FOAHbIV CUIHAar, a MOMEXU CUrHana no yMON4aHWo UTHOPUPYHOTCS.

FHSS - (Frequency Hopping Spread Spectrum, paclumpeHne crnekTpa co cKaykoobpasHoM
CMEHOW 4acToTbl) - TexHonorns FHSS nossonser HenpepbiBHO MeHATb (CkaykoobpasHo)
HECYLLYI0 4acToTy TPagWLMOHHOIO KaHana HECKONbKO pa3 B CEKyHOYy B COOTBETCTBUM C
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CMy4YalHO YCTaHOBNEHHLIM HabopoM KaHamnoB. Tak Kak (OUKCUPOBAHHLIE 4acTOTbl He
ncnosnb3yeTcs, U TONbKO B NepeaaTyuke U NpMeMHUKE MMEETCS MOAENb CMEHbI KaHanoB, TO
nepexear AaHHbIX FHSS aBndeTcs upesBblv4aiHO CrOXHOW 3agaqven.

Cetb TMna Infrastructure (MHdpacTpykTypa) - ceTb Tuna WHpmacTpykTypa
npeacraBnsdeT cobon rpynny KOMMNbIOTEPOB WNU ApPYrUX YCTPOWUCTB C OeCcrnpoBOAHbLIM
afjanTepoM B KaXaoM, 00beaAnHEHHYI0 B BecnpoBoaHYy0 nokanbHyto ceTb 802.11. B pexume
MH(pacTpykTypa GecnpoBofHblE YCTPOMUCTBA OOMEHMBAKOTCS AaHHbIM ApYyr C APYroM U C
NPOBOAHOM CeTblo Yepes3 TouKy AocTyna. [NoakndeHHasa K npoBOAHON ceTu BecnpoBoaHas
ceTb TUNa MHdpacTpykTypa HasbiBaeTcs Basic Service Set (basoBbii Habop cnyx6, BSS).
Habop u3 gByx mnn 6onee BSS B ogHo ceTu HasbiBaeTcs Extended Service Set
(PacwupeHHbin Habop cnyx6, ESS). Pexum wWHPPACTPyKTypbl MOME3eH Ha YpPOBHE
opraHv3sauum, unm Kkorga Heobxogumo o6beAMHUTEL NPOBOAHbIE U BECNPOBOAHBIE CETH.

PacwupeHune cnektpa - Spread Spectrum (PacwumpeHnune cnekTtpa) npeacraBnset cobon
LUMPOKOMOJIOCHYIO  PafgMOYacTOTHYIO TEXHONOrno, pas3paboTaHHyld BOEHHbIMKU OIS
NPYMEHEHNS B HAAEXHbIX, 3aLLMLLEHHbIX, KPUTUYECKM-BaAXKHBIX CUCTEMaX 0OMeHa AaHHbIMMU.
OHa npeactaBndeT cobor koMnpoMmnce mexay 3ppekTMBHOCTBIO NCNOSb30BaHUS MOMOCHI
NPONYCKaHNs1 M HaOEeXHOCTbI0, LIeNTOCTHOCTbIO M Ge3onacHocTbio. MHbIMM crnoBamu, Mo
CpaBHEHUIO C Y3KOMONOCHON nepefaden ucnonb3dyetcss 6onee LUMPOKMIA AnanasoH 4acToT,
HO B pe3ynbTaTe Takoro KOMNPOMMUCCA MOSy4aeTCs CUrHars, KOTOPLIN, MO CyTWU, CUNbHEE U,
TEM cambIM, €ro npowe 0BGHapyXuTb, MPU YCNOBMKW, YTO Mony4YaTenb 3HaeT napamMmeTpbl
TPaHCNMPYEMOrO CUrHamna € paclmMpeHuem cnektpa. Ecnv npuMeMHuK He HacTpoeH Ha
Tpebyemylo 4acTtoTy, TO CWUrHam C paclMpeHneMm crekTpa NoXoX Ha OHOBbLIN LUYM.
CywecTtByeT ABa OCHOBHbIX BapwaHTta, Direct Sequence Spread Spectrum (Pacwwupenune
crnekTpa C npuMeHeHnem koga npamon nocnegosartenbHoctu, DSSS) u Frequency Hopping
Spread Spectrum (INcesgocny4arniHas nepecTtponka paboyen yactoTbl, FHSS).

SSID - Service Set Identification (MpeHTndpmkatop Habopa cnyxb) npeacraBnsaetr cobon
OYKBEHHO-YMCNOBOM KMOY U3 Tpuauatn ABYX CUMBOMOB (MakcumyMm), o6o3HavaroLmii
OecnpoBoAHYO nokKanbHyt ceTb. [Ona obecnevyeHus oOMeHa AdaHHbIMU  MEeXay
6ecnpoBOAHBIMW YCTPOMCTBAMU B CETU BCE OHWU AOSMKHbI ObITb HAacTpoeHbl ¢ ogHum SSID.
O6bI4HO sIBNsieTCst NapamMeTpoM HacTpowkm GecnpoBogHon ceTeBow nnatebl ans K. OH
cootBeTcTByeT ESSID gna Wireless Access Point (BecnpoBogHom ToYk1 JOCTyNa) U UMEHM
B6ecnpoBogHon cetn. Cm. makxe Nmsi 6ecnposogHon cetn n ESSID.

WEP - (Wired Equivalent Privacy, KoHdnaeHunansHOCTb Ha ypOBHE NPOBOAHLIX CeTen) -
MexaHu3M obecrneyeHusi KOHMPUOEHUMANbHOCTU [AaHHbIX, OCHOBaHHbIN Ha 64-6MTHOM,
128-6utHOM, unn 152-6utHoM anroputme obLlero Knwo4a, Kak onucaHo B ctanHgapte IEEE
802.11. [Ana nony4exuns goctyna Kk WEP cetn HeobGxognmo 3Hath kntod. Kntoyom asnsetca
co3gaBaeMasl BaMu MocnegoBaTenbHOCTb  cumBonoB. [lpu  ucnonb3oBanun WEP
HeobxooMMoO onpefenuTb ypoBeHb WKdpoBaHUA. Tun wngpoBaHua onpegenseTr OnAvHY
kntova. [Ons 128-6utHoro wudpoBaHns knov TpebyeTtcs gnvHHee, yem gns 64-6utHoro
wndgpoeaHus. Knwounm onpegensitotca  npu nomowwm BBoga B HEX-cdopmaTte
(wecHaguaTMpmyHoMm, € wucnonb3oBaHnem cumeonoB 0-9, A-F) unm ASClI-oopmate
(American Standard Code for Information Interchange, AMepukaHCkuin cTaHgapTHbIV Kog, Ans
obmeHa paHHbIMM - BykBeHHO-uudposble cumsonbl). ASCII-popmaT nogaepxuBaeTcs,
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NO3TOMY MOXHO BBECTM Jierkylo Ansa 3anomMuHaHusa nocnegosatenbHocTb. ASCII
nocnegoBaTenbHOCTb Npeobpasyetcs B HEX dopmat anst mcnonb3oBaHust B ceTu. MoxHO
onpeaennTb YeTbipe Kioya, MO3TOMY KITHUM MOXKHO JTIErKO MEHAT.

Wi-Fi - ToproBoe HasBaHue Onsi cTanHgapTa ©6ecnposogHoro ceteBoro goctyna 802.11b,
npucsoeHHoro Wireless Ethernet Compatibility Alliance (CornmaweHvne o coOBMeCTUMOCTU
DecnpoBogHbIx cetelnt Ethernet, WECA, cm. http://www.wi-fi.net), rpynnbl npombILLNEHHbIX
CTaHAapTOB, CTPEMSLLYIOCS K 0OecrneYeHno COBMECTUMOCTU Mexay ycTporctBamm 802.11b.

WLAN - (Wireless Local Area Network,6ecnpoBogHasi nokanbHas ceTb) - rpynna
KOMMbIOTEPOB UM CBSI3aHHbLIX YCTPOWCTB OOMEHMBaeTCs AaHHbIMW MO GecnpoBOOHOMY
NpoTOKOMy, 1 06CNy>XUBaLWAasa CeTb KOTOPbIX OrpaHMyeHa A0 NoKanbHON ceTu.

WPA - (Wi-Fi Protected Access, 3awmweHHbin goctyn no Wi-Fi) - B npoTtokone 3awuTbl
BGecnpoBogHoro goctyna npumeHsietca wndpposaHme TKIP (Temporal Key Integrity Protocol,
lMpoTOKON OrpaHU4YeHHOW BO BPEMEHW LENOCTHOCTM Krya), KOTopoe MOoXeT paboTtaTb
coBecTHO ¢ cepBepom RADIUS.
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